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HERRARE

AICEBINTEM bash(1) shell 1Bl ETHIRHE.

# command-in-root-account
$ command-in-user-account

B4 shell £ RFETLEN T EAKIRE, BT &M, £AF WP shell £ RFTHEBENRIESHERER
“PS1="\$""FI‘PS2=" ', EHBEETREKALITERK shell {2 RFETLRATEGRE,

B 54 &5 BB TEIGERE S IRIR F'LANG=en_US .UTF8". i8N FAHifF placeholder & : 36474 root A&
M 5T — R E A E B EINTEL 6. ERAT &A% —

pad
Rr$ps1” B"$PS2” IRIFEEN bash(l) NKfEE.

BRAGETE BPITHIRE , ZAMATERME |, 207E shell PEIATESFHIE , WA Enter §2.

B RISIANE RS A —ELA%EE , REERRVEAEHE , BLEEgEmFiEmK a M'the”, B
LA AB S —EARE AR RS | ERRENNEESMRNEREmAT 07, FLATRERBEELERE
%Sﬂ% : E%H_ﬂéféﬁ%EEH%%%TEQ@E&%EEK@W@‘EE@%EO BRI SR E R A ERAE
FRARHAN.

)
ERBERRANIES BIMTR , RIFHEXFHRNESAEL,

FENAB & 5| BN ABITES RES SRIEE R AT T I ®ITIRAC , M aptitude safe-upgrade’.
EXABUE S 5| BHR BRI X A BB RS S| SRR R T FISEITIRAC , MlfR"deb-src”,

TESMERHZNEFERNNTFHEEMHE (TF) , BITFHFIRREITIR . #B bash(l). HFIBENEERFER
WAL TIE S REREN.

$ man 1 bash
manpage € 73T FH#FAEE EIE IR PRI/~ manpage BERISE , 20 sources. list(5), ERIFFERMALTH4SEK
FESEBYE.

$ man 5 sources.list

info page B2 ¥ 5|5 MRITFHFIERAZE , 20 info make, ER{RHERI AL THTESRESEHBEN.

$ info make
XA G S | SR R AR T A PRSI TAEED |, BiR"/etc/passwd”, HRRFIBLH , {RAT AN\ T3 64 5
RErnEM.

$ sensible-pager "/etc/passwd"

B $% 2 1S S| SEE R R INTT T R A1 TAZEC |, a0"/ete/apt/”, {RATBUES A THIRNTE4 KBIE H MM A,
$ mc "/etc/apt/"

SIS A BTN ETT P TFIEEITIZRS . B vim, RO T IIMTE S RERERE.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim
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—EXXETTAEB 2 KRN ENVE , XF4A H%EEIEEQI‘ﬁ%iﬂiﬂ‘]ﬂ—?—#%—?—%’“ﬁﬁ’f“éﬂ 520" /usr/share/doc/bas

0" /usr/share/doc/base-passwd/users-and-groups.html” , BB ER URL R/~ , 0 https://www.debian.org
PRATAFEERE A\ T 364 2R BERESAE
$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz" | sensible-pager

$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html"
$ sensible-browser "https://www.debian.org"

IR R B S | SRR R T P IS A TIRAC . HA"S" AUAR , BUESTERM'. {RAJ U A TIIESRESEM
ERI{E.

$ echo "$TERM"

popcon JiATE

popconEIE# AR B E M ESEANMITE. R TERHE 2024-03-03 11:51:37 UTC , 5 7 #Bi18 198687 1
TEEREE BN 27 BB SER 237734 MR

yas
AH/EE amd64 AFEEM) archive ERTR B2 74165 . popcon HiE ZEAGLRRE

BL“V:"BSAZR R votes ) popcon B{EETE A 1000 * (EAIETIE PC LA popcon $257) / (48H4 popcon
1RxX)”
ul"sﬁaﬁ%erw&a@a"m popcon BEETE AR 1000 * (EHTEELE PC _EHIA) popcon 123F) /  (48f popcon
”RA)"

7E

MATERFLL popcon BB EREHANEEMRNEHEEZ. Br2RATUR ﬁiﬁ:ﬁ%&% Bign , 28017 ERE
btm%ﬁ%%\éﬁﬁfﬁag{%“/ usr/bin’@ B $% , RS noat ime” IR Fr A& MRE | Lﬁﬂﬁ%%ﬁ SR 2R
RAT9E (vote) "ThakE

BRI

BRRTEIEERRAREGEANEBEE. EEN apt -cache show’s“aptitude show'$54 (ERIFE amd64
RIARTEE L A4S ) MERNREX/Y, MEMRTHERLE KiB (Kibibyte= IR 1024 Bytes 1),

@j(/J\:E—ﬂEI/J\%IfEE‘]@_IﬁE%ETTJJIEIT‘ FREELNEE—EERE , CAIMRKBERENEENTS ,
REHMME., EREEETFRBERSE—HEL,

@k/]\{éﬁﬂﬁ% ()" REFEEZREBAEFTBEREF ZRKNREER T BSatER A+ HEEE B R NREX,

ARAHEHR T Bug

IR ST RERR | RS debian-reference EFHISERR | (£ reportbug(l), FERLdiff -u” REAESC
FEIRSEIEERE.
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« BMRRER
- 2RE 10.2,
- RETBNRLEH
« KISS A
- NEBEEGTER AR
« BERESR B
- B—REREAA BREEM
* RTFM (BEFMEEE)
- FRTRERT , L LA ER
- FEFERRERE  RIERSE
- NEWRLITEGRIE A SRR
* BRI ERTES
s NEBHERMR |, [RIEFHERBRS
« ERENRIRETIAE B 2 BT ZRARA root shell
s RIEFHA —EERNREIRE (USB BE#EE, CD, )

— LT B &

1t Debian BRI — LA , MAETARBHEREZE.

+ “BEE Unix, B4AREFHRMAER BILIRED. " Miquel van Smoorenburg <miquels at cistron.nl>
 “Unix 2ERERIFN-- - EIEERIFERE EMAIL, " Tollef Fog Heen <tollef at add.no>

MR AR Unix T8 5 T — L lIEE.
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Chapter 1

GNU/Linux #&

BAR , BRBE—EERAL , GEEPIFNNE. BARBIERRENN , BROMABCHE. RTEE
RIEFIEIBALR | FREFARRR B — LB AR R,

Debian GNU Linux 838 KHEZAET R B UniXfEX R , — B2 A Z TREXRS. (RVVASEFIFRELAFM AR Unix
F0 GNU/Linux BIAE{EMHE .

BEBEL Unix g930HE , RERZKREHR GNULInuX ST , B ME $IE1Reess £ 4 A&,

)z
NRARFE(EMER Unix R ERIB— BRI GSS TE , (RARECAEE T ERXHETHRRE. IEIEEEM
— (A E BRI,

1.1 HEHER

1.1.1 shell I£2/~RF T (prompt)

BENRGZ1E , NRARR AR GUI (IZ1GNOME 33 KDE) , IR BT ITEANT. BERAMIHEL A
foo , EBENIRRFFAFN T AR,

WRRLET —E GUI IS |, ARERR{NREESA R Ctr-Alt-F3 B AERZITHRENE R |, REFREEEB Ctrl-Alt-F2
[2) GUI IRIE (BEZHIEm2E TXXHE 1.1.6),

foo login:

FEESFRRTILT , (RMARKERE S | 6120 penguin , A4&IR Enter §¢ , & T RM AR EASILH XK Enter
i,

)
& Unix {84 , Debian A& THERAEZMEBE X/ NSBUEK. FRELBEHR/NSTRAEAMK. B—EERE
IRITIE R FERRIAHEIEITAE. ERSMNKEAFIRITER root £ % A adduser(8) AlE.

RARTEAE"/etc/motd” FRENID A (Message Of The Day) XBfE , RIFFRER— BTSSR T IT.
Debian GNU/Linux 12 foo tty3

foo login: penguin
Password:
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Linux foo 6.5.0-0.deb12.4-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.5.10-1~bpol2+1 (2023-11-23) <«
X86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Dec 20 09:39:00 JST 2023 on tty3
foo:~$

IRTE , 1RRFE shell &, shell fi#AT{REIFES .

1.1.2 GUI T shell 2/R%F

WRARIER S Debian IBFEF , TR T —@ GUIIRIR , BEFRERB ARG EZEFERBESANT. WMARKERSE
ﬁ%?ﬁ*ﬂ%ﬁ?gl&%)@ﬂ#ﬁ*ﬁﬁﬁﬁ% MRIR. 1M Tab §# (BkA&ER) ATALEF B R BAEE MRE) , el MERR
RETRENE,

B1E GUI(BITEEREN )RR T#13 shel 387”7 , RIVEREI—E x #umtsfitasfEz , a0 gnome-terminal(l),
rxvt(l) 8k xterm(l), £ GNOME £HIRIR T , ROJAREBARSE (Windows §#) , EE SRR A "terminal” K5
Riak iR,

AHE—LREAL (2 fluxbox) Tl , AIRERBHENFMEEEAND. MREEREER , A TARRAAFLR
EREA L IRE,

1.1.3 root IR3E
root IRSF A FEIER R E AL SEHEERE. BEMAIIRS , REEFBIT FENASKEIRTS.

< BH. RAMIERARS LRI RETEPIRSCHHER
© SERG HEAAHTR B TER

© BB ARG EAEMARRARGE BN

© RERBEBRIEESEZEMERE

root IRSHHEAESE LR  REHENEFANER.

HEAE

PERAFIE M ALLE root 248,

)d

—EX (BIEREREEH , 40 CD-ROM %5 | 15LE% Debian R AP AR —MEX ) MR ATBEE FZIE root
FRHEEAEARERE. HRAEEREERT , £/ root IR FE—EHREMFTIE , (BIERRERATEEZEH
THERAEMEAENREETAENRE (2RE 1.23).
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1.1.4 root shell I2/RFIT
A —EARFIETREERIER A root WHE1ETES root i shell I27RF T,

s AFITCENREEA root ERFERAELBEN.
« FEEEFEREN shell iI27RFT FMA“su -1,

- ERGREFENEAENIRERE.
« EEEFEREN shell IZRFIT TN SU”,

- EgRGFEIEREN—LIRITRE.

1.1.5 GUIA4EIETHR

MRFNEEEERFEREETTIHEBE GUI (BIRFERENT) NEEMEETR | RATAEAIRIERES (520
gnome-terminal(l). rxvt(1l) 8 xterm(l)) & root i shell I2REF FREIE. 2RE 1.1.48& 7.9,

wis
AERBAEROREIES (BI3 gdn3(1)) BOSETRAE T root K(EM root BSHE GUI B/ @b EsE

AR
FKEABAERURER A X Window TEITAZEEMNIETRE GUI F2fF , AR ERREGEIRIR X &HHE.

1.1.6 EHEHTHIE

FEFALM Debian R&EF , H 6 ERTYHRIIE VT100FTiEHE , ATABE AR Linux EH#E EZE) shell, FBRIEREEZH
GUIIRIRT , REMRATARIFHR T2 Alt 0 F1—F6 ¥ —AREERITHIIERIYIR. 8—EFTEREE A
MBI R MSERERR., EEZERERREEAM Unix REHE , RES LR,

IRIREET GUI IRIREF |, fRATLAEIB Ctr1-Alt-F3 AT TEHiE 3, AMEREHRTA Ctrl . & Alt
$BA F3 $. MRATRURT Alt-F2 [I3] GUIIRIE , B©—RBITIEREIEHIE 2.

PR AT RAE R a4 VIR %I F—E RIS |, flanYiRsishiiE 3,
# chvt 3

1.1.7 ERIRHGLIHRRFIT

ESIIEMA Ctr1-D, BIRIRHE FZ{f-Ctr1-$8H d-$2 , BIWIBARA shell j&Eh. NRIRERIRFITIEHIE , 7RI
BEHERIESEIR R T, MEIELIEHF I control D" AT KEF & , RURNFEIRE Shift-4#, Ctr1-D HAlPIAR
R AD, B , RILATRAS N exit” IR 65431,

IARMRGIE x #ptBfiEss (1) F , RATAMERAEMERIE x AuntifisiiiE.

1.1.8 ‘EHEAARS

BT HARRIRARIEXE RSB —1K , Debian EIEBACIEIET WIRIBUBEITUHRELUR SMERE , B ERK T
BN F R EENEIRATE , BB LRI MBI R R AR IAMIF TN, NREKIE BIREHIA]
R, BEEMARET e BRARREIR. (BRI, (REFRARMBREZ RIR BRI, )

HEEBELERERTEAT , TUERGSIBIMASR.
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# shutdown -h now

EEERERT , TAMERA® LSS BIMARS.

# poweroff -i -f

2 R85 638,

1.1.9 RE—EIEFE KiTHitE

BT —LBRENE (flanicat TENXM) &, BREBIE , R UEG ST reset”, {RAJREMEIAERR L
BERMARTES . IREATRMRA c lear BIFHEHE.

1.1.10 EERHFHERSMRES A

AEEASERE , FBEPIT Debian MR/INREF , BEREMEA me 1 vim §£F apt-get(8) , HHBHMS |
MZEBRN.

# apt-get update

# apt-get install mc vim sudo aptitude

WMRMRELRET BLEHREA , BELEEFNETRAH T,

EICELD) ATE KN | ERER

mc V50, 11209 | 1542 | XABRHNERE X HFETE s

sudo V:688, 1:1841 | 6550 | ZAZBERERTEH root FEFRAKFEF

vim V:95. 1:369 | 3743 :J;Z(Eﬁ?ﬁﬁiﬁ%% Vi FBCERR , —EFEERE TRPARI X A At 25

vim-tiny V:58. 1:975 | 1722 &Qgﬁﬁfﬁﬁiﬁ%ﬁ Vi KECERR , —EFEEATRAPE S A 4mts 25
Bl=

emacs-nox V4, .16 39647 | GNU IEE M) Emacs , Ei? Lisp RIBRE XA 4ntE 2y

w3m V:15, 1:187 2837 | M AEH www BIE S

gpm V:10, I:112 521 XAREHRE Unix IR LR (88)

Table 1.1: HHHXAEAIEFFBS IR

BIRE— LS R —EFNEE.

EIGE] TE AN | FRER

doc-debian 1:867 187 Debian JEE X% , (Debian E RE#) MEEXIE
debian-policy 1114 4659 | Debian REEFMFIABEI S FE
developers—refere(l/r::éa, 5 2601 Debian ¢ &3 8741 FIE:N

debmake-doc I:0 11701 | Debian 4EEEF

debian-history I:0 4692 | Debian IEEFESH

debian-faq 1:865 790 Debian % B A&

Table 1.2: #x3246 & HEF R

RATUA T ERTES RiRELE,

# apt-get install package_name



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
https://tracker.debian.org/pkg/mc
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
https://tracker.debian.org/pkg/sudo
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
https://tracker.debian.org/pkg/vim
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
https://tracker.debian.org/pkg/vim-tiny
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
https://tracker.debian.org/pkg/emacs-nox
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
https://tracker.debian.org/pkg/gpm
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
https://tracker.debian.org/pkg/doc-debian
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
https://tracker.debian.org/pkg/debian-policy
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
https://tracker.debian.org/pkg/developers-reference
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
https://tracker.debian.org/pkg/debmake-doc
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
https://tracker.debian.org/pkg/debian-history
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
https://tracker.debian.org/pkg/debian-faq
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1.1.11 XESMERBERR

WMRAEAERREC REEREIRTIEST FEMRERE , R UERTENA AR —EREEAERE , b
B, AE—EERERR fish KARSK.

# adduser fish

[EIEATAFE.

i?i%ﬁ']ﬁ—@%% fish FFMRIE. FEMRRETTAE R UER TEMESMREEERERTMNEXEREER
%,

# deluser --remove-home fish

1£3E Debian F14F51i) Debian &%t , FEMEEN S EFFHKEK useradd(8) #1 userdel(8) TAMRE.

1.1.12 sudo JFfC

BN MBINE B RE TR, , BIANEITEZECA BN LR Debian 24 , 1B% BEMFREC sudo(8) JfE R4
ER%E (FanfEM#E penguin) RFBWMAEREEMSMAE root EREFAEESEIE BHEIR.

# echo "penguin ALL=(ALL) ALL" >> /etc/sudoers

F5h , ATMER TS EARRERE (FIanfEME penguin) EEEEHESEE BHER.

# echo "penguin ALL=(ALL) NOPASSWD:ALL" >> /etc/sudoers

EERTITAHREEREERE TRhP B EE—RERAERA.

O

T

=l
ELZERAE TP ARRILERNEBERERY , ARE@E8EFE BEN AR T 2ME.

EE

E LRI+ EAEF penguin NERERIRIEFEAM root IRIFEEFK S HRE.

HEERERT , B SRR TILERE TR EIT AR EIREBNA, KERZRRNO AT ITHEE
HPIERRIZRIEATEIR (BINAETPIHEIR) | BRIEMITERS T R B IEHRMAEN.

*

BT HZRAGREM AR IR |, RIEZEEER 2RI BRBMARMER root #IR , KE

sudo(8).

& 5 2R AR R B AFARC L sudo(8) AR F—EHZ A& LR EFERER RN EIFHRMAKLZE root 4%,

E;‘Iw\%ﬁh%ﬁ ZEEEENEMETEMER , (R IERAIEHEMAE. H—A| , RUEAEBEMARER
il

1.1.13 Play time

RAERCAERIFER Debian R 7T , AZFERIFHEEREIRTIAGEAR.

I52A R Debian &4 (AMERTARRE) GXEEENXAHERRIILIEERER RARERER. B4, TaE
MRAE—LIRRTUAFIA , BRI ELFMREN AN EZLBIEE—4 , MEZXBEE Debian 2T,

FAMERTEKAT | i€ Debian RAAEE—E 1 Unix RAAKEE,



https://www.debian.org/doc/manuals/securing-debian-manual/
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« B 1.2 (EAHR)
< B 13 &EFAR)
< 81 1.4 (EFAHR)
« & 1.5 (shell #&H1)
« B 1.6 (CAREAR)

1.2 %1 Unix EERA%

£ GNU/Linux FNHAXR UnixfERRGF , SABARSRIB $5F ., BTA XM B S HREL /" RIRKNE R E.
HEHEZRRNMRFELHERASR , CHEELEMNG RS , RECREEEBERN,

BEL B S A BAES BT . mount(8) AIMIERMERMA LIRZINER RAGHIEZIE RN HE . MK
i, umount(8) EE AR NEE. EERIA Linux #%03R mount(8) HELZH | AT DUE AN —HRNSE R HIMA
wrh , REVUEERAGHBEREZN, REN. HaEB. SRTHER., HEEERARGESHER NSRRI

f£/usr/share/doc/linux-doc-*/Documentation/filesystems/$kE|,

Unix & EMME $% , FEHMAG EMMSCHR, BRKEE , 72 Unix R L , IRAMEREISHELE | B2
‘A, BERE—ERERR  LEMEREEHEAEN., EREHR Windows R 2 —EERKERL.

1.2.1 Unix JC4EER

THEHE L Unix SCHEERE,

s YHLR ENK/NEH., HWtEER , "MYFILE” fI"MyFile” B R REIMISCH.
s RESEEREREZAGHR , BENBR /", FEILEIR root FHHEMEKBEE/rootBET.

- SEBHHAE—ELTF , EVUBSEEFEEHERT IUSMOTER. RESEMESS. ENEFE/ (FBE R
“RE)  YEEBEHERS.

« FEXARBEHIRIEE —ELREXMHS  BEXMHS , SRS, RIEFEHLELIBR B R MENEMAEE 8.
E=AATE R R,

s FTARSMREN LAY/ Bi%5Hts , YEASEBSSHE2HMBE—@E /. F—E /" ERIAEBES , K /"
AR aRIRENF B . BRRIESEMAL , DERUHRNLTE. BEseed AER, A THEESREHF
ZYERBIF “/usr/share/keytables/us.map.gz’, A8 , AFIBERE L ‘us.map. gz EBIERH4E.

- REZBRS NI, FlIn/etc/"M/usr/’, BEEFEHFKAXNDHEELHKFEIE, Hlan“/etc/systemd/"
“/usr/local/”, EEREMHCBE S, RO RUE—EEETHEREZ B/ ERENEREES X (—EXH) B
HEERN—RIHRE, FROBEAMZKRESHE  MITFREE—EEEFMFEAZARN REHN—EE , EEE MK
BB (/) R FESBLBS , WH RSN T —ESHFTTEREL., hAREREREMNAREE , ™M
REMRBE SR, RIEZRCISES . . /BRI E k. EEMENIEANEMIAINE $RH04EE | 0 BEIRAEE.

« Bt —EEERE, BIRE—ERENE SR EEKE BRAMRES. EARRMRT-11, CP/M,0OpenVMS,MS-
DOS,Amiga0s, PARME ) Windows , ELRMEFE—ERSEY T —EkaT  thanc:\". (@Emk, KE
HEEEFES| BT YEREERER MIERARN—HS. %6 1.2.2, )

)

HERRAI AFE A B P EREENTHRE TR, BREERER TERME—MREE. sIr R —LEs
LIRAEHRAERNT T, CbanTH, RERF BRITHF MHERS®RTT: {3 () L1 " "\ 7/ ><|
;L #HA Y % @ S WRIFEA—EENERFNG A, LB RIEEF R, EF TN FEIAR. REATUE
fﬁ%ﬂgﬁ?—k% BMAEEEmAIEL, LS LikeThis”. BTG ER Linux EAEG @R REXHETAR
ERTHE.



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
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https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
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pad
1E{E"root” ATRERT RN HAR{FE I root” X3RN #RE %" (froot) . EZARIE L T XHEE ERRAIE.

)i
557 path MERRB A LMREXAHE, WATRERTFIESRRNKE. BEREAENERE TR ER L FIOKH#.

RIS RS B RSN E RIS R A% JBAZE ("/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz"
M hier (7). RIEZECAETH—LATEERBIREEMLER.

EES EEE3EENS

/ EEES

/etc/ AR s E RIS
/var/log/ R HEX

/home/ FrBIESEERENEREE %

Table 1.3: EEH K AR

1.2.2 (ERRGIRNGEAT

1RIR UNIX RS , Debian GNU / Linux (XA RSB FERE RS BUB 7R , B iracH s £
IEREREE) |, a09EHI A MR FFY iR iR UG — WA X EIRAE"/ dev /" F@E.

BEER. Bik. H2FE (—EMERXBEZERAIL) 3 Debian GNU/Linux A% _ER4IE S & #H —EY
i inodefERIAEHE | R T HARRSM , AIANBACRERE (FTEH)  EERNEAE , RE—XEIEH |, &%
% BT RIS RIS R RGP AR IR 2 BB Unix |, IRAAH Linux A2 O RIS EEESKETTIER. BE  2£E
BRFTEM _ EIE DI TR EME T AITERE R ARG HRE.

EEEYIERRMNEMTRNE — MR EIEEBAN , REAFEKMBREKIESHIZ T2 N ERREETH
FRiiRiE. EEFPUEIBM SEEEI T TR A R A BB R S &% OB T AR

N
IRRFBEHRISCAAYIRE RS 2 M BRIR , THEZ2EUEST mount(8).

1.2.3 FEHRAGAMHEIR
AR Unix R R AGIR I R B = R R B,

- BHEEXHRERE (u)
« BEEXATBANEAERE (9)
- IEHBRERE (o) , AEBRHEMHFEN

B , A EHIR 2T T3 EME,

« TR (r) HRAFTBAEREHNARE.
< IR (w) HEIRAFEEERLHNE.



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
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« ATHIT (x) HRASIIEZEEXHEM—EIESET.
HIRB SRS  SEYBER AT TIEME.

« WRE (r) HERAFTEEIILBENNNE.
< ATR (w) HERAIFHTEERMSMIGRE $FREM .
« ATHAT (x) HRAFETEEFIRE SR,

FEER , —EB SN HITHIRSKENMEAEB $FRNM | B AFFRURMBPIKEN | B0/ BB,
Us(1) AREURAFIE SFMIR A (EL). BETREHE - UVRIE , B RaENEFRR FFIER.

« XHRRE (B—ETH)

« XHNFERER (9 EFT , ZEFTAR—ARIRRERE. A, HtbIEFRR)
o SEERBICARORESE IR

« XA ERERES

o EEXHATEKIAR S

« WFIT (FH) BB

« CAFRB MR (mtime)

© XHHET

T At
=B
H$x
FFRaE%
FIL B BDRh
R EEE
A el

EET

b

0T |ITIO|— Q!

Table 1.4: “1s - Uit 5% —EFITIIR

chown(1) FIH4 root BRSBHCAFHIFTAE. chgrp(l) MIRXAFHIETEET root IRIEKSCIAFHTERIAE. chmod(1)
FARSCAFR AT B B root BRIFASBICHFISC A RINFFEEIR . #R1F—E foo XAFMEAFEZIT.,

# chown newowner foo
# chgrp newgroup foo
# chmod [ugoa][+-=][rwxXst][,...] foo

Bian , ¢RATRURIR T E(E—E B S EAE foo FiA , WHZF4040 bar.

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rXx .

B = A BN IRROHERR (L.

 Set_User_ID {7 (s E{ S Zi{EHEM x)
+ Set_Group_ID {i; (s gk S 40 x)
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« WEM (tELT BAHAMEREN x)

ERls -UVHELUMmEEARN , RELHERERT BT , IERRE.

w—E AT BITX R E Set-User-ID (i foaF—EEREUMEC K ID BITIEETHATCH (5120 root) . XA
AR BITXHERET Set-Group-ID {ui§ AFF—EEAESHFRIAR 1D BITa230fF. (5120 root ) . FATRISLE
AREFRES T2 A , FREEPINIHRFERSNEE.

FE—fE R $% L& "Set-Group-ID"§1THXA BSD WX HHAIEETE] , FrA71ER SR M AR KIS HH1§ B B AT 4.

1B B S5 MBAL 1 RERZ B SN RN H T A & 2SN — B REMIER. 27 RE—EER"/ tmp Gtk
BN BB RMB S TIERNANT L , MERXRMRAIR TR  BRAHMER SRS M. TR, &
BRI UBEEHH A B 858 R T HE RERIR A2 —EE 2R,

ERAVEFTEBRRHHEIRGIT.
$ ls -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) A A—EHEEAFMBRFERT . ERHFHENER 32 4 /B (K% 8) #.

BT S

F—ETEHT set user ID (=4), set group ID (=2) #1 sticky bit (=1) Z Fl

E_HHEE read (=4), write (=2), #1 execute (=1) #&[RZF1 , user FHE
B=EEF [E_E , group

S EE T [@_L , other

Table 1.5: chmod(1) T§43CHHHERR B TEAE R

ERRFRERER LAAEME. MRFIE s - UESMBMaT%s) (2-10) , R TERNSH) (KA 2) RRER
MIEFRTHE (B O WX B/ 1) , RIEZAT IR ABFIEAENRE 3 BT HERT AR U HIFRR.

B TIIBIT

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1s -1 foo bar

-rw-r--r-- 1 penguin penguin © Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

£
MRIRFLELE shell FaLSEFRFW1ls -UVERKNENR , RTEFEHAMEETES , 4 test(l), stat(l)
readlink(1). shell RE+E4 , 0°["2 test”, AJREM &M,

1.2.4 FHIFEERKF T © umask

BRI HES EREIFEERR shell W24 umask KRB, 2R dash(1), bash(l) , MRE®HS (7).



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution

Debian 2% 10/ 242

umask & BRI BB A%
0022 “rw-r--r-- S TrWXT - XTI -X EEFERETS
0002 “rwW-rw-r-- S TWXTWXI - X EEATS

Table 1.6: umask {E£24)

(file permissions) = (requested file permissions) & ~(umask value)

Debian FE:&{ERERERAL (UPG), SE—EHiEAEMYURIAENRHZEISEN —E UPG, UPG 4 FHE
MEREREMRR , EEERERIEMR UPG ME—RE. BRESEEASEEEACHNIALAZE , & umask 5% E MK
0002 BEFELLT, (XL Unix @8+ | LA S BEEAELTEE—ENM users fAARIFEE RAMIL , £E
FEERT , HRLLEZEIE umask 354 0022 E—(EIFEE)

STV
Ei@i umask 02"E A\ ~/.bashrc f#£ZXEHRk UPG,

1.2.5 —AR{EMBRRFAIE (4H)

A

%?ﬁ%ﬁ@i%ﬁﬁfuﬁ%ﬁﬁ , R FRBRHENBR.

{REESIE M —{B{FE A% penguin Bl bird 40 , FERNMELERA
s ERATETR—ERZEECE

- #4T’sudo usermod -aG bird penguin”,
- #i47"sudo adduser penguin bird”, (RZEHFYK Debian Z#4%)
- BT"sudo vigr” 4F#E /etc/group M"sudo vigr -s”4EEE /etc/gshadow ZKIEAM penguin F bird 17,

s FRATEHHN—ERERLE :
- REREEAN. (REEIH)
- HT°kill -TERM -1" W{—LL81E1T74 , tbin"systemct1l restart NetworkManager.service’,
- BB GUI (BEERENTE) BESEHEREA.

fREESANE bird ARFEFREAE penguin , AIMMELER :

s FRATEFHR—EZEALE

- ¥{7"sudo usermod -rG bird penguin”,

- H{T"sudo deluser penguin bird”, (RFEHEH Debian £#%x)

- H147"sudo vigr’4gEE /etc/group fl"sudo vigr -s”%g#E /etc/gshadow KiZf& bird {TEEM penguin,
s FRATEFH—ERERLE

- REHBEAN. (REEIE)
- B4T°kill -TERM -1" W{k—L4818174 , tkan"systemct1l restart NetworkManager.service”,
- BB GUI (BEFERENME) BERE , NE Gnome SHEM—EEIA,
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ERAREARS , AIREREARRENERRSZEA.

£
& , YRE]LLIE I8 ¥ 3% — 1T “auth optional pam_group.so”%|“/etc/pam.d/common-auth” I & &
“/etc/security/group.conf’, FIFESHEGEREHEMNEREIE. (B2RE 4.)

£ Debian A&+ , WHKERE H—EHER. WRAR—EERAZREFRELRERHTME , fl20 CD-ROM
USB iCiEtE , (RER(ESEMEMAE M AN E.

— LR ARIRGAEARTEREARTE root Al I E LS ENERNEE.

41 A FRERMEENER

dialout TEREFERNGFREINIFIE (/dev/ttyS[0-3]")

dip BIRAEIEI PR | B EHSTEEAETR IP EAR
cdrom CD-ROM, DVD+/-RW E&Ehz%

audio BiRE

video e

scanner TR

adm AHEITH

staff — AR ETE LERES% - /usr/local”,"/home”

Table 1.7: BERERFE B ARG HINE £ 4T IR

HeN

HREEER dialout AAEFATIERARALMBAS , BRINEEMT , FF. (BOR root ERFAL
“/etc/ppp/peers/ ARASEREN T FARBAAEIERIGE  RATEER dip 48, MATRUEBRMERA pppd(8).
pon(1) , AR poff(1) 15 EILHER IP BAERIELLRE(EMES,

FLE L NEARR AR EFIRMRERT root FFAHBITIENTES.

4H BIEEAEEES
sudo AEE MR EREHST sudo
Lpadmin BITHESLIRENRBEREIE. BM. BIRENERE

Table 1.8: Z & KHARGIRHAIMTETESPITHAAS IR
ARSI HAE BB FAAMRTESR , 2 R base-passwd BIRHEHK“/usr/share/doc/base-passwd/users-and-g

T, ERITRASKERAERAR

FRHEMARGRNEIRIES , 2R passwd(5), group(5) , shadow(5) , newgrp(l) , vipw(8) , vigr(8) , A &
pam_group(8).

1.2.6 BFHEE

GNU/Linux 38 =fE AR KRR

)
ctime R R AR,
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Lyl &% (FE L Unix ER)
mtime BB (1s-1)

ctime XHHREEB R (Is - 1c)
atime XHFRERFRHERRE (s -1u)

Table 1.9: BB ERTLYI3R

pad
atime 7£ GNU/Linux A%t LA BEETEEFES _E Unix KEZRE AR,

- BE—EXH , BEUEZHFTER mtime, ctime, 1 atime B,
o WERHRTEERERIR , 3SR ctime 1 atime B4,
o FEFES LR Unix A&, B EREREREHERKN atime B,

o E—EREER , SBEEERK atime B ; £ GNU/Linux &% L, EEBREEHEZAG ERA strictatime’3| 8
HERIERT.

* TR GNU/Linux RAMIER RS E R relatime” BIAHE , F—IKGERER B EERER  SREZERDN
atime EM. (1¢ Linux 2.6.30 BAIAMITARRITA)

» 20K GNU/Linux AGHIER ARG ER noatime” #&L , AFE—EEXR , FEYZEEERMN atime B,

E

AT ELE NERSE PR THER RGHEEER |, FIB T noatime” M'relatime” EMMEHRNIRIA, wE
AT strictatime” 1A , RME B HERFRIEHAHEE EH atime BMEISEFIKRIRIE. B2 atime Bt
BT mbox(5) R ASMIRDBE|, E:RE mount(8).

£/ touch(l) FESEMEHFAEARR MIFREL.
HTARSHIER , EIFSEREEIR (‘Fr_FR.UTF-8) , 1s <SSttt .

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ Oct 16 21:35 foo
$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo
$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ oct. 16 21:35 foo

N
2% 934 BER1s -V,

1.2.7 E4E
BmEN AR —EEER oo EsLR|—ERRNESL bar,

. BEEAE
- HIAEREELT

- “ln foo bar”



https://zh.wikipedia.org/wiki/Hard_link
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* FFERIEAEEL symlink
- BB 4 FHER H—EERARRER

- “ln -s foo bar”

B SR THERIRG] , rm f5SAERTIELER LM ZER .

$ umask 002

$ echo "Original Content" > foo

$ 1ls -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ 1ln foo bar # hard link

$ ln -s foo baz # symlink

$ 1ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content" > foo

$ 1ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

WAL AFE R —ERER AN , WA AR —E inode 3 , B 1s(1) % - 1" EIEETR.

E%ﬁﬁ%&%&% L AE rwxrwxrwHRIIERFEGT A | a0 LEFIFFUR , BB SEIGT A HRE Brism fE
RHETE.

( ) EE
BRIEFAIEE FER , FAAERT —ERBNFFREATIREAE T BEIFEE. FRELANERAS
AR EHE R R ES A IR T,

)i
BEEERREAERREAEESE | RIFRE—EFEREREEA.

*CESEAFITFEN RS , RITTHE B SAOEAR 2 Bith. *. B EATIN B , FILE SIS REE
FHTF B SEAORIT,

HNEARENE Windows BESE] Linux , #RIBHIGER Unix R4 BASARER Windows BARIEMIHIER R B2 BB
&ﬁm%EME%Eﬁﬁ%ﬁ¢§ﬁm,E%ﬁﬁﬁﬂﬁ%ﬁﬁﬁE%%$ZﬁMEmoE@ﬁ%ﬁ@%ﬁ,ﬁﬁm
EEmET,

1.2.8 @&EE (FHEELE)

AT E— AR EE—IEONE. RENERETHE TR AR, FIt , SHMEA FIFO, B4 : 1R
BRI ER MR T A Bt 5K,
NRH—EHRTHETRARE , RANBRARMAL | BERAR ML S PRI, FBRE A
FELREAMTUAR AL, SENANGEET | TR, CREEGMEBTE , 4 shel ;4" 1] 2728
SEINBE—HE. AT, —ERERT 4 , EMERFRTURAER 4], EEEA—EEBENT, SEL
UNIX f— (B3 R AL,

A T35



https://zh.wikipedia.org/wiki/Symbolic_link
https://zh.wikipedia.org/wiki/Named_pipe

Debian 2% 14/ 242

$ cd; mkfifo mypipe

$ echo "hello" >mypipe & # put into background

[1] 8022

$ 1ls -1 mypipe

prw-rw-r-- 1 penguin penguin @ Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello" >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.29 EFEF

EETHE EARITARNASEREN , BRENEERGAS. ©EMRGLEE (FIFO) W H AKFRERFZHE
ERERTEM METENSR, HREET , BERFASEAR BT , A FEERA—BRXBEFNFRERF.
TEEFEER (IPC) M—EEEE. FMNATHRATAEEERMESEREERNRERZ . & ENMER FSE%E
BT UNIX SEET

N
Bi# netstat -an” 5L AR ERAGHRARCAITH T PLEET.

1.2.10 &

RIENHEEASNYIEREMERRE , ER, W, SRR 8RR EHREN—EGFERGHE, B
“/dev/console” KAk,

RAESHE B MTEREEY,

© PR
- BIEFR—EFT
- —EFTER—EFEH
- s, &0
 BRER
- BBERHNETIR , EITHFR
- —{ER > —{EFE
- INRERREE -
RATDGERRSHA ST | BEZST A REE S EMBIE | SEBVRRURE MORIEARHBLAS, mXRARE , B

DA BhE(E AL RS, Lhan , (RO DA SIS ST B AF TR A/ dev/ 1p0”, BiE G TARURTTE S 3 X3 & 1B
BH“/dev/ttysSe”, BR , BIFELIRMEENIVOTERR , BRITTREGER—IG AKX B, FTLAE4SR/ VD,

)
EREBITTH , R p).

ARBHERREEATUBIB BT 1s(1) 153 , T RI7R.



https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
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$ 1ls -1 /dev/sda /dev/sr0 /dev/ttySO /dev/zero
brw-rw---T 1 root disk 8, O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, 0O Oct 16 21:53 /dev/sro
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

« "/dev/sda” (ERGIRE 8 , WERHHRE 0. BT disk ZHKEAEER.

« "/dev/sro” EREIRE 11 , KRERE 0. EFJUH cdrom ZARRIEFREER.

« "/dev/ttySe” HEREIE 4 , KREIRRE 64. BT dailout BAAKEFREER.
« "/dev/zero” (MERMBIE 1, KaREIRE 5. EUBEEFRAEER.

FEIRA Linux R4, B2/ dev’ X TR ARG BB udev() MHPAR.

1.2.11 45RERIBXXH
BT — A R ER A SC

ARSI PRE EERA

/dev/null AEHX Bl{E X H4EEFIT (EOF) -

/dev/null BA EOE (—EERENEBIESE M)

/dev/zero ABAR EH% \0 7‘:E—T—Tl: Eﬁi ASCH EF'E‘]%I—T— NG
/dev/random BN RED e BEERET I , IR EW (AB1E)
/dev/urandom AEHX ﬁéﬁ'é?iitéhﬂ%ﬂ*ﬁ% %%EE%IEHEBL@—T—E
/dev/full =A [E[EWEEm (ENOSPC) 3&;

Table 1.10: $FRIFRIEHFSFR

ELF RIS AHEE N shel BIBERMISSER (2% 158).

1.2.12 procfs 1 sysfs

procfsilsysfsiEBIER R , 5 BRI /proc” A /sys” Z b MR OT NBIEER R BARAE M. BE
B, BLR B RERK , PR T IRABRIEX AR E TR L.

H$%"/proc” REEIEAETHTIERMT —EFE , BENATFTHETIEN PID, FREBITRENNAKLA
20 ps() , ATAREIEME B st te s A,

"/proc/sys” Z THB % , B8 T JUERFELOETSHBNIED., (RIOUFTMERZEMK sysct1() T5EH ,
Sk E(F AR FAMNE/FARCICH /ete/sysct L. conf”,)

EAMIERE @R R RS /proc/keore” B, BE &N, EEXHRENMNERGCIER X/ IMIZERZ ., ©
WAL, © BB , 150 AT | TR AE O RA/,

"/sys” UTHIBSBEE T 0L NEIRaE , ERNEN  MIREMZHENERE. EROAE T iz (8
TR BN A E.

Z#Eproc.txt(.gz)”, "sysfs.txt(.gz)”, AREMMEIN Linux 4% (>3CH& ("/usr/share/doc/ linux-doc-*/Doc
ELSCHE linux-doc-* SREMIR{HE,



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
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1.2.13 tmpfs
tmpfs@ —EGRHER AR , ENSUFRMRFEERGCIERT . VER , RGBS ERIN tmpfs BUETTREH TR
FE R AT IS

ARG REENEHAPEEL , "/run” BERHER tmpfs, BAENME/ B RE , EMETUHEAN. ©EBIERESHFIZ
ST FNEESR |, Rt BT Filesystem Hierarchy Standar2.3 JRHPEREAE R E -

* "/var/run” - "/run”
e "/var/lock” - "/run/lock”

e "/dev/shm” = "/run/shm”

2% tmpfs. txt(.9z)”, XA Linux #0334 ("/usr/share/doc/ linux-doc-*/Documentation/filesystem:
Héx2z T , HEEEE linux-doc-* 12,

1.3 Midnight Commander (MC)

Midnight Commander (MC) &—1@ Linux #43nps L E4IRIRIE TH GNU R Bt J]” . EARFMHRMT —EEEX
BREOA i {E FRREER | EFE SN R E RAZLEM Unix $54.

RATBE R EIRIBR T HATES KL EITZE A" mc " f8 Midnight Commander 3.

$ sudo apt-get install mc

R mc(1) 154 ABERZIE Debian R4, EEFFNBE AN, B ERIFERF Enter #REE —LBERBRINES.
« "/etc” REFHE%

«” /var/log” RETH%

«” /usr/share/doc” REHFHS%

«” /usr/sbin” 1" /usr/bin”

1.3.1 HiE#x MC

A7 ERE MC HIFHEE R B %Y cd BIHE Bk , FERMBY~/ . bashrc” A& —EH mc BIRERIELSHE,
. /usr/1lib/mc/mc.sh

AR me(1) (1E7-P" BIAHE) WIRE. NRAFFREERIKEERITEN , R UHERIZERE)

1.3.2 EiEjMC
MC ATRUEHRRRENZ K.

$ mc

MC BBREES T TANIERRE , AMREREEACEN. RFER FL AT USERIAE. RRFT
Rt MINAER AT UER MC,

i
Heskupbban gnome-terminal(l) , THAESR IR IE A S FTRE S AR URFETNAEER,. 7€ gnome-terminal #2
ATRUER” EERIA” - B> " RER IR BRI KA IS B

WMRIRBEFTTARIERIE |, BRI REDRRLES , BIBHIY-a” B MC 1545 IS A BN S KR
FARIEHRABERRIR MC PERAEIE , AT %H 9.5.6.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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1.3.3 MC X {#&1E

TERRAME B S EIREE A THERSIR, F—EARANEXEREAERER S FEBERFRTIHER, &
TERE-LNBHRIER. FREN gpm(8) BUTHIEHE , RATIAEF TTIESIHERBRAIRME. (75 MC 21718
BIFIRE L IRVERBSHR—E TIR(E shift 2. )

TRIERE AP ETIRE

F1 HOEE

F3 REEES

F4 P BB AmEE

F9 A FROEE

F10 R Midnight Commander

Tab EMEREEZE

Insert 8 Ctri-T AR ZEERERNITa e , EA

Del MRiER (FE---8E MC BAREMHRER)
i BIRfERE

Table 1.11: MC HiEsg4tE

1.3.4 MCF52FI535

* cd fETERPNARBTHER .

* Ctrl-Enter or Alt-Enter #EEZEFESF., £ cp(l) M mv(l) METES R EITRIE,
* Alt-Tab BRIEZ BEMfH2IER.

« EIBFIE MC 152 HATATEERMAE % ; 6120, "'mc /etc /root”,

e Esc +n-key - Fn (i.e.,Esc+1 - F1,etc.; Esc +0 - F10)

« 5% Esc SERIARHR ALt £—4% ; BI0, 8 Esc + c FIFIF ALt-C £—H5i. Esc A meta it , HHEL
BLEM-",

1.3.5 MC NEf4wEE2S

EENEmE A —EE BN LR, 18 F3 BGRERIARE , B8 F3 RIBRYSRIRERE, KRR
BEMRNIEAS | £/ F6 REBBRIERET , FS A REEREMET. F2 @FFER. Flo BH. %
B LB B A TIE,

MC #tE 25 7] AEIZ A FEITE S 72N REN.

$ mc -e filename_to_edit
$ mcedit filename_to_edit

EAR—EZ A EMmiER , (BERBE AR EDIRENSR. EMEREMER , FEMAZ A-F < n > KY)iHk
A& E {3 A File - Insert file” 83 "File — Copy to file” R ENLF,

POERAmEE 2% AT ARSI M A 2 L.

Bl#% , AL FEE AIRIFEE SEDITOR 8% $VISUAL IR EAREEZSAER. dRREMER vim(l) ZkF nano(l)
KEAIA , REGFRER FTENFEREMAN"~/ .bashrc” K¥ mcedit EITRE.

export EDITOR=mcedit

export VISUAL=mcedit

BNR AT REMIGEIRIE RS A vim”,

WMRRER vim(1) EARNETF , FRATAERERSY RGP ABAEER mcedit(l) RETIAE,
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1.3.6 MC NEafRas

MC BB BRI EE. SR —MEXMTRRT TR, HERWHELE/usr/share/doc B+ EH
R, ERBEAR Linux SMSHRATR. EERARTUER TIHESRHEM—EREERE.
$ mc

-v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 BERE) MC
EERTHARE , BEENEAREEERNAS B1RE 9.4.11), ER MC —EIFEFTENAE.

(EESA H Enter 2B JE
ATHITRER PITIES
BB EERATRRARE
html 53 BENTHETER
"*.tar.gz" #1"* . deb” XfF BEENTABRRT B

Table 1.12: MC ¥ Enter $#p02EfE

Zjﬁﬁ%ﬁ?ﬁgﬁmﬁﬁiﬁ%ﬁ@iﬂ , ATRIRAIFE RN RESAER E AP BT, (€ chmod(1) B8 MC FEREE K
LABPIRIIARE.

1.3.8 MC FHIERIER RS

MC BEgmFE RAFABEARIFE R AEIR B4R FO, "Enter” F1"h” 3R BXFH Shell #£3R A% .3&"sh: // [user@]machine[ :options]/]|
KIEREA URL, i@ FRKGAHER ssh —BRKigRRmHE &%,

1.4 %7 Unix L{EIRss Bk

BESR MC ZARZ AT RGRRIEAENE , B2 S shel AR TEATESIH TANEIETEEN , TRERREERT
Unix T{EIRIE.

1.4.1 % shell

RN shell ATA— LRGN AEER | FERERHEEA shell fR1F4 bash(l) , WERIECEIRA chsh(l),

WMRAFAEE AR shell EEHRRT , # GUI (BIBEFERENMT) HAHERZSKEE ; B\ HR ~/ .bashrc B& ,
tbanzt , EEEKE exec /usr/bin/zsh -i -1" j?,exec /usr/bin/fish -i -17,

R
%i*ﬁ POSIX HEZEEAZEL , {BMFILE shell ZEM glob WMAFEAREE L , ITATUARE. AMEEERHMh I
1

EAHED |, BEHT(M) shell 4215 bash.
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POSIX

i/ Bk 4= =
$)\EEE /)lb'fTJ_‘E_ k/J\ She" ﬂﬁaﬂ
bash YQ%? 7175 | Yes Bash: GNU Bourne Again SHell (F & _ER1Z%E)
bash-completion | .55 933 | 1454 | N/A bash shell F2Rt28 54
V884, : . - 5
dash 1997 191 Yes Debian Almquist Shell, {8 shell §4-1%
zsh V:40, 173 2463 | Yes Z shell: BFZIEBHFZZE shell
tcsh V:6, 1:20 1355 | No TENEX C Shell: —{& Berkeley csh FIgs@EiR 4
mksh V6, 111 1579 | Yes Korn shell f—{@E k7~
csh V1,16 339 No OpenBSD C Shell, Berkeley csh B—1{ERR 4~
1= - A= k= FEY
sash V:0, I'5 1157 | Yes HWETR Stand-alone shell (EAERELRE
H"/usr/bin/sh”)

ksh Vi1, 1:10 61 Yes Korn shell R 1EH] AT&T IRA
rc V0, I:11 178 No AT&T Plan 9 rc shell —EEIR

o Policy-compliant Ordinary SHell RE& A K o 18
posh V0, I:0 190 Yes shell(pdksh FTAEEIR)

Table 1.13: shell #2=(%13%

1.4.2 & bash

AR R bash(1) 174 , f£/"~/ . bashrc”,
ERTI6F,

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH:}/usr/sbin:/sbin"
# set PATH so it includes user's private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}"
fi
export PATH

EDITOR=vim
export EDITOR

L)
ATRAFREIHEAD bash BRAETT | FEMEH 9.3.6 , 7£E 9ZI.



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://qa.debian.org/popcon-graph.php?packages=bash
https://tracker.debian.org/pkg/bash
https://zh.wikipedia.org/zh-tw/Bash
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https://tracker.debian.org/pkg/bash-completion
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http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://qa.debian.org/popcon-graph.php?packages=dash
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https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
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https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
https://tracker.debian.org/pkg/tcsh
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
https://tracker.debian.org/pkg/mksh
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
https://tracker.debian.org/pkg/csh
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
https://tracker.debian.org/pkg/sash
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
https://tracker.debian.org/pkg/ksh
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
https://tracker.debian.org/pkg/rc
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
https://tracker.debian.org/pkg/posh
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N

bash-completion $kIEMAESE bash EITHES L.

1.4.3 HFkIRSE

13 UnidRIR , B— LA S RNIRE.
PUER EtE, HPHREESCERRE.

B2
AR

AR, TEH Linux FICIEHIE

RBEAFER CtrLF Alt fga]

TREESR H5& key binding

Ctrl-u Wik erZm 2 T E T

Ctrl-H Wik eizaT e — 1B+t

Ctril-D ZIEg N (ZNRARTEER shell, RIRE shell)
Ctrl-C & IE—EIEESITHRFER

Ctrl-z BB REFSHEEE R ST

ctri-s EIEE S

Ctri-Q B RS

Ctrl-Alt-Del

EEEAAS , B8R inittab(b)

Left-Alt-key (8k Windows-key)

Emacs A48 Ul K558 (meta-key)

Up-arrow Fla7E bash FRFESRETIER

Ctrl-R FiiA7E bash FRIEERESETER

Tab 7£ bash H &3 FHEF4

Ctrl-V Tab 1 bash &3 F&#E Tab MAEETRE
Table 1.14: bash fRIFREREFES 3R

SN

Ctrl-S A iRTNRERTREH stty(1) ZXA.

1.4.4 7ERIERE

Debian A& 4T HFHERIEERES 2 R , SMN—LHK AL -

* EAR Unix BRRIRIETI
- {EF 3 ERSE (BE)
- EREER

- {FRABFAIERRERGE xterm F text FEFAFEH Linux console
« A GUI (BIEEAENTE) BRIEEAR :

- HERIALER
- & PRIMARY HIBJALE

- {FHAIRA GUI FERFEREZE gnome-terminal

R, 1 terminal FEREBRAXFHIER , A shift-ctri-c XER , R IEAESITIIFREN

EIRAIRMIE R LN RIRS , BRARTHR , WA DSREMTHERER. 72 fBERARNERT , RRpRLR

MARHAETIRT SR,

&7 1E Linux FITiEH) S E AR | fRUZEE gpm(8) EERBIT.



https://zh.wikipedia.org/wiki/Unix-like
https://specifications.freedesktop.org/clipboards-spec/clipboards-latest.txt
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BRE o] &

- BRI FTERNEREARERE
HETR FTERNVEEAEERENGA

FELRE (BRAXN) FERNNEEAEEFRERGERE

HERG RAAK) RIEXHMKIEE (cut/copy/paste)
FLEPEEkE Shift-Ins EhzE e\ T 2R REE
ctri-X B N F R E R LS
Ctrl-C (E&&ip 2 Shift-Cctri-C) ERFEROEEEANE
Ctri-v A EB RN B RS

Table 1.15: JF1ZE4 $1R/E R MEIREIRIES R Debian

145 XHANBEER

less(l) 42— EHGRRM S BFEX (HERNBRAER) . ERBIEEMH LS BEURER L KEDER, €8
less SR MRANEHZ R SEEHB TR, BHRIThEELL more(l) 4 EEE , BBEFESBANBIsEMIT eval
$(lesspipe)’g’eval $(lessfile)” BRITIEEIRREEAS B INSAK . FF4Hz52%"/usr/share/doc/less/LESSOPEN",
"-R" EIA AT IAEIR FIAR 7 o I8 7T ARR A ANSI BEEEERFS. Hlia 2% less(l).

N
£ less @ , MIA'h FKIRREPER , N/ 802" KESFE , A" -1" KRER/ NS U,

1.4.6 X FHwpEEaS

TE{F %A Unix ZR&IBFES |, SFEEELRVIM 3 EmacsiI TR |, (RIEZFEEEFHK—E.

BRAEERER Vim 1542 —ERENEE , B4 Linux/Unix ZEE—REMS T Vi fitEs, ERELRON vi
URAZRM nvi B TARARE R, RAE Vim £R4%7T F1EBR , ERETATERNIREERK , FTIABE
#EVimMAZHERHW—LTA, )

RER AR 22 F§ Emacs 2 FAXEmacs {EARAAREE S  HERA BFMNEE , THEEREIGREHORZR. Emacs &
BIRSHAGFEE , BIEHFEE , BimiEss , BUR Pin%EE. BEmRs oz NneHz , BREEEiRIERT
THEBEXETE AR |, SR EREIER., —LAEZERRFRA Linux RGERFTERARFEZ Emacs, BT08EK
S8 Emacs AJAAREM TR T RS 0. FEHaUHEREEER Emacs BHERE#ER GNU Emacs 2% .

EEBEAFMAELEREEHE —EHE , A\ vim’ § F1 T ARKES Vim, R R FRIRE— T RImEM 35 17.
BENFARE" | tutor |” Wik Ctr -] MATARRIAR EHEE,

)

IFIAmEEES , % Vim M Emacs , AJAGIE UTF-8 R HEARE AMmiSE M T, BEERNEE GUl (BRER
FE) BIFTER UTF-8 4t , W RBRZRMFEAMFRY, MmiEsEr DUREAI GUI (BIRERE M) IR
BAREEAE . BT 2 ATAR S T AT A BRI S E 3044,

1.4.7 RETAR XA 4mtEzs

Debian B & ARIMNAREE AT, FFBERRE EHREIN vim 840,

Debian BiB354“/usr/bin/editor’if 7 H R4 Fa:amiE SN —FE , KL ETRERF (#1420 reportbug(l))
ATPFERAE. KTUEB TIFESHEE.

$ sudo update-alternatives --config editor



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/XEmacs
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WREHF  RESHFEA/usr/bin/vim. basic™£&“/usr/bin/vim. tiny”, BT X1EEIAZREA (syntax high-
lighting),

R
A2 R E RIRIR S SEDITOR T “SVISUAL IR E(F A A E4mEE2S (2 RE 1.3.5HE 9.4.11), Hj4 Debian
REH—HMERE |, BMEETES*/usr/bin/editor”, (fEE$_L “SEDITOR’Z“ed”,“$VISUAL"E“vi”,)

1.4.8 {#/ vim

BIFf vim(l) FAE2 i nocompatible” BIAREIE T , BT L@, 1

[EEN Rig R4

TiE thelpfonly #H7K~ help file

TR :e filename.ext FEN TN AE E = K 4xEE filename.ext

=18 W EEE = LT S

S ‘w filename.ext BRI @EE] filename . ext

gl :q BH vim

T iq! AHIRE vim

=8 ronly %%ﬁﬁ%@ﬁ%ﬁ&mﬁ%‘

355 :set nocompatible? igiﬁﬁ vim Eh%E5eH] nocompatible

T\ :set nocompatible %X vim EJ5E2 8 nocompatible 1R=

gl i EN BAER

=8 R EAN ZREKX

gt v EN AJRIRIC

gl v BN AJRITER

B Ctrl-v EN AJHIRER

%77 TERMINAL-JOB 4f ESC-& BN ZBRI

TR rterm 1 )\ TERMINAL-JOB f&=

TERMINAL -NORMAL i Y N\ TERMINAL-JOB &=

TERMINAL-JOB Ctrl-w N (83 Ctrl-\ Ctrl-N) Y )\ TERMINAL-NORMAL f&Z{

TERMINAL-JOB Ctrl-w : £ TERMINAL-NORMAL RN
Ex-1R3

Table 1.16: EZAH] Vim =453k

FEA vimtutor” XKL E vim , BB —EAE SRS ERFE.
vim FEXER BN AIRIB R BFERNITA, £ BB HRAEXT  ARIREB XY ENT EFE. BE
TIZREN1E B A2 T, EENEEAL fJH-BTRm. EEE-HEXTHN " , HETEK E0E AR Ex-45

. Ex-&Xdn4.

£
Vim # Netrw k88T A —i#2{EH. Netrw RFFXIBAEAMIAMKLERESR , BIBB&. B'vim .7 (—EZEA
3180 KEH Netrw , #£7:help netrw” ;EEVEHISCHF.

vim KEfEEcE , 288 9.2,
1BD{EEERY vim thEESIRREN T2 M nocompatible” #5 , FIBFEA"-N" EIAREN.
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1.4.9 ;c§% shell jEE)

shell 154 fEH B A REIRENE TR , WAIREESRIUEAFERZIE. 1 shel FEBELSEEIXH+HER O L Z2ER
SEINEE. BERBITERMAREIEAKE , BRIV IMN,

R
HThRAE Vim (version>=8.2) RESA# FIAIEMIEKIECER shell /&) , £ TERMINAL-JOB-#53(. 2 RE 1.4.8,

acs% shell JFENMEARAILRETE script(l) TE4T shell,
ERXTI6EIF

$ script
Script started, file is typescript

1£ script TER{ET shell 154,
& Ctrl-D FKIRHE script.

$ vim typescript

2R 9.1.1,

1.4.10 EAK Unix 54

HEBAPIRBEEARN Unix 154, EIER , EIEMNE—RER LI UNIX, (2 UNIX ERFITERNRRIBE &2 4
FHEKTE4S. Debian ZFMAGISN, MR —LIELSNEARABIEIER | SBHAEIC. R shell PERT HI4 |
HEBRE LM aRRE. ELFIFIRNERER UEREIEFEDIT.

HREAERAMFREAEIRRREATIINES.

£

Unix B—EIEH] , DA, "BISERI USRI, EM—MREBAE T AREMFERE S EIANIH.

Hid cdFES , 2R builtins(7),

A Debian RGHTFER S BRIRFEIUE more(l) , EMIAEEIRE). @54 apt-get install less” &
4% less #&i8A1% , less(l) EMBTARMNN BRI RER |, BV UBIB A M #1EEIEE).

" A] FEIERFERps aux | grep -e "[e]xim4*"" 5L AT SR grep EAERFHIKREBD | IE
RRERTR4 ERETHFITA” , BERFTRGE grep RiFkE " exim” hikE"exima”, #ER"" A LRIRTES %
FBILACAERFKERF , BREEMINERES K. AFHEIBRMERFKEXTUZE grep(l).

{ERAIAR , A LRMIRS SRR SRR RS, R ETEREHIESR MR | L aiTETR.
I

man man
man bash

man builtins
man grep

man 1ls

B BB P

FREEALTTREEAGRBEUEE  AREMSBEEDR  TARIREZE. FEERNBLFMH. B2 , —BRE
BTE  REREEMNEIEZ.

RRIEE , AT Unix 154 (BEE GNU 1 BSD ) BT ARIZRERIEBIE , #RATAER FIIKE+ —ER
AREERE (AEHRFTEMBHBATN).

$ commandname --help
$ commandname -h
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84 A

pwd BRNE A/ LIEBHFNETE

whoami BURNERERER

id HRER{ERENSH (£, uid, gid FIAEEHAR)
file foo BE7R oo RO RAEY

type -p commandname

B~ commandname™E S TR A B

which commandname

FE

type commandname

BA7R“commandname™§4 HIMEET &N

apropos key-word

B key -wor d BRIRTES

man -k key-word

[EE

whatis commandname

FA— 17 "commandname™¥g4

man -a commandname

wE/~ commandname™fELS FIfERE (Unix EAE )

info commandname

B~ ‘commandname™fESME RIMERE (GNU EAR)

Ts BIREHEANS (AEEIL EEEEARXEFME %)
Ts -a RNBHEANE (BAFAXHMNESR)

s -A RRNBBANR (BARTHAXHENEE, KT . .F)
Ts -la RNTBRNB AR | FFESFMRER

Ts -lai BNTBREHAR |, FFES inode FIEFANR A
Ts -d N TEEAGEIEES

tree {F AETRERA R B AR

Tsof foo S AR R RERFE R "fo0”

lsof -p pid FIEW R FRIRAER: "pid’

mkdir foo EEESEFELHESR Foo”

rmdir foo WiErErI B %P foo Bk

cd foo VIR ETE R B % [ akar = SCOPATH R “foo H 5%
cd / DIREIRE §%

cd PIRETER{E BB NZKE 8%

cd /foo TIREREH R ER"/ foo B §%

cd .. Uliez] E—2k Bi%

cd ~foo PIREERE foo X B %

cd - PIREIZ TR B £%

</etc/motd pager

{ERTERR Iy BRANE R BN /etc/motd" RS

touch junkfile

B —EEXXH Junkfile”

cp foo bar

M — BB X Foo B RE—{EF X bar”

rm junkfile

MIERSL A" junk file”

mv foo bar

—EIR A X Foo &2 Ak bar” (bar" IARTFAE)

mv foo bar

— IR X foo BB ENEFNALE bar/foo” (W BT E bar”
B$%)

mv foo bar/baz

BE—ERE XA Too B B Edn & B bar/baz” (787
fe'bar’B5% , BAR7E1E bar>/baz’ B$%)

chmod 600 foo

FHMAR AR A X foo” (X H A AEBIIEDI T2 1)

chmod 644 foo

FHEBAHEE XA fooTEERTR (LHMA ABEERT
RA3LIF)

chmod 755 foo

FEEMAE Foo fRAMAN R (HTA AZBRESITAXT)

find . -name pattern

{£H shell “patternEFRILACHI R (RERE)

locate -d . pattern

fEH shell “pat ternEFXILACAIS S CRERR , FRERE
REIEIEE )

grep -e "pattern" *.html

AERES TR htmUVEERTB X AT , EFXLAC pattern”
ARSI RR

top

SEBHNMTIEAN , MAQRE

ps aux | pager

RURPTA IEAE BT TAE A RAl (BSD E%)

ps -ef | pager

RURPTA IEFEIE 1T TAE AR (Unix system-V AR )

ps aux | grep -e "[e]xim4*"

RUURFTA IETEETT exim Ml eximd KA TAE

ps axf | pager

RMURPTA LEFE B TATAEER (ASCI ER%)

kill 1234

BEFRNTP IEERRAS 1D B 12347 Ti:

gzip foo

& H Lempel-Ziv Zh& (LZ77) B foo B4a"foo.9z”

gunzip foo.gz

1 “foo.gz"fRR & “fo0”

bzip2 foo

{&H Burrows-Wheeter IR HEFR4EE A Huffman 4iERS foo”
[B4a 5 “Foo . bz2” (B4R gzip E4F)

bunzip2 foo.bz2

H%“ foo. bZZ”ﬁ@@“fOO”

xz foo

{EH Lempel-Ziv-Markov §88 %5 Ffoo B4 = “Foo . xz” (R4
REb bzip2 EF)

unxz foo.xz

foo. xR "fo0”

+Aar vwvwv¥fF FAANn +Aarv

7R~ + o olbgs ETHHy o /A
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1.5 f8E shell ¥§4

RAE |, RENTEA Debian RREAH—LRET . HKFIERNBHZ Debian ZFHIELBITHS]. EER , T
RHFM—RER. HRNBEZR bash().

— RS A SRR AR,
1. DA TR (TR)

2. 144

3. BY (TH)

4 FHE (AR :>,>>, <, << %%)

5. RHEHT (T#:a& ||, BOGHE ., ()

151 FESHITHMIRITEEN

— RN A @ RS Unix 1591017 R.
RIS TERER PAM ZAZNAL , AP — e EREXERHE.

o PAM (AR SO EREE4R ) R4 AE4R |, bban pam_env #2840 , ATPLEIR /etc/pam.conf”.”/etc/environment”
F»/etc/default/locale” ;R EIRIEAEAEL,

- BRI (B gdn3) AILUER"-/.profile’ 4 GUI (BRERENT) SEEMLTIEIEY,

- EAERERREANIALE | TTNEREAE -/ profile’, "~/ .bash_profile” #I'-/.bashrc HiEMHIR
sy,

1.5.2 “$LANG" &=

AR S IR R SLANG IRIR B B | EE??%%E‘]H#@EEE% LANG=XX_YY. , BT HRK GUI

-8"
(BIEFERENT) FEE , #2017 GNOME 2 , "58E” - "B & B - EEE 7F%‘t‘.

*
B RTERRT REHSLANG” RELERRIRIEEY , AFHEENFEMIER TA R $LC_*" FIsAEAH.

“SLANG BN ST ME S IRIBEMR 3 N4 “xx_YY.Zz227",

m:l = iﬁiﬂlﬁ Eﬁﬂﬂ

XX ISO 639 FES & (/N&) Blzan“en”
YY ISO 3166 BIZ X% (KE) $lzi“US”
2777 Awns |, AR ERUTF-8

Table 1.18: ;ESIRIZ(EMK 3 EH 9

5/ shell 5 &FPRIAFHAT FHIHTIKTES

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC



https://zh.wikipedia.org/wiki/Environment_variable
https://zh.wikipedia.org/wiki/ISO_639
https://zh.wikipedia.org/wiki/ISO_3166-3
https://zh.wikipedia.org/wiki/Codeset
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locale & B (M=
en_US.UTF-8 BN ES
en_GB.UTF-8 e (KR B?IJEE
fr_FR.UTF-8 Then (5B
de_DE.UTF-8 B5E (1BR)

it _IT.UTF-8 ERFIGE (ikﬂ
es_ES.UTF-8 POEES e (PREECT)
ca_ES.UTF-8 NZRFERE (FPET)
Ssv_SE.UTF-8 IndZE (Tnik)
pt_BR.UTF-8 mEdss (BER)
ru_RU.UTF-8 REE (&E)
zh_CN.UTF-8 EqE (PEARLE)
zh_TW.UTF-8 EE (FEIEE)
ja_JP.UTF-8 Higx (HE)
ko_KR.UTF-8 7Ene (F2E)

vi_ VN.UTF-8 WrEss ()

Table 1.19: locale #EKFFR

EH , date(l) BABITIRER T ARIKESIRR(E.

F—EFES “SLANGZR EARA N FELE S IRIE{E en_US .UTF-8",
o BT{EFES “SLANGEXE B JAEEM UTF-8 locale {E“fr_FR.UTF-8,

REBHIESAEPITIIIR BT RIVZEH. HR LA , RATUE =N TR,

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

N
1RZ—1E BUG MR , 20R(EAMNZIERENIRIE | 7£'LANG=en_US.UTF-8" A IRIFIRIE T H & S E1T
BITHARE & 7L,

HRFESRIEHRINMES , 2R 8.1,

1.5.3 "$PATH” %8

E{RTE Shell ¥y \54HIRFHE , Shell @ 72"$SPATH” ST B A KB 3R EEITIES | "SPATH” ZENEHIY/E
Shell i Z 1K,

TETEZR I Debian RAEBFEF |, A FAE AEIRIEHSPATH” IRIZ B0 fEARBIE"/usr/sbin” #1”/usr/sbin” B
$%. 540 , ifconfig Téé\?tﬁﬁ%?ﬁ%m HIEE1E”/usr/sbin/ifconfig”, (RAMMME , ip F&LELE"/usr/bin” B
$%°F)

AT PAFE Bash F545&#+EE"~/ .bash_profile” 8{"~/.bashrc” h¥A&"$PATH" IRIZ SN NHE.

1.5.4 "SHOME” %%

REFES Tﬁﬁﬁ%aﬁqﬂﬁﬁﬁﬁﬂﬁﬁﬁ% THFIAC , AEZBEBRALKABSRKAZEEHWBITAN , FHEEKEE
FA"$SHOME” S8 5KFEE



https://zh.wikipedia.org/wiki/Locale
https://zh.wikipedia.org/wiki/Locale
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"$HOME” 28 K{E ERPITIRE

/ IEFERHOITRAEN (T R=F2E\ daemon)

/root root {(FREFTAIAE Shell BITHIFER
/home/normal_user TR {F FAEFT M Shell BATHIFER
/home/normal_user TBFAE GUI KEEEHITRFER
/home/normal_user H root FFE I ERITIEE, sudo program”
/root i root {F FEFF A #EHfTHE= sudo -H program”

Table 1.20: "$HOME” &8h{E %3k

LN
Shell #%"~/" ZBAENERENEE 8, hHLE"SHOME/". Shell #FE'~foo/” % foo WH %, ML

£"/home/foo/",

NR $HOME HRMFERATT A , 2RE 12.1.5,

1.5.5 #54%#IE

—HIESMW R, BLBH - - - 5, BEB ARIE , AEFTESHBITAR,

$ date

Thu 20 May 2021 01:08:08 AM JST
$ date -R

Thu, 20 May 2021 01:08:12 +0900

EENIES S8 -R B date(l) 1594t & RFC2822 IRAEK BT T,

1.5.6 Shell ZEFF T

KEREREAFERES NP EBPITMATRIREMA , HIELFRA glob , (BRZHAA BRFIT) , Y
KimEEAHRFR.

shell glob &5, ULECH A iR

* AL, FisERIfE & (ER)

L . FisERtE R (D)

? —EFT

[] B ERRPRNEEFLE e A —EF T

[a-Zz] "a" B'z" Z RIS —EF o B DA —EF T

[Ar] T RIERRFRIETFT (7 10 27RSN , KEFTAAT
ERA—EFIT

Table 1.21: Shell glob &=

Bl TIIBIT

$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt

1.txt 2.txt

$ echo *

1.txt 2.txt 3.c 4.h

$ echo *.[hc]

3.c 4.h



https://datatracker.ietf.org/doc/rfc2822/
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$ echo .*

. .5.txt ..6.txt
$ echo .*[A.]*
.5.txt ..6.txt
$ echo [~r1-3]*

4.h
$cd ..; rm -rf junk

28/ glob(7).

P2
B shell @AKERLECARARE , /8" -name " RIAK find (1), Hshell #£X" * ", DLECRL . " BASAK
FE&. (FPOSIX HtFE)

x
BASH a] A& FI3 ) shopt #IAZN” dotglob ”,” noglob ”” nocaseglob " nullglob " extglob ~
EREWHITA, E/A bash (1) RIFZHAHRA.

1.5.7 154 HIEHEE
FEFEAEGEMETHIRHHREE (8 “$?) {EBENSME.

FESHIIR E ARRE HFEHEE TeE [0 {E{E
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: $5§4-HIRH A5

B TIBIT,

$[1=11]; echo $?
0
$[1=21]; echo $?
1

)
FA7EE , success 21##E TRUE , 0 (zero) RIRENME. ERYUAEE , FEAEER—T.

1.5.8 HAI)EFEHELFN shell EE

HEBAAERCE T H Shell 154427801843 BTEAITES ERE.

Debian A4 E—EZ THEXRG. BETBEEREEIE—E shell FHITZERER. BSTEMNEES K shell
HINETES : jobs, fg. bg A kill, F5BHE bash(l) FHIZEHD “SIGNALS”, “JOB CONTROL"#1“builtins(1)”,

SR
$ </etc/motd pager

$ pager </etc/motd



https://zh.wikipedia.org/wiki/POSIX
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BSE RRE A EH
command & £+ shell &= 84T command
=] & I = 7 I
commandl | command2 ﬁ@ﬁ%ﬁ% commandl IR AER, command2 MIERAERA
(MATEIT)
BBEER commandl RZZEe E FEZESE R ER command2
commandl 2>&1 | command2 AR A (XATHIT)
commandl ; command2 #fT commandl Ed command2 G ETT
BT commandl ; EATN , AIEEHIT command2 fEFF-HETT (&
commandl && command2 command1 82 command2 ZBAEDN , B ERDIHES)
AT commandl ; EAREN , #EEPIT command2 fEFFHEL G5
commandl || command2 command1 5% command2 5 , BIEEKDIHERS)
command > foo 1§ command FIZZEHEEEREH foo (Bx)
command 2> foo 1§ command FIZESEREEMEIX A foo (B=)
command >> foo 1§ command FIZZERE EE M ESCA foo (FFAN)
command 2>> foo 1§ command FIZZESEREE W EAF foo (FFMN)
command > foo 2>&1 & command FFZZEH, A2 HESE R = S 23 fF foo
command < foo 1§ command FIZZEE AEEE M E{F foo
TS
command << delimiter il%cqmn!and,[,ﬂ%mﬁ%]\ S MEEKa<S] BRI
delimiter” (here document)
1% command KfZZEM AEEMZ] T AR HLSI] , BEREE
command <<- delimiter “‘delimiter” (here document , Fp4% AN KRGS 2D
9]

Table 1.23: Shell #£4-% B i

$ pager /etc/motd
$ cat /etc/motd | pager

1&E 4 {8 shell EEM I FHERURARINAER | (BRE—EFFSEEIMIEITTEEIMA cat FELHIRET EIR.
shell RFFREF exec BIBEE—ESAHERTFRITRCH.

$ echo Hello >foo

$ exec 3<foo 4>bar # open files

$ cat <&3 >&4 # redirect stdin to 3, stdout to 4
$ exec 3<&- 4>&- # close files

$ cat bar

Hello

FEXEZR (Predefined) FSCHH#RFR 0-2,

By AL aA AR
stdin FEZERG N\ 0
stdout TErER 1
stderr FRAESERER 2

Table 1.24: FEEZ=MCEE AT (file descriptors)

1.5.9 FELHI4&

XTI BB FIOTE SR — BRI
EATHIIF
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$ alias la='ls -1la'

B R 'ls -aUmARE , EREEURSIZFRENS L a1,
RATMER alias R FIAMAIL (2R bash(l) FE“SHELL BUILTIN COMMANDS).,

$ alias

alias la='ls -1la'

RAJRAMER type RHERTESHNZEMEMRIEHAAR (2R bash(l) FHJ*SHELL BUILTIN COMMANDS?).
BT3B

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls fERIEHEAIB , MfileRF , AL 1s"4F50 A hashed” (HEEAFERR) , B shell E—EREBRELEEARIRE
FEC LS TR B

N
2B E 9.3.6,

1.6 %7 Unix I ANERIH

23R Unix M TAEIRIES |, XARIERIEBEAEEAAMREXARIE T RHTMAN. EEA—MEEEKN Unix AIF

(RETEE).

1.6.1 Unix XATH

It

ERA LR Unix REPERE ERZIIGEAGHETA,

RBEEAERKEN

- cat(l) B L 2FHNE.
- tac(l) EHESUH RMEL .
- cut(l) EEFTHR—EBH AL .
- head(1) &yt STHAAIBEEE.
- tail(l) EdSUFRERE.
- sort(1) HXAHHITETHEF.
- uniq(l) X EHFRIX PR IRAERIAT.
- tr(1) EnsmiiRr=F T,
- diff(1) HXHRITIEITHTLL.
* THER{FRAEM AR (BRE ) :




Debian 2% 31/242

ed(1) B —{ERIs  TARTE 25 .
sed(1) B —ER4mEE2s .

grep(1) FLAC/HE pattern FISCF.

vim(l) B —EE AR S

emacs(l) E— B F4mEZS. (BL4EEN BRE)

- ERRRENIERKEX (ERE)

awk(1) BT ERISCARRIE,

egrep(l) ILACHE Z 1@ pattern FI3CF,

tc1(3tel) ATRUEITEARABS RIS ARIE : 2R re_syntax(3) . 4% M tk(3tk) —fEM.

per 1(1) AT AEATIHARIBISEINARIE. 2/ perlre(l).

pcregrep EHEATH pcregrep(l) ATRAILECHHE Perl A IERFER (PCRE) HIHMIF,

python(1) %4 re tHAHTT DUSIRGETAHIMSUFESE. R"/usr/share/doc/python/html/index.html”,

MR CELESREM T E | 35{EM ‘man command" KB IEERE

yas
HEF B A P F0 32 7R =X B0 88 B BUAR ézémbain MRMFAAEES—EGSNERITA , JMER C BT IRIEK
C.UTF-8:E=IRIBRERAK M UTF-8 25151 (2 RES 8.1).

*
Perl IEFIER (perlre(l) ). Perl %AIERIFER (PCRE) F Python i re HARIZHLAGIER F iz M —AM
ERE AtLZ THFZ 1B AR,

1.6.2 1FfFTEN

ERFERBERAEFZXFRIET A+, ©FEEIU shell WERTFIT , (BEMEFEMEK,
ERFTEXIAELALAEX | BE2BXFFILMITFIT (metacharacters) # A,
TFLEERFTRRRARNTIT. EfMEmMETIENER , BRE M ERE |, {§AMREEUAN ERMXATA,

# R emacs RIRAEAM BRE BT 4"+ (172" {74 metacharacters E i ERE. [FIt, , FHFE"\" ZEERK
7~ emacs RFIMABRTIT.

grep(l) ATRAMEAER K EARETIAER.
BT3B

$ egrep 'GNU.*LICENSE|Yoyodyne' /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

N
28 H 9.3.6,



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
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BRE ERE 1B FRE SRR
N . [ JTAS* N[ 1TASF BRIt FIT
NYAYEISEYEYEY BRE BAMN "Bkt TTF T
+2 () {3} | ERE BARN TR & \"EBRAITTFIT
c c ILECAETF It (P XXFFIt) °c”
\C \C M —EFmE%&ERF ot e, BIECH
BEILFIT
; ; ILACEEF T , BFERITHR
A A FERARIAE
$ $ FRERGERNVE
\< \< HiARBFAE
\> \> HARAE R B
[abc] [abc-] TR abe . . . PREZSZIT
[Aabc-] [Aabc-] IUECRR T “abc. . . FRTEFIT
r* r* ILACEEEZ A
r\+ r+ LA — A=k Z A r”
r\? r? ILACE Bz —E
ri\[rz2 rirz LB —E“r17sk“r2” S—
MAC—E r1"2k r2°, Y ERTES 5
\(ri\|r2\) (ri|r2) FEst
Table 1.25; BRE 1 ERE FHIITTFIT
FrkER BRREABRNE
& ERREXFLERNAS (7 emacs FFEHA \&)
\n B n EIERAERZREXNLENANE (WEHTF)

Table 1.26: #Z#RiER
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1.6.3 FHRFKEN

HRERRER , —LP AR,
B3 Perl BATRI , FHEASL TR, BEEA S0 TIHE ',
ERTIIHT

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -E -e 's/(1[a-z]*)[0-9]*(.*)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzilabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

sed -E -e 's/(1[a-z]*)[0-9]*(.*)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

AR R R LR IE R R ERAE | DURIEEAR LA AN A BRI AR F R SCA I T A,

IELEIE R AR A — A 25 1 1] AR SRFS BN R B .
1 shell FELIUTRER AR\ EBIR—ERITFIT (ERATEFT)  WHIHEEBEI T —1THTE.
AEPRE TR AR T RSB E LT84

1.6.4 1ERFEANDBMMEER

ed(1) 5§ AT AE File R HE AT A I “FROM_REGEX &4 i “TO_TEXT",

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
W

q
EOF

sed(1) 35S ATE“File P T B K “FROM_REGEX B AR “TO_TEXT",
$ sed -i -e 's/FROM_REGEX/TO_TEXT/g' file

vim(1) 54T PUEBE R ex(1) 84 File"Fi% AT B I “FROM_REGEX &AL “TO_TEXT",
$ vim '+%s/FROM_REGEX/TO_TEXT/gc' '+update' '+q' file

R
L E IR R AR RIE S IR BRI AP E T T E BN R,

ZEHER (filer’,"file2"M“filed) ALAEA vim(1) Bk per (1) BBIER R EAETRRMNEE,

$ vim '+argdo %s/FROM_REGEX/TO_TEXT/gce|update' '+q' filel file2 file3




Debian 2%

34 /242

ST ZIN
FHEM e EER AT FE‘No match’$E: R ik,

$ perl -i -p -e 's/FROM_REGEX/TO_TEXT/g;' filel file2 file3

1 perl(1) flF, "-1" RES—EBERERNREMRE  "-p" BRNEE AL

EHIHER.

N

ERBEC-1.bak R -1", ATEREBEINE . bak BT, HREMNER , EEENERTRERERS

£
ed(1) # vim(1) {£F BRE ; per1(1) {#/8 ERE .

1.6.5 RIFIHERHFREFIRIER

THA—EXFHERDPL, HHEH 2004 £FAHT Debian HRMEEE R FMEZIAAN , WATIKIR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

ST TN
£ R “Debian fi5” %15 &) Debian 4B EFEERF S,

Awk A58 B R R ERE R AIIERPIREVE
BT3B

$ awk '{ print $3 }' <DPL # month started
August

April

January

January

April

April

March

$ awk '($1=="Ian") { print }' <DPL # DPL called Ian
Ian Murdock  August 1993

Ian Jackson  January 1998

$ awk '($2=="Perens") { print $3,%$4 }' <DPL # When Perens started
April 1996

Shell (#5120 Bash ) tWATRUAERSHTIEREER.
BT3B



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/leaders
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$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

WETE4 read EMA"SIFS” (NBEMENIRAT) FHFITRAATAIRMZ BEER,
WMRARAG STFS"HEER" ", IRAJLARIFHBER shell R4/ etc/passwd’,

$ oldIFS="$IFS" # save old value
$ IFs=':"
$ while read user password uid gid rest_of_line; do
if [ "$user" = "bozo" ]; then
echo "$user's ID is $uid"
fi
done < /etc/passwd
bozo's ID is 1000
$ IFS="$0ldIFS" # restore old value

(RER Awk HEMERINE | ERAFS=": "HKREBIIRTTT. )

IFS 13 shell RN EIZEIREE. 5 BRNEMEXTEGNGER. ERGLIRASES9RRES|SFP. IFS NTER{E
2 K. tab FIRITEIT.

REREIRMEM shell i) IFS T3, & shell 15015 — SN RREAH MR | 34— LaENE.

$ IFS=":," # use ":" and "," as IFS

$ echo IFS=$IFS, IFS="$IFS" # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 FMREEIESH/NTETELHS

THEHRIESIBERBTER—IS , AT — LS.

1;% find(1) M xargs(1) , B4T shell F5LM5RESE L MEER LIEBER |, FTBTHERMNES. 2R 10.1.5
N&y 9.4.9.

E{E M shell EEMER T KARIERIIHZ |, 55Z B R —1E shell WA (2RE 12.1).
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TEOWFE (FF—1TR#A)

TESWR

find /usr -print

R /usr” TRFTEER

seq 1 100

#A7R 1 2] 100

xargs -n 1 command

EREEBRNG—IAFAZE , ERPITES

xargs -n 1 echo

EREEREKR , A=RIRFNIE , SiREZ3]

xargs echo

EREEREKAAAIEHA—I]

grep -e regex_pattern

HEEBXR , BAEA regex_pattern B3 , FeBUH K

grep -v -e regex_pattern

EREEERR , AMIFE regex_pattern 157, FTEEE K

cut -d: -f3 -

EREEBXE , A" ARNFE=1TRILE XK (passwd fEEZ. )

awk '{ print $3 }'

IERAERIEFRR S =TI AU K

awk -F'\t' '{ print $3 }'

JEF tab $EFRBEAISE —1THe B 2K

col -bx

MIERIRARSE | % tab AT

expand - R tab AT
sort| uniq HEF A MIERERS

tr 'A-Z2' 'a-z'

AT RER A/ NS T

tr -d "\n' 25 EsR 23 (BIFRITFIT)
tr -d '\r' MifR#%1T CR FiT

sed 's/A/# /" TR —E#* &

sed 's/\.ext//g"’ W& ext”

sed -n -e 2p e el

head -n 2 - BATREX B 5]

tail -n 2 - S bl

Table 1.27: FiETESH/NERTESIET R
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Chapter 2

Debian #3808 &1E

7

E—EREBHMIEE AT : bookworm ,

EARAXHF APT REMER KRBT AR R, BE# 7 /etc/apt/sources. list” #& .
"/etc/apt/sources.list.d/*.list” #£% 8{"/etc/apt/sources.list.d/*.source” ¥R R {E{Mith 7
EER.

2.1 Debian #3&41 5 TR K BTIE

2.1.1 Debian #i2pEiE

Debian 2 —EERAZEARMS , ©EI—K B BERENTAMmE B LSBT RERET S EEM.
AFE IRIGIREIEIRAL T HTTP M FTP (77K R Debian #%E, tWATRAERA CD-ROM/IDVD .
H# Debian WXIEBEEARE SIEKRIEBTA (APT) , EResERAAELEIR.

Debian HREAERRASR , BEERBEER , TRERBERERERER —REN EUHBREAT RSP, BE,
| 74165 fERT A amde4 StEREES A,

Debian i BEH ARG SENES , BafL HRENIIRERZERANZREFRAN. RAE , HKHERTIIK

B,

* apt(8) AMATAENEEAGSIIRE , BETRBNRE. BHRIRETR.

» apt-get(8) A MTESEFIENY Debian SRiEAEIE R4, B apt Ao AR A {EA—EHERIE (¥ R
1) Debian 2&%%).

« aptitude(8) EA—EEBAMXFA EREED RN AL S ] ARt a.

21.2 HEAFAR
TR Debian F#HHE @A —LLEL,

« Debian HEARGEHE BNFEARC. RAFER  KIEBRAELARA AT HEMEEIUBLFAR.
- HEZRAHTHEBCKFAIESN , EEMIREERENT debconf(7) KEBERE AU KB,



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
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R TE TN | R
dpkg V:912,1:999 | 6388 | FIjA Debian MBS RS AL (AERRN)
ERGSIEHERIERMN APT Ak :

apt V:865, 1:999 | 4318

apt/apt-get/apt-cache
aptitude Vi48,1:253 | 4389 | [EAEFEHRLEEIEEN APT Bits : aptitude(8)
tasksel V:34,1:980 | 347 ARETEEER{ERR APT fiuim. tasksel(8)

unattended-upgrafigs g; 078 | 301 | FIR APT poHIGREREEE) | @EBIRERETE

gnome-software V:153, 1:263 | 3085 | GNOME ##&7.[» (BFEWH APT Rijvm)

synaptic V:46, 11375 | 7627 | BEARKEREAEETE (GTK & APT Hiim)
s _ _ APT EFFE% : apt-extracttemplates(l) .

apt-utils Vi379,1:998 | 1065 apt-ftparchive(l) #1 apt-sortpkgs(l)

V:358, 1:872 | 398 TS ERERERREE LA

apt-listchanges

apt- listbugs V6, 1:8 477 EF X APT RERIIHEER bug
apt-file V:17,1:67 89 APT HIERESETHE—F 43|
apt-rdepends V0, I'5 39 BEE AR

Table 2.1: Debian #32m&18E T A%k

« Debian (A% ZFEBRIGAFABCTESNS , FNEREEA —ETEN TSR,

« ZREE B ME RSB TANSEIYRE. BEFARNRETEERABLAFRLARKN.

« MRIRFEHE T —HEARLBENRS , FEETEBIER.

- SRNECETTUEAREEEFEMA. ETESHARAREENERRITRIEXERTE.

2.1.3 HAKTEZEIE

A

%%ﬁéﬁﬂﬂ‘]‘)?‘uéﬁ#*?c%iﬁi%@o EHREEITIRRIE BN —B | EREREREMNAREIEME , 4
30 ABI fifa¥es . [ERRAFMEESFEFE.

Debian A% EHE B HHFEZRIFEREITREFEHN stable [RA. BEHRTH T fif Debian RA&aT , RESE
1B T 3IRTER .
o £ RIGHETAREQS testing Bf unstable ,
o 1 FUAHEEAREAEAREER) Debian IR A # AH EIE Debian KIFESEE |, 640 Ubuntu ,
« NE#EI“/etc/apt/preferences’,
s FEREERNESTHE | MATEIBARRERE R E e 0 s TEMTERITA,
- AEEM dpkg -1 random_packageRiHTHASA.
« BAR{EM“dpkg --force-all -i random_package (i,
« NEMIBFHBZH/var/1ib/dpkg/"FHIER.
s REERFIAREERRENBEABERAGER.
- WRFTENE , S EMIREE)/usr/local’s"/opt ™,



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
https://tracker.debian.org/pkg/dpkg
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
https://tracker.debian.org/pkg/apt
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
https://tracker.debian.org/pkg/aptitude
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
https://tracker.debian.org/pkg/tasksel
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
https://tracker.debian.org/pkg/unattended-upgrades
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
https://tracker.debian.org/pkg/gnome-software
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
https://tracker.debian.org/pkg/synaptic
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
https://tracker.debian.org/pkg/apt-utils
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
https://tracker.debian.org/pkg/apt-listchanges
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
https://tracker.debian.org/pkg/apt-listbugs
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
https://tracker.debian.org/pkg/apt-file
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
https://tracker.debian.org/pkg/apt-rdepends
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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¥ Debian RILBEHEAR , BE LENFADHERE , @SS MTLE | TS ERNAREIAER.
AEARHREBNARSNERER Debian ZAAREIEE , BZERESMOTEDIEIE.
o RAEARENHRA TERREENFARETRRA , AR Debian KEMAMEREE (BRERELEHM).

- RMERRGREEERHHRNARARIIK.
- Debian AR A MFEE I MIKRE(E,

2.1.4 FHEABRNER

( ) EE
%ﬁﬁfﬁﬂﬁiéﬁﬂﬁéﬁ , EREATARLEITH stable B, HRAERETHREEKEE PC HERMK
e,

RERELMETTES , MMEAHRFZEEF B BITEHRNM testing 8k unstable iR,

ErRERTERIRNBER—EA | EOEFHRFHEA SRR R ERRE | WiEhiES) Debian ARG R

EEFIFRmEE B EENEmRE.

« {#f testing iR , B L , EEEBIREFELN , F Debian #5EEM QA HELLHEKEIE |, bhan : Debian 1545
BE. R EERGHER M EERIRAE. £ testing R AEXISEE TSR S5AEAIR L BRRAT AR,

o« FEIRYRAEMELE testing AR ERMFER ISR AE 4 (7€ bookworm-fEZ-stable iR OFEL B HARF , B trixie”),

o RITEFIRARELE —EA% , BEERECTHETESE , A FEEH REEENEERREREFNRAE.
WIE{EEHT , Debian {f FAE NGB EHS RO EIFHOERKIR.

£/ unstable IREANHEREN. unstable [REFAEE REFREASE  EHTENITAFTRANS , FHERRE
EARDBERERTRMER . 5% Debian R4 unstable REARZBEHR AR KEIFFTRE , BEGH—LKiEAH
&, W HEMPR—HSERBAMIRN.

EEA-LREATDHEEER  HABEREMY Debian SKIEEM bug FIKE.

« JEiB1¥ Debian A stable EHRERSB—ENERE , TLAERRAEIETHERE)

« RUERE CD (FIR A FUERREN

« ZER< apt-listbugs , EAJAEFAR Z BIHRZE Debian Bug JRIEARSE (BTS) HE
« WIS BRENEREER L IRBAR K ARIREE

3N =7
AN

ARRETEMENS LTADHET RET—E , BMRATRERIRMMUF(EM testing F unstable hREZEM.



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
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2.1.5 Debian tERERM

EFTIN
Debian R EE FBURKE RS R, Debian BURX 4 , 56 2 & Debian &R,

RIRPERRERENHBEKEE Debian HEEE.

W AGERE , B APT R KM Debian 1EEE,

APT AR ERERNERKIFEAIFSFR , 7€ sources. list(5) #mEiHA,

HFMERIEY HTTP S bookworm Z4% , BATHXIRSIZRT

deb http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb-src http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free

deb-src http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free

AR, AFRNER deb822 HXHIRSIFRNT

Types: deb deb-src

URIs: http://deb.debian.org/debian/

Suites: bookworm

Components: main non-free-firmware contrib non-free

Types: deb deb-src

URIs: http://security.debian.org/debian-security/
Suites: bookworm-security

Components: main non-free-firmware contrib non-free

FIGTERIBAsR RN T

o BT
- EREHEIERT"/etc/apt/sources. list” #EXF1"/etc/apt/sources. list.d/*. list” ¥4 Mm.
- B—1TERT APT ZAHMERIOR.,
- “deb”HAMTRERT ZENHIEIE M.
- “deb-src’MIAMTER T [RIASEAE .
- E—(ELEE Debian HREMR URL ,
- BESIBERITRETE , ATAFREGLSAER.
- BEZEAMZEHNBSHE Debian ERERBVIERELHE L.
» Deb822 &z

- ERIEHIERL"/etc/apt/sources. list.d/*.source” {554,
- ETRIRRINEEZITIR | ERT APT REMERIR,

- "Types:” EEIEHRIIKRIA , Bl"deb” M"deb-src”,

- "URIs:” E i Debian #EXE URI iR HbE,

- "Suites:" BEIERT BITHRGMEIIR , LB UERAESHLTAR.
- "Components:” E#iEFk Debian tEREFBHERELTEIIEK.



https://www.debian.org/doc/debian-policy/ch-archive
http://deb.debian.org/debian/
http://deb.debian.org/debian/
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ﬂﬂ%%\m% aptitude , ERGIMEIAIEHEBIKITER "deb-src”E BT UR LMARE, E7 UNEERETER
EE

URL A]RLE"https://", "http://", "ftp://", "File:// -+
"#" FISHAITBAERE , HUZRK.

B, WA ERAIE bookworm gl trixie” KRB E ML stable’s"testing” , PUESH T —E stable kR
AL R IRESN.

N

MRELERNE FF, FAT 31 "X & “bookworm” , M EFIR I K BN T £ F H M “deb:
http://security.debian.org/ =" i& T 8L E B deb822 Td'f: BRNEMRAFTET. AREB AR
“sid” (unstable) E‘]?cé%%ﬁﬂ‘]ﬁﬁ?fr

£ bookworm ¥Ethi4% , TEEBCEERTEMMK Debian R EILIAK URL MEMHERAITMIIE,

PR F URL 14 AR | emmis

| W
RUDIIAED ACDIAN OO staple | bookworEHEFTEAHRE , FEISAN stable itk
PUPTTAED AEDIanO/ oqring | trixie #REMERIEBHFENIAE testing Fit
nupideh Aebian-oro unstable | sid | ERAMBERRSHHIAL unstable FE
http: . ian. ] . ] — -
PIp:/deD.Qebianoraf o, perimenthlA | BSEETRFIK MBNEA (T , FUBAMHEE)

gggigg/eb.debian.org/- stable-propbseédwo @p&p&ﬁ?ﬁ%étable EA]E'SWZ'K (NRAR) FAEETERT (7

http://deb.debian.org/; i stable-proposed-updates EHNTE  FEZZFEN .,
debian/ stable updabeskworbth 6 TlgE]‘]

pUpiided.debian.org/ ~tab1o-backpon kb Atrorting TR AR eE (1)

http://security.debian.
debian-security/
http://security.debian.
debian-security/

)rg/fab le-secubbbyworstarBEE T2 EH (EE)

"9Esting- sectrikye BEEEHHATTIE | LB

Table 2.2: Debian f&REiLELYFR

HE

@ RAETEREEHMNAIFH stable release AT DR HRIEMNTEEM. BITAZLH stable release iR
AREIEA T PIRE— LR E testing 3k unstable release RAHKEIE B ELLHITALFA unstable
release hRAE B AKIES , 5 2R AERAKARILACESK., 2R1E stable release [RA T REKFE
;%ﬁit‘.lﬂ‘]a?ﬁﬁﬁﬂi , aa{$ A% B stable-updates# backports (2 RE 2.7.4) RiEkigR. FRELEER
RFAZEERSM VLS,

B

@ #E'deb 1740, fRAMEFIE stable , testing 5% unstable EHM—{EENT | i EARIE"deb” 175
JEAT stable . testing Al unstable B . APT F2stHub Tk e @ M8 1 B NG B A R
FBf. AT /etc/apt/preferences HRAHIIEBNIHE  RAMSIFA LB EHN. MAH
2.7.7).



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
https://wiki.debian.org/StableUpdates
https://backports.debian.org
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N
HiMER stable EH K Debian R%M S , £ BIIRPBEELTFhttp://security.debian.org/’ NS E
TERNEE, EEAREER.

x

The security bugs for the stab le archive are fixed by the Debian security team. This activity has been quite rigorous
and reliable. Those for the testing archive may be fixed by the Debian testing security team. For several reasons,
this activity is not as rigorous as that for stable and you may need to wait for the migration of fixed unstable
packages to the testing archive. Those for the unstable archive are fixed by the individual maintainer. Actively
maintained unstable packages are usually in a fairly good shape by leveraging latest upstream security fixes.
See Debian security FAQ for how Debian handles security bugs.

(=1, HEAHE AL A T IERE
nain 12806 ﬁ?ﬁg_zizi:n BRI IES[E 55T (DFSG) , It H KRR

AT & Debian BEER#FIEFEE ST (DFSG) , EEHAZTREE
BERONEERRINEE

contrib 356 7 Debian EHREIES|EF 4T (DFSG) , {B&GAI non-free
EE Debian BEEIETEE RS (DFSG) , YHATE

non-free-firmware

non-free-firmware 39

non-free 964

Table 2.3: Debian §3#8%13%

rEEmpsiE 2 amd64 22HEH), main &2 Debian R4 (B RE 2.1.6),

BEIBICARABIE S FEMAETRE URL , 1548 URL 7£ dists 8k pool ZER &R , Debian &3 EREFH B R E]
ARIARASE

BATRRATAREMHSRASRRIEE. #ITRAETS XU P EREMREHNRERR., EHMASRBIREASNT.,

ARF I suite = stable suite = testing suite = unstable
F£ bookworm T2 codename = bookworm codename = trixie codename = sid
£ trixie BHE codename = trixie codename = forky codename = sid

Table 2.4: EHFAIRHEIR

RIFRFESR 2 H Debian FAQ: 6.2.1 Which other codenames have been used in the past?

TEREAR A Debian fERATRE | “HB4 section™ & —FAFTEIR FEFASAIAR N FERE IS0 EER]. (B2 , FEESH ("'main
section”) iz —:AB & AR Debian HEEES |, £ 4 main TE" K=, )

Debian (%% (DD) & L{E#ki80%) unstable HERE (188 incoming iZIE) , FpNEMER LEHNERSAMRH
K unstable HEREFHREHEKIEAMES.

2NR DD EITHREENEARFNERMEAM | 58% &7E Debian B HEEHFIIRFEITAE.

1 Debian 18R EAHETEOREIGEAE MR unstable #EREMENE testing FERERT , IEREMAETESENERST
B (%9 2-10 X) FEBEAM RC bug IEHARRE | BEAME I AFEZRIN testing FEXEFREEES.
E{EIBFFES testing FEREIEFE IEHET .

BBAEEEFEENE D RALE R ERIRRE |, WiET—LFETFE , F testing RETL—3 , EHRE. K%,
1SR testing IERENFENISZBOOLATH stable HEERE |, HAFN testing ERERENFHFAERIELTE.
FH testing IBRERVINNABMFTEMAN stable ERERENANBTEHA.

unstable 1 testing {EREAFTAE S B LT %4/E R ZE BB/ INMERE .



https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
https://incoming.debian.org/
https://lists.debian.org/debian-devel/
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 BEMNERISEE LEFHEEE (£ R unstable)
FEEHEZ B REEIMERE (2R unstable)

« FEREREELSHE (testing # unstable)

s FENFIAMERRE , GIaNREMREEEE (Z R testing ) %,

it , INRIRREERELAERE | RIEZAESMEEREDRIE LT R/ NEEE,

HE

1EMTE stable AL ZNZER , AEHEEEAEEZERTEREENN stable 125 E , BIE
f{FE S {5 unstable 3% testing K. 1EE{EBIEHIT  unstable Fl testing AEERES
KREEA. REM unstable IEREN ARG R RERFF EHE‘]I{’FH#’EEK] HAaT B2 0EEam
KEFHRFE, testing EBAKEA , AATHAEHRARS TIEN stable HEBMRMKNE
(Debian testing T4/ 4 2008-12), —{@H EJEE*]H#F&FJ{& MRIRFARELRIEE , unstable 3¢ testing 8
RESFFAIMER.

LN
IRHE testing HERER , H—ECBRMERE B ENFEER T URE unstable HEREFHERNKIEE (
1818 bug ) KAFIR.

FEREME RS R, Debian BUEI .

. 4
- SN
ARG

2.1.6 Debian & 100% ¥ B B#ie

Debian & 100% KB R#EE |, KA

« Debian FEsR ARKBHEGE , EHEETFRAENER.
« Debian #£ main 7 U EH#EE.

« Debian ZARABITHE main B M.

o £ main FREFER |, IRBIKAEIERTE non-free 3¢ non-free-firmware 2% contrib F#

i
i3

.

oy

BNEMETIINMESEESEATE.

“Debian #§154%2 100% HIE HHEEE", (Debian #2249 F M E—1%)
» Debian fAlfR#E LB —LL non-free-firmware, non-free 1 contrib ki,

R&T3EREA , EXAFE.

+ Debian Z#AH 100% MEHR , ¥ BEREREEEAH Debian {EARZSHK) main &5,
« Debian &%tz SMNHEBE A4 Debian {7 ARZSH non-free, non-free-firmware 1 contrib &35,



https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
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1£ Debian 2249005 4 50158 5 HIERIT T BIMEAREE -

BB EE BBAMINERE R BREKE

- HABEBMNEREL BRI HNT RSN . KA EREEROMNFE. RFMSESETBRIET 3R
HANEREZERRIERTE . KPR REE Debian A4 LEAIFEMERE , IR EEAmBELANERERS
RINERZERNER. KPIATOA , EREERMNESHBIT , RIEQIE Debian UK BESISNILEE
g g;iﬂzﬁ%ﬁ@ , TR B AN, SEEW. 100% BERKEEE , MAKIEM TR L 7RIS LA E

FRRIRIRIR .

 MPLAERA R A AN B BRERIE R &

- RVHEE , FLRMNEREETEF AT S Debian BHEEILIEEFHMESR. RMABLESR , ERMIM
FEREFELE T 'non-free’, "non-free-firmware” fl'contrib” B%. 7EELEHTHEER Y ABR
Debian A&EET IS HAECE T ATE Debian NER., FKPISECHERIEHEREELLH $% N RNERIEMFT]E |
PAFIBTP 2 A 0] DAFEYE R P 8T iE L ds, AT . BEIEE BEEEIIE Debian ARG —E49 , KFMNZEE
PIRMER | W B IR AIEE RIS T A EIR GEANIRPIRFGER B R AR ER4F13KR). Debian B AT
LEIEENRE , BIREA 2 Debian RGN —HEBS , ER—EFIS , GESNZE Debian AN FEIELHEMIFEE L,

)d
1EE AT Debian #1#£32% (Debian Social Contract) 1.2 hR 438 5 &N E R X FH _LEMCFAFEMAE.
ER Y Debian HEFRABEBENAD T , EEXFHEESERECHEESE LAF—2.

[ FEEZER{E A non-free . non-free-firmware 1 contrib FEEEAMEETK AR :

- FRBAVHNEIEASREEH

* 5K Debian HEIEAMIE (ELiEAEIAFEURIAR |, Debian NEEEITTREMXIE.)

o 7TH4R 100% BHIK) Debian &4

Debian B &85 E 77414 Debian 5830 T B HERISIZZE, Debian HEIE AP HRERIS M T REZHMBE | 88304,
e, B/RFIBTE AR, E{F15 Debian K E HEREAZAEIEE BRAL .

A non-free, non-free-firmware Fl contrib EiEaAE T TFIELRIKEBSS EHEEA

« fLGNU Free Documentation License FEI A , BEAEENS , Ehin GCC #1 Make . (KZEEAT DATE
non-free/doc k%)

- BEIRE FUATSH & HI B RIS A , BIANFEET 9.10.5 FE& non-free-firmware 3 KEEEAL. (%

B34 non-free-firmware/kernel f4.)
o WEMFISAEE |, WEESF RN SHUEST T RS,
FB5iEE , non-free non-free-firmware #l contrib #FEmMAIEE/DIA main BBEMMHM 2%, A non-free,

non-free-firmware #1 contrib WY A @HAEAEBKRIR. F/H aptitude(8) K& FREBXNEITRMETS
e R 2iiEs) , ITREERRE RRRBEET2REEE , RIERKAGRIFER.

2.1.7 THEBKHEZ

Debian ZA40 1818 HAZHIHE SRAMA F AR AL — A BIREE S MBI E—BN e fEigass. TEA L
EHKHEER.

- A
_ BHNEKE , FTEEEESE RS B ARSI,



https://www.debian.org/social_contract
https://www.debian.org/social_contract
https://www.debian.org/social_contract#guidelines
https://www.debian.org
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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o " TARKGHE”
- A4 Depends , {B3IH KRS B EIR AT TR E.
o "R

- EERR M | (B REHOREEIE, ASRERETSEBERE , RO N ITA B HEERE.
<R

- BRI, RN RIAS B AR TS L RPN TR | BRAT ML ERRE,
A

- SR ARRBNIBIR | TR ORBIR,

. T RE
- R — AR AT — AR, —IRIRRIEE TR T E A,
. R
- ERETEENTRE. AT REEESIL AR ITETIH 0K,
. R
- ERIIE SRR AOER S AN RE .
- R

- RUEEHE BRI BB ERIITEE.

)z
a5 /L E , [EFHE Provides”, “Conflicts"1“Replaces’E %2 — B E# IS B.E —EAEKAR. SR T EEM
— (AR R R R R — BRI E R BN R RIS,

B FIATERHEBMARE HESAR the Policy Manual: Chapter 7 - Declaring relationships between packages,

2.1.8 AEIBMELER
EE APT {2 (Hsk s o IR i B BN E.

« ¥ (‘apt update”. “aptitude update’z‘apt-get update”) :
1. fERmtE R RS RETER
2. ERER APT (F BT ER
o 4k (‘apt upgrade”fl“apt full-upgrade”, 8“aptitude safe-upgrade”fl“aptitude full-upgrade”,
Z‘apt-get upgrade’f“apt-get dist-upgrade”) :
BEEERE , E RN BTSN BRE (BISM2RE 2.7.7)
iR Re AR ER R
MRIRBRA D REMIRARRE , SHERGHEREESITEEN TS a
BTSN Z EusEiga
AT preinst TEH4%
TR THEASIESR
BT postinst 545

N o o s~



https://www.debian.org/doc/debian-policy/ch-relationships
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o T (“apt install ...” “aptitude install ...”8F&"apt-get install -+’ :

BiEGLSIHIHKE
fRRER IS BRI %
WiinfA fRAFERSE ZEHE
iR BTSN e
HAT preinst 15415
TR THEMHIER
7. BT postinst T54-15
« % ("apt remove -7, “aptitude remove ---"E{“apt-get remove - :

. BEGSIRIIT A

. R RS BKFER R

. BT prerm 15445

. BIREREMESR | RTARBESE
. BT postrm F5445

« J5f% ("apt purge”’,“aptitude purge ---"sk“apt-get purge -+’ :
. BEGSITRIIT A

. fRRE RS BKFER R

. BT prerm 15405

. BIREREMNESR  BEHREER
. BT postrm F54:45

o 0k w DN

g A W N PP

=

ga b W N

B, BT KR, BEEANET B,

219 HEBFEMENSE—EEE
RIEZREREBRINE A XM, S —EREEHN ST E Debian 5 EM“/usr/share/doc/package_name/README . Debian’,
BBt fEZE R /usr/share/doc/package_name/"FHIHE . NRFELSE shell A 1.4.2 , A TIFES.

$ cd package_name
$ pager README.Debian
$ mc

TRATRER R e bl - doc T B v 4 N IESC e BE B AR AT AR AR
WRFFEE R — A E RIS BRHIR THE , —EEE5HIRE Debian bug IRHERHE (BTS) 484,

ARk . R

E)Be_lk_aéa)mibuﬁg tracking system sensible-browser "https://bugs.debian.org/"
EAMERISE A TEH bug }E | sensible-browser "https://bugs.debian.org/package_name"
N1& bug AmaEH bug HME sensible-browser "https://bugs.debian.org/bug_number"

Table 2.5: fif 45 E B BS B FIRE F T B AR,

{#/ Google {#5 , 7ERiEF P “site:debian.org”’,“site:wiki.debian.org”,“site: lists.debian.org”
FF,

EREEX—4 bug IER , 55 reportbug(l) 154



https://bugs.debian.org/
https://bugs.debian.org/
https://bugs.debian.org/
https://www.google.com
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2.1.10 f1{AHkiE Debian BASH,

EIR3) 2 EU_ERRMRERS AR , SN EARBHESR , RAMETRP—ENRE , BZAEHERAEL, K
A AT M 2hE ERNES B EZ A A R

cEEZM I E>B

o BUFI : main > contrib > non-free

« BENEFF : FE > EE > 15774 > 7 > fash

« 1% BB TREREEMNIIRER , Sl RHRE

« BESEEWM Z BIKEBMANKISEATEIEN (6120 gce {K# gcc-10)
« TUTE  ERERERREH LEEESHOH

« EHTEG M ESENER

« BTS (BRIGIRMERAR): 18 RC ARG (IRB M. ERBRENRE)
« BTS (FRFEIRHMERAR): AAEEEHRIGRE IR

* BTS (GRIGIRME RAR): BEESHILRIEERK bug BH

* BTS (BRFAIRME R %) BEAMARELE (non-wishlist) RfEEER /D

iebian E—EEANHABEEANTRER , ERERERE THZ T AMIMNTREENTREE. ROAM
BOREE,

2.1.11 EEMA—ERNEKRBE

AR YRR E (L AFME Debian ZAELE , RINAR BHITHEMEEHENFENERRA, RIMEARERE Debian £
#l , FEAEHEF Debian KEIREME , HhEEERRKN _EUFEEE , EMM0ESKATEEMIRE AT Debian %
BA—H.

FERR 2.7.7 #4AK) apt-pinning FHAT , HEAAIRRES A E RFAREIS B EIE AR A REENA R FLH " EAHIEK
18, BERNRABAERBERNERSR | BAE M REBERBLREAMIRK AL,

EERREEEIARASHRIEBZH , FREEEANBFEMMIRE R Debian ARHEBHREBMERTER.
« ERMEMD SN L TP BRRRERNER (BRE 7.7),

- 2 E RMGU (BIERENTE) 20, bban LibreOffice 1 GNOME fER , €74 Flatpak. Snap & Appimage
PRSI,

* #37—1& chroot BAEMFIRIER AR EPITERNRER (BRE 9.11).

- CLI iy S EESEFIE A chroot TEERHIT (2REN 9.11.4),
- NERMSR KRN ERZETENEmRE (BRE 9.115),

- BOHEFEN_EAHEIEAREA , MIRE#T Debian ZRHEE.
- ER—E FERNER (BRE 2.7.13),

2.2 EWEIGBEERE

1€ Debian AP AL EN APT ki BEHE T A PAFE Debian A% _EEITENR A ENTISEEIRRE. 512,
KPMENBMBEEANEILASIET A : apt. apt-get/apt-cache fll aptitude .,

HRERRIE BRI EFEIE BT ERN SRR AEITRE , RUAS root #FATHE,



https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://zh.wikipedia.org/wiki/AppImage
https://www.debian.org/doc/manuals/debmake-doc/
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2.21 aptvs. apt-get/apt-cache vs. aptitude

®%E aptitude REBETREMN—EIFFIFMTEE TR , BIREZEE TIIER :

o TNEARIEFIRAFEL Z4E stable Debian R4 LfF A aptitude F54FEITERAMN ARG TTAR.

- E:R{FA"apt full-upgrade” B{“apt-get dist-upgrade’ZKiE(TiEEIRE. 2K Bug #411280,
« aptitude 54 HKEHE® AT testing &k unstable Debian R&AF 4R AR KB ILA,

- BEBERWMETHZHARERE. FAEER.

- BT ARZHE AT BNKEEHERERS BRAHEERK , 620 gnome-core,

- ZRBEMEME , TAE aptitude 4 REFRIFGUEBBITOEA , B aptitude , AL apt
full-upgrade’,

apt-get fl apt-cache 2REMRER APT REitaEIET A,

* apt

. apt-
. apt-
. apt-
. apt-

s apt

-get # apt-cache REEHIELIERENE.

get BEITEIRANERGIHEFRENRAETA.

get R T —ERAHRISBAHAEITIR.

get HEWERWERLS. BIHRERCREYBBITREER,
cache 12{#t 7 —@ {REMNIER RiEX LSRG B A BN,

-get M apt-cache AJRAfEf /etc/apt/preferences RKEHMEURL AR L ERA , EIEIFE HIH.

apt FELE—ESMENGSIINHAREMHEE, £4 L, ©& apt-get. apt-cache REMMESHKE K, £E
AR RENE , BFFR— LB S E B RARKRIA.

« apt TRAEMEMRM apt install REEISBEHRM T —EZIFHE E k.
s EAFIRETHNEKIGEE , apt IETEKMIBRIRENK . deb #58

2N

%Eﬁﬁ)ﬂ%ﬁ)ﬂ%ﬁﬂ‘] apt(8) d5< AR EEXAEAIGR | A shel 35455+ (E M apt -get(8) 1 apt-cache(s)

in <

aptitude 54 B &IBMMER APT HEREBEHETA,

« aptitude &t 7T —(ELZE BN EBHX L FEAENE.

« aptitude FEEMRMHE T —EIESFERENME.

« aptitude EARAEHREOEE (FIARED RRMNKIBEINESTANERE) RIRGELA.
« aptitude HIFRERNERES., EIFEEZREEYBITREFE.

« aptitude feft—EHRRIER R EAKL S HENERBTEN.

e aptitude FJRVEIREIE AN S EIRA , WEHAFER /etc/apt/preferences , B+ EHHE.



https://bugs.debian.org/411280
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apt-get
. aptitude |/ N
apt Gk R apt -caufiﬁi:eH
AaiA
aptitude apt-get o —
apt update update update SRR AR RTA N
aptitude apt-get
apt install foo | install instal EeHE foo LA AR IR R A AR E K 3
foo foo
aptitude | apt-get. ot ok o B .
apt upgrade Safe_upgradapgradetc%%E'Jtz%ﬁ*]@\ﬁa@%f&ﬁﬁﬁzﬁﬂﬂT%KﬁﬁﬁﬁbE‘]i}\’é‘a@,
apt aptitude | apt-getZ RO T RNEKIEENRERE , Y EFTENEEBHRIENR
full-upgrade full-upgraddist-lgEade
aptitude apt-get
apt remove foo | remove remove R foo #iS A , HEE TAHREIER
foo foo
apt-ge "
apt autoremove | N/A autore:’fg:ﬁ‘fé;rﬁ EER BB RIS R
. apt-get
apt purge foo | 2PEITUe 1o ge| s Foo BBt mpRAERE R
purge foo foo
aptitude apt-get. ..« A
apt clean clean clean| TTEIRMRAMA R ERFIER
aptitude apt-get. ) . A 20
apt autoclean autoclean autocTLéErlg%zFimérEP BRI BB RARRIER
aptitude apt—cciche_
apt show foo show foo :ggw BR foo B S BRI A
g aptitude apt-cache
gé)ﬂi_éearch R | search search #ZULAC regex KEIEE
M regex regex
aptitude . Yy
N/A why regex N/A | fi#FEDLEC regex HUERES BLIAEH R RMIRE
aptitude
N/A why-not N/A fiBFEILAL regex ERS AR N RN RE
regex
i aptitude )
apt list apt-mar: o -
--manual-installe fiff;, showmziﬁﬁigﬂk?‘%myﬁﬂﬁ

Table 2.6: {§F apt(8), aptitude(8) #l apt-get(8)/ apt-cache(8) HdpSF | EAE M EIF IR/




Debian 2% 50/ 242

2.2.2 1ELF|PREREKIGEETERME

THEHEFA apt(8), aptitude(8) #1 apt -get(8) / apt -cache(8) 4 FIE A AL M EIRRIE,

apt /apt-get fl aptitude BEZAIRAD , IRG KRR,

“aptitude why regex"fJliEiE“aptitude -v why regex"¥|HEZHKEMNJAMKERTUE R apt rdepends
package” Bi“apt-cache rdepends package EX,

& aptitude 15454 E N T RENMZIBE] T — LM (FIANEIEEER) |, RO AMEZ ZRHERFIR T e Yk
BB EEHER,

yas

BESR aptitude fy& R T EE MTHEE , BN RMERS BT , BERERREREERT (HTEEs) —LR
3, 540 Bug #411123, Bug #514930 K& Bug #570377, #nH%EfH |, f5{EF apt,apt-get 1 apt-cache @43k
EH aptitude &4,

#RA]AfE “aptitude B {E BRTE4RIE,

TELEIA At

-S RHTE S HIASR

-d ETE, NETRREmR

-D FEBEBRFAMIRET , MURBRHSA

Table 2.7: aptitude(8) P EEMFIELHIE

FZRNAL R aptitude(8) Ffit“/usr/share/doc/aptitude/README ] aptitude 1§ FIEF",

2.2.3 aptitude EEFNR{FH

REALEANSIEEEE | RATUG TEAFUEEMERE) aptitude .

$ sudo aptitude -u
Password:

ENEFEREEMNAEIA |, WNRERER SR BRIREAEAS5R aptitude FERIFIBCRFE~/ . aptitude/confi

N
FARHRAEF root RABECTAEGEAMEM , FTRAE LEMHFIFHEM sudo -H aptitude - "fE"sudo aptitude

feR
& aptitude NEEMEXMEIN , @ BERERERFIITREME. MREAEE , BATUEBEE 2hE - “BUHRF
BATHENMEREUHE.

2.2.4 aptitude RIREEE4LE

EeEFE T RIEERE AR E BRI T .

BB G SITEEIELTE , AT UEBIR U/ 2 R TR EAR R T\ FFIFTIRM) aptitude IERIRIR3. aptitude
IERIZFRRAAT A A~ BRI e AL A TBIN T S RS HEIL A e B 4 78,



https://bugs.debian.org/411123
https://bugs.debian.org/514930
https://bugs.debian.org/570377
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TRiEE RAPETNRE

FlO@orCtri-t pridee

? BUNREEE) (FEMTEREE)
F10 - EB) - FREFW BREREFR

u B IEEEREEN

+ oz e B EA R R

- e e B ERE ((RBAEERER)
Tk e BBl (FBIRAAFEIER)
TSR BB RIAR 2 PRIFHRRE

TCPT A Rl IR (EhfEZN[A] full-upgrade)
FiiA TEY REMEER
REZN AN FEEE
REZN X IEHREE
BRI B EN

L G LT N T e
FE I A AR NIR B
H=ULACH A —EERE R
EHELE—EES

/\n—'O%‘IXQ(QCIII
(s
D
=

Table 2.8: aptitude iR E4LE

TN
HREZEREMA AT R T VREMANESREGRBARITARA, SURAFEPRHEON—LE L BEK
FRMZRE RS B RER AR B AR A

2.2.5 aptitude #ILEIETR

aptitude(8) &R FHEMER T , IS BIIRENFIE B SR T EAIBIFIABEEAR.
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

AT RV A AR T,

- WRATIEE, (BT
- PR (BETR)
- B (BSETR)
. BAALTE

. KBRS,
. B AETTIRA

. BA AT AR

N
BRI AFER BNR B Rk E e B HIRES R | 117 RV T R R BR B REAUR.,

A ARAREERKIBERNAEIREIA (2R apt_preferences(5) M 2.7.7).,
WS EARTR AT RY AR AT ATE IR IR "R B T IKE,




Debian 2%

52 /242

BR

iR

Package View

ZHEXE 2.10 F8:R)

Audit Recommendations

FIHERRRERERARENRIEE

Flat Package List

ARFBITHRIEE (ARERKER)

Debtags Browser

F g debtags EITA RIS R

FRIARSEGE B tR

S B IRIARS RIS B o AH IR

Table 2.9: aptitude #:17

x

AR ENIRPIEE R debtags AZECAIERES AL |

R RIS BT N RIS B AR TA — LERSMIREM) dselect BRbE.

R

Upgradable Packages

RARIEA
FZHR section - area - {2 [EFFEERS [ RERFER

New Packages

AL

Installed Packages FE
Not Installed Packages FE
Obsolete and Locally Created At

Packages

Virtual Packages

FE RIBNREREEE B

Tasks SE— B E BT RN A RN R
Table 2.10: 1ZZE&BE BRI N EA
R

YIS SRR A UR R A IRIEB E L SENBIS .

2.2.6 aptitude #EZHRIE

aptitude 124t T 28 AT AE RIEAR R IEAX AR SIS BARIA,

« shell 643 :

- “aptitude search 'aptitude_regex' 3t LHEARAE, FILE B FBAILACER IS AN BT SR
- “aptitude show 'package_name ' 3|k iE M REEARIER

- 2BEFEHER:
- "1 AT AR HI UL ACER RS B AR AR
/" G SILRCAER S
- "\" [E IS S ILR AR RS E
'n” B F—1{&
N" &3 E—1{@

N

F & package_name HEEHRIGBATBRIEHT RILE , FRAFE R~ FsARIER FEX,



https://debtags.debian.org/
https://debtags.debian.org/getting-started/
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2.2.7 aptitude [F3FER

aptitude % FEXZE M mutt KRR ERE (2RE 1.6.2) , aptitude AFSHHEIALECR AT T,

FEIFTRICLE IR R A IERFEL

ILACRAE B2 TR ~nregex_name

ULACHER ~dregex_description
U ~tregex_task

ULAC debtag ~Gregex_debtag
ULACAHER ~mregex_maintainer
ILACERFE A section ~sregex_section

ULRECEREE RLhR A ~Vregex_version

DLACHE R E ~A{bookworm, trixie, sid}
ULEC2KIR ~0{debian, -}
ULACEFENaF ~p{extra, important,optional, required, standard}
LA AR ES ~E

ILECERE SR ~V

U ENEREL D ~N

- ILECRFBITROENE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
LR EREHRER ~1

UECRE A ERRCRETEE (8% M
SRERE )

ULECAN AGBREREDRE (B |, _,
BEENEREEA) '
ILiCE TR B2 T AR R iE & ~U
ILRCEMFR{ERBRNTIEE ~C

BoE s , B iE%RE 2 ERETS ~g
UL AChE R ARERAR RS ~b
ULACAEIR type KFERATRAIERES ~Btype
ULHAC pattern EXFE R type KRR A ~D[type: Jpattern
PLAC patte}r\n FASEREIER type KHEFHR ~DB[type: Jpattern
JT A e
ggé%%ﬁﬁ pattern SXESEIR type KM | o [type:lpattern

X RAE

%Eﬁg@% pattern JREEEARIRR) type K ~RB[type:]pattern
ILACHE B RS B TR ISE ~R~1
%Ed‘}ﬁﬁ BAECRRREBIHRRRE | | o,

LR R ERE e MRS E RS . .
ggg@bak BRI RATHRE AR ~R~i|~Rrecommends:~i
ULEC pattern 1BIEIRA Z ERIEXFER ~S filter pattern

LECEEREE (H) ~T
ALECEHRER (1)) ~F

Table 2.11: aptitude IFFRFIER

. %%ﬁf%;ﬁfﬁﬁﬁﬂ‘]% ERE , HiIR egrep(1). awk(1) A per 1(1) ELLBYRIRA Unix 3CF TEAFFTER A"+ 8
EAFER.

o KHRAZ type B— RIS E N IL M E F8{% (depends. predepends, recommends, suggests, conflicts, replaces,
provides),

* TERRH type HKARREH{RZ "depends’,
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T;IE/T
E regex_pattern = FHI | FERIIEIESEHAIN~T",

THEHE—LRERR.

e "~Pterm” =="~Dprovides:term”
e "~Cterm” =="~Dconf licts:term”
o "o~ term’=="(---|term)”

FREDE mutt REIEE | FA mutt RERBRFIBRRIARGE L. 2RYFEHAEFM™/usr/share/doc/aptitude/REAL
) “SEARCHING, LIMITING, AND EXPRESSIONS”,

E
lenny HRAK) aptitude(8) F , FHRAENGEIL , Hlan“?broken”, FEIE R FREXF AR EFW AT ERERE
;ﬂ}b RETKEF T %an,ui%mﬁff‘T/EZ/E%m AN 5B — ﬂEIIE%E%% BRXA& LT T. FINREGEEZRERE

2.2.8 aptitude KRR

MREBIEEFL0 - I - HEIE - EAERIPKRHERFR EITHERNERTE | AIfE aptitude FIEE—(EEREEE
TMEe Y H Depends : "F|RPEILAIZE | “Recommends :"FFKP i At &% . 7f aptitude T, 5Lk
BEIRENEEAENB T RN BEIMR.

aptitude 354 BB E 1T AKIREH AT IEE apt SIBEFM apt -mark(8) FESHKERE .

2.29 WIEEEEIRGE

R AE BeStE R E AR R RIEBIE L.

[EES NA

/var/Tlog/dpkg. log dpkg e BEREIHE
/var/log/apt/term. log B APT JEENH:E
/var/log/aptitude aptitude ¥4 7EFHE

Table 2.12: $kEEIEENHEIER
EE L, RERELHF IRERESERANER. REENAIEZSRE 9.3.9.
2.3 aptitude ¥E{EEHI

FHEHEZ £ aptitude(8) KERIFERA.

2.3.1 EREHBREEEa,
RATARIE aptitude E{EASE T AP RS AMAREREEER FTHFIREN , REARTEEMEEE
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2.3.2 BIBIERFEALACRIEEL AL EiEE
TEAESSIH T BBIERFEALAKI AL BRI L,

$ aptitude search '~n(pam|nss).*ldap'
p libnss-ldap - NSS module for using LDAP as a naming service
p libpam-1ldap - Pluggable Authentication Module allowing LDAP interfaces

EREA BRSNS B A BRAE.

2.3.3 {FAIERFKENXILACEE

£ FmFEREasR PERT R |, ERFRER~dipve” FTRARGIMMILACE ISR , Y E BXthRRE
i

2.3.4 SEEHIBECMHIEREEE

EREBIR TR CBMREGBRRIERAARBIER.
BETIESHEER.

# aptitude search '~c'

ANREHER TS H NEAE AR E WM | FBITITIES.

# aptitude purge '~c'

B REAR R AR B ENE R OR AR TR R AT ).

12" FERBS AR AU R N IERILEC " ~c” |, IEASEILACERESE , bban , " BIMERNIETHES . FTARE
PLACHOER S BT AETRBARE LR [ B,

EEAETAEREM R RN E MmN, EARdE TSR ELERERRA SR, & ER =" KEE)
b HERRER S AR SRR E .

EBRHMAESREERRI S Hthiis6R.

235 FAEEEIFEREIKGE
THEABHEONEEFEREKENTTE (FEEMIE aptitude SILEEIRR %),

1. A root LE EMEXEIT aptitude,

2. w154 AT HNEAEASIR |, U IE AR IT R A THRNB B ALIBITIHR |, " 5L TAR IR aSIE
"9 5 HIT T A FHR B B AT IR

3. j:;‘[\‘“l’;’;;ﬁﬁ]\%ihwi|~Rrecommends:~i)"KBE%‘J§k%§@E‘]§Eﬁ BT M BRI R ARRE R 2
BERE.

4. T 1, Ay \“~prequired|~pimportant |~pstandard|~E"3K[R&E AL AMEER , IR T MG B itk
A IREER ATFEIRE,

5. ?gé N ~1! ~MKRBHEEANER , E ERREHREE LR T[RRI EARKEL , 7T -"E
PRSI

6. T U, W\ ~1"RRHEIEEBRER , 2 BEBRSE" IR T m ik T AT IR,
7. 1BH aptitude,
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8. F root fEEHIT apt-get -s autoremove|less” 54 , RIRRABLULEAEFAETEN.
9. HEEMEA TER aptitude 72X , A'mI5 HARCATH RIS E.

10. A root (E FHEEHHIT apt-get -s autoremove|less” EETESREERHNETEFARESHBECH
= EBIRRIEE.

11. A root {FAEHIT apt -get autoremove|less” 154K BEB KA B HFENEISA.

ERFIHREBIT Tasks” £, BUTm" 164 B — @ RMIRE , BRME SR TP XERRBRMRHRRENER L
27

2.3.6 =HMRAGIHR

)i

ERBHBEIHIBATHRAR , MEAIEM T EATARRANE , Debian R FHRK , (BRRIEE BZE EAIFNT
RFNARR. ST RMEXBREZNKIERNE I DURSRIRFREaNTEEalE. 54 EHEB
BT, RIERZERN AR AT ERNES , YIEEBIIRLMAER (IR1RE 10.2). ‘K HERRRENS EHEH S
Sh—{ERRENE , REIR BT

PRI OB B %8 RS RNNAE Z S8 m T B TRR AT T IR IE T AR L E IR , AEBIT apt update;

apt dist-upgrade” 454,

1 bookworm-fE#-stable FEH B, #f stable F+4k % testing 5k unstable , fREZZ A trixie” 8
F'sid” BiFSIRIER1ERN bookworm” ;R , B2%E 2.1.5,

EE L AR -SRI ARAZBHRE , RUEER—LRYE , FTEEHARKEANKHEME, ARz EZNE
FPK , FEHJREERIIE, EFRERITE , RREREN stable BIEFFHH stable , fRATUMEE Release
Notes AR REMAIDEREM , FAEATRERIRD A,

HAEERBEZAT , RRECEREIHN stable BRI ERELEMK testing , E#ERHF Release Notes ] AEZE
R, FEAI—1E stable BHUE , stable BTIHRIRMGRIELAN testing B|ITHRZ MHER T RELEE KRl
MAFSTHHR ARG IS FIMNESE.

Eﬁgﬁ%&%ﬁﬁﬁﬂ%ﬁ , RIEZEIERIRAE | REHR I EZIL BB SR PSRN AR RARIBIRAOE S5 IERE
RARSERT TR A"

BHEERGE CHEERNIFREN).

& bootloader 3T HIFZ , FBEZE TSI EEMBERRENE.

ERRBEMNAGK LNERE.

A script(l) RCsFHREIIBAE.

F“unmarkauto™$g 4 KR BRI EKEIEE |, Fla0"aptitude unmarkauto vim” E{E 54 2 AR
vim 15 {EEEEH,

7. ET‘}J@U‘%%‘%@ZFHEJEEE@‘%EE@@T% , BZBERSERRNKIEBNEE |, 6111, BIREmREEERE

8. 4" /etc/apt/preferences” #EX ({£F apt-pinning),

o 0 & w0 NP

9. AE S L4 : oldstable - stable - testing - unstable.
10. FHR IRFIRIER |, FHASMHRIEREREHIT aptitude update” 64,
11. AERTEIRIE , HEEHM core packages , ffla“aptitude install perl”,



https://www.debian.org/releases/stable/releasenotes
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&
I

12. $fTapt-get -s dist-upgrade” 154 FETAAFHRE A3
13. &#EPITapt-get dist-upgrade” 54,

o

Sy =z
=

£ stable EAFRMEFE , BhiBEE Debian TR E BT,

EE
@ TESCHTI 34T M#2 , GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain %% , 5 —&RIiA R4k
LEARNEEFTESIE.,

B unstable [RAKBE A4 , w1HE 2.4.3,

24 SIS aERRE

241 1ELFITHSIEERISEEIRRIE

TwFt T RN EEERRE , ELIREHT aptitude BRESEEEKFTHHITIRE.

E
HR—EXEZEENEES, RUEFEA - LESCTEE LB LM S, £ M dpkg -L
libglib2.0-0:amd64 K3t amd64 J24#M) 1ibglib2.0-0 KIEAMRE.

EE

A EIE B e/ v IME FRREMEE B TR (Hln°dpkg -1 -"f“debi ) , EMAGEBRIEHEMN
TS EIKH. dpkg KIFESSIEIR"- -force-alUAIAMANIEIR (2R dpkg(1)) REARETF. BATE
IR EMIRIBRANE A SRR E R,

A EE LU AR,
« FIARNARRABCATETESEFELL root BT,

. Z;ﬁﬁ’éﬁﬁﬁEiﬁ%’%i%itE‘] aptitude (2R 1.6.2) , HEMKIEBERESEMIMR shell glob MERFIT
(2RH 156).

- apt-file(l) B apt-file BiSERM , W B FELHMITapt-file update’,
» configure-debian(8) F§ configure-debian #&#EmIEHt , ©¥IT dpkg-reconfigure(8) fEA1&iH.
« dpkg-reconfigure(8) {# 8 debconf(l) fEAEIERKBITEILATELSTE.

« "apt-get build-dep” . "apt-get source” #l"apt-cache showsrc” 454 FE JR3|EKRP1EIE " deb-src” &
H.

+ dget(l) . debuild(l) #1 debi(1) % devscripts k&,

« 208 2.7.13 #{EFA"apt-get source” KITH (ETH) BFE.
 make-kpkg 64 FE kernel-package #8246 (2RE 9.10).
BRAITE2RE 12.9.
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54 $RIE
COLUMNS=120 dpkg -1 v
package name_pattern FI B RS AT RARERRE
dpkg -L package_name Hr—ECZRERRENRE
dpkg -L package_name | egrep _ "
'/usr/share/man/man.*/ . +" PIH—EEREREL man FHE
dpkg -S file_name_pattern FIELEREZ N E R RRER
apt-file search " " A
File name pattern FIE SR E ILACHE 2 ek IS
apt-file list 7S
package name_pattern SRR ER LA BMAS
dpkg-reconfigure package_name E RIS
iy o gdure ~plo BB R TR E R
configure-debian UEBEEFENERE s
dpkg --audit AT RIS BT AR
dpkg --configure -a FRCAT B BR Y K I= B RS
e e SR — (A I BT R, ST

apt-cache madison package_name

B B e ] PO R SR P,

apt-cache showsrc
binary_package_name

RER—{E U HIEGe B RIaiSEe B A

ﬁ

apt-get build-dep package_name TR BRI EENEE

aptitude build-dep package_name | TEIEEHEAMEERERIE

apt-get source package_name (TEIERERERE) T 8JGIAMS

dget dsc tEEM URL (REERERRE) THRIRGEEGE
dpkg-source -x KRB IEEES (F.orig.tar.gz’M

package_name_version-debian.revig

ionogbdan.tar.gz’/"* .diff.gz") PiEEFEREE

debuild binary

RAHR ISR T R EE

make-kpkg kernel_image

Rz ORISR T R E —ER OERE A

make-kpkg --initrd kernel_image

BT initramfs R DRERESETIBE — i DR

dpkg -1
package_name_version-debian.revis

BRI BB R

apt install
/path/to/package_filename.deb

RR—EAAMKIERZIASRT , R, Bl Et TR

debi
package_name_version-debian.revig

BRI

dpkg --get-selections '*'
>selection. txt

f#fF dpkg 4 B HER S BIRIERRE AN

dpkg --set-selections
<selection.txt

{£ dpkg ;R T AL A RIFRGE

echo package_name hold | dpkg fEH dpkg B—EEIEERNEEFEREREA hold (FHE
--set-selections jA"aptitude hold < E% >
Table 2.13: S fEEkid A EIRIR/E
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242 EGRTipEiEarER

48 debsums EEEAH) , AE{FF debsums(1) 54 18i8”/var/1ib/dpkg/info/* .md5sums” ¥ =¥ MD5sum
B, BB R EMIEE. 2R 8 10.3.55%#%F MD5sum Z2/EfTIERE.

E
KA MD5sum E¥IERJREHZ AEZEEY , debsums(l) AT T EFEHAAIR. EETAEAMRESEIEEERKAE
Hfs i ER AR AR B IR AN,

2.4.3 TEREREEBME

e 2 (65 FE F AR (5 M Debian 4G testing (% unstable) [RA , FATEFHIARKIG, SR EERGE
RS EBREOBILERIE.

THREILA apt-1list bugs TUEALER AL EIBRERE bugs , EIRIB APT RGETFHRE , © &€ BE#E Debian
BTS #HEE bug,

L apt- listchanges 888 , #E{EH APT R TFHRRFE @ 1ENEWS . Debian 2 EEHHE.

244 HIWIEBEITER
RS 32T Debian 48k https://packages.debian.org/ 2 S#IEaTEREMBEN AL , BRIKEXREESE
B AL,

grep-dctrl(l) . grep-status(l) ¥l grep-available(l) 54 #FKiEF AH Debian #iaizHiER & NTE
fTHEE.

“‘dpkg -S file_name_patternBESHARXEBSAEZERNEROLT , HILEKNATEEH dpkg Tk, B
BB 2R ENTE SRR R,

ANRIRFEH dpkg TTEREITEEMNIES | (REEE/var/lib/dpkg/info/"B# TFHITgrep -e regex_patter
4, BEEFERERIEAIESENRETAN TP SRR R MNER.

MRORABIE L E RS AR , (RIEZER apt-rdepends(8) .

2.5 Debian LA NEREE

FRIRPIR LY Debian #IEAEIRNNE LIERIE, 1B EZAEMEBRBEI AR — Lo s ARIE.
25.1 RERETER

FE B TIRNTTE RHE R EBATEAE Debian L& ub“dist/codename” N , #la0“http://deb.debian.org/debian/”
FERERAETT IR R BIE R KZE. HPH 6 mERMNITER.

AT BOERRE  ERENERETD , BLTERMEFEARET NENER.

2.5.2 TJH/E‘Release’iER R EHEM

EFTIN
TAJZ‘ReleasetE X IR %: % secure APT A4 FEFIEFESR.
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BE i E e

Release BITIRETEJE RBRERAMTEE S

Release.gpg BEITHRTAE ﬁR;ﬂ%}’%age BENGZEER  ERERE

Contents-architecture FITRTEJE FIL AR T AR AN ERREE

Release BEEBTIREE/EBHENIE | BiEmaEH apt_preferences(5) i
P HA

Packages E{Eﬁégiﬁﬁlgﬁl_ﬁmﬂ%% 4% debian/control 5 #AHM4D

Sources %L%&ﬁﬁﬁ/lnﬁuﬁi/ﬁ?ﬁﬁéﬂém 457 debian/control %15 EAEA

Table 2.14: Debian t§RETERHAR

#5E Debian ¥ 3 ERABILEIE — BBk ‘Re lease’tE3 |, Flan“http://deb.debian.org/debian/dists/unstabl
AT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e010d116aeeab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

7E
fEE 2.1.5 4 , {REEFAEEIRIKME R suite” F1"codename” H)&EE, “3¢1ThR "4 FA &K [RBF5% & "suite” F"codename”. fiif
HHERERMNGEE area” £ , @#3#£"Components” .

JEfEtE3Release” e EM , £HNY secure apt NEERHERERTE , 7€ apt - secure(8) FEITHIA,

s INEEZBIERRelease. gpg” EHTAEIRZEIER Re lease” FMEEH] Debian HERE/AME .
« /\BAM Debian fERE/NGREMEIB L debian-archive-keyring Eiim K LiEE A,

+ secure APT Z# B ENERE FEMTAEIEZR Re lease” T EME., MEEEBFEAE| T "Release. gpg” HER A
LHEY) Debian FERE/NS.

* fiF"Packages” #M"Sources” tERHITTEME HTETAE Re lease” FE3 42K MD5sum ERESTE . FTAERESEIESR
MM "Packages” #1"Sources” t&X¥EM MD5sum EXRERE. 2 K debsums(1) FI85 2.4.2.

« FMEZAEEILATE MDSsum EiHFEE /) CPU , (/] MDSsum {ERESRE G —E#e R , ERAMERE KR
ETAJEMRelease” 18R , EREARM B emMER , ATLEIFMAE (B RE 10.3).

MR IRIRIGEFFRIFEE 7 "signed-by” BIH , ©THMIAE Re lease” IERFEMEMEIEEMAIRKEE. BHEE

83k A 5B IE Debian FERERFFA.
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ET VN
NEREA apt -key(8) 4 KEIE APT &4,

B, PREE(E A gpg F LS "Release” I5TEM |, {F /A "Release. gpg” FERFN7E ftp-master.debian.org /M
] Debian FERE/\8.,

2.5.3 tEX[EER ‘Release’tEx

7R
EREER‘ReleasetERIGF{E apt_preferences(5) f3RAI,

FRAEJEIR K" Re lease” 1R , HET S B2 IRFIFRPIEE , A THhttp://deb.debian.org/debian/dists/u
Z"http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64

( ) EE
HiA"Archive:” Z§) , &%I4%8 ("stable”, "testing”, "unstable”, ---) F§jA Debian archive , M{X
8% ("trusty”, "xenial”, "artful”, ---) i Ubuntu archive,

HIAEB AR, PhanR experimental A1 bookworm-backports, EffEEKEEEAEHETIRE , EREA
BEEIMNGAT , FlanfE’http://deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”

HEA N TESMA—1T,

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amd64

FHEE TENERERANotAutomatic: yes”, FE:RH Pin-Priority {E2 500, TN AH "NotAutomatic: yes”
HUSIRFEERE, TEER M Pin-Priority {2 1 (2R apt_preferences(5) #&f 2.7.7).

254 EEARKECKITER

E{EHA APT TARK , 20 aptitude, apt-get, synaptic, apt-file, auto-apt , FK{FIFEEE FHHS Debian 53
FEENTTERAHIE R, ELAHIE RNAERTE , FIE JRSIRER MM distribution, area, architecture
HELE—=. BRE 2.1.5).

e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”
e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”’

e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac
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e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”

e "/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.g
(apt-file)

Bl 4 BEANERZENEMEBEN APT 4=, W HTAER“apt-get update’si“aptitude update’fE
oS EITEN. MRERSIRFPEMEEN deb™fT , AI'EREA TERSETEN. MRE RYRPEMHEN
“deb-src{T , B RiaHE ST ERI S EITEMN.

"Packages” #M"Sources” T ERHER B EHF ‘Filename "z , F5m T B FSAERMMGE. BET, B
LeEr 38 B AL — A poo L/” BERET , EARKTT ABCE S AR AR AR {5%0 .

RISE TTERNAEIAR UER aptitude KETEERKIER, FFIRESTES grep-detr1(l) AJRURS &
BEA AN FRUAHS" ST E RN A BRI AR

"Contents-architecture” TTEKRINAHILR |, ot apt -file update” B , B EMNET 4 BERR. 2
H apt-file(l). (auto-apt fJ"Contents-architecture.gz’ t&R A Bt EFBAARNAE. )

2.5.5 APT HEIZEMRE

BT RIGEFITTER , lenny ZERAPT TRESCEAMELENRIMELENHFE/var/1ib/apt/extended_st
&+, APT & REMFER BEIR M TEEREE.

2.5.6 aptitude FHEXEEAIARE

BT BRSNS | aptitude S5 E S EAREEME MG/ var /1ib/aptitude/pkgstates’
o B R AEY aptitude (.

2.5.7 EREHNEHEBENAHMEIA
FTEIEIR APT ¥ St e S B AL BB (1215 /var /cache/apt/archives™® , HEICMHIEHk.

aptitude WIS EMREUIE R EIRKERE , BEFMFE"Options” —~ "Preferences” TFGE , WA NEBREMREE ,
"Actions” FfJ'Clean package cache” zk’Clean obsolete files” KHITiHHIEIE,

2.5.8 Debian B BIELTE

Debian SIS AERBHIE B TBAEHE.

asmAl 1 HFBAE
—EFEREE, (JFFE deb) package-name_upstream-version-debian.revision_architec
‘A = = — \; [_,,El,g . . . . .
(Fgl;\ﬁdjgﬁ)n) installer (1T {u/ H#HE R package-name_upstream-version-debian.revision_architec
FIRHEEAE R (LFIRIaS) package-name_upstream-version-debian.revision.orig.tar
1.0 [RIGAEEFE4 (Debian %5&) package-name_upstream-version-debian.revision.diff.gz
: = LTl i
% ?Dégi::rt lajtzé;ﬁT BILR) RIS package-name_upstream-version-debian.revision.debian. t:
- RIGTREREE R (GREH) package-name_upstream-version-debian.revision.dsc

Table 2.15; Debian Er32 G & FB45HE
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AREILIF ATRKFT (ERIFRRR) FIEIARE
package-name [a-z0-9][-a-z0-9.+]+ hE
epoch: [0-9]+: Bp:
upstream-version [-a-zZA-Z0-9.+: ]+ JREE
debian.revision [a-zA-Z0-9.+~]+ E

Table 2.16: Debian #8614 FE~H&—E T MERRFIT

2N
EEENR T ERNFRGREER. EZRNAHSE dpkg-source(l).

E
RO LB dpkg(l) IREMTES T EREEM IR A, #/20., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $?".

*

debian-installer (d-i) £/ udeb {EAE K _EMHKRIBEANRIES , TMIFLIEK deb, —{E udeb HIZEREK deb
REIGBPZIEE T —ERBERNS (B4 |, RMEETHRR IR REREAERKWEK. deb # udeb #iE
AEHEMERRIGBLERE. URRMN.

2.5.9 dpkg1E4S

dpkg(1) & Debian s EEEPRKEN TR, BIFFERK , WA/IVMER.
ERE L & package_name’(EESENF , dpkg BB TIIRIEFREE.
1. f#40 deb £ (¥R ar -x)
2. {# debconf(l) B\iT‘package_name.preinst”
3. MEIEARERART (FER tar -X)
4. {3 debconf(1) BT package_name.postinst”
debconf ZALIRMHEHEE 118N #1 LION (F 8) HIBMIEEMW(FRELE.

“status”tER ML FIAN dpkg(l). “dselect update’fl“apt-get -u dselect-upgrade”%T B FF.
HFYREEFE4 grep-detr(1) IfA¥E “status”M“available’ T AR AL EIAS,

R
fedebian T ReARIRIE T, udpkg 154 FTABARL udeb #ESE , udpkg 1542 dpkg T5LH—EXSERRA.

2.5.10 update-alternatives 54

Debian A#i{f A update-alternatives(l) ;EFEABITUAZ TEMLTRZBEENEN. FI20 , NRFAFRE
T vim 0 nvi #&EEE , RETRAE vi 5B EFEHAT vim,
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[ES N
/var/1ib/dpkg/info/package_name.copffsAEdE3E. (FRABTEHHN)
/var/1ib/dpkg/info/package_name. 1@'&@%?@?%5‘]@?’5@?%@5%%
/var/1ib/dpkg/info/package_name . mBRHMEIZ A% e FFE 2 () MD5 Mo 8
/var/1ib/dpkg/info/package_name . rEiB <o 2 BloITHRIER L Al 6 S5
/var/1ib/dpkg/info/package_name . joBBEmBE = 2 Z O THIEX 1L B TE i
/var/1ib/dpkg/info/package_name . jrivi EEI& 2 BIH THIE B Bie >0
/var/1ib/dpkg/info/package_name . oBGEMmSIE Z ZBITHRETEBTESTH
/var/1ib/dpkg/info/package_name.doffitglebcont A& e T ATESTE
/var/1ib/dpkg/alternatives/packadeupdaee -alternatives FESFERHRNEREN

Qlolololol 3~ 0

/var/1ib/dpkg/available FrASRE BRI o] FTEER
/var/1ib/dpkg/diversions dpkg(l) FFAREEZENEAN , F dpkg-divert(8) ;X E

45? BE - ]
/var/1lib/dpkg/statoverride Sé)kg(l){iﬂ%ﬂ*]if* RARERZHAN | 6 dpkg-statoverride(s)
/var/1ib/dpkg/status R RS
/var/1ib/dpkg/status-old “var/1ib/dpkg/status’fe=E—RKER
/var/backups/dpkg.status* F_REH , DAk var/1ib/dpkg/status™tEx £ ERNER

Table 2.17: dpkg B HEEER

$ 1s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian EIZ AL /etc/alternatives/” B4R 1E I8 R B 4L AT E IR E B IFFEFF{E " /var/1lib/dpkg/alter
B R mAAE FERE SR,

2.5.11 dpkg-statoverride 54

RE—EZAEEN , B dpkg-statoverride(8) Fa1R M) IRREMS R , BEFF dpkg(l) ¥ HERERARNEE
ﬁntF—HEE*] BFi%, MREAT"--update” BIA , WHERFAE , MZERSWLAIE AN EEMEN,

EE
@ i%%;gg\ﬁﬁﬁ chmod & chown 154 EER E AR AERNBEESTH# , HEETRKEBEAR
B, % .

ZISA"EIHZ{EH%T#:E BEE EHWATAR dpkg FTRIBRIHTIERAGYIS , BEEE , REF.
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2.5.12 dpkg-divert 5%

dpkg-divert(8) FEIR AMMER M , BIB(HE dpkg(l) MERARRIHTARME  MERKIIEBHNE.
dpkg-divert BHESEAMETRE NS, FEARAREE BFEMEMEES.

2.6 RIBRNARTKE

EPIT WERE RMEERAS , A EE B &R ERNERE B EREITIRENIEE.

NRETS
=

TERN—LHEARRSHNER. EHEHRETES |

2.6.1 FRIMKBEERHLIELKK

MRMFEB sudo dpkg -1 ..."BHTEK—(EAXEAINRGE , MALKEFTRENTERES , EEKEA/E
B REMRA.

RIEERRATERBNEISE , A APT Z4tak#E sudo dpkg -1 ...".
RI& , ERATIGSRECEMEH N RENRIZE.

# dpkg --configure -a

2.6.2 HEGBERREGER

Bt SR RESERR | BEZAE RUETIRMNEESR |, Eban APT ) "GPG error: ... invalid: BADSIG ...",

{RIEZIE® sudo rm -rf /var/lib/apt/* "RIBRFTEREAER , REEHER.(NRERT apt-cacher-ng,
RIBESIT sudo rm -rf /var/cache/apt-cacher-ng/* ",)

2.6.3 FARENERAEMR

MR—EXRE GUI BRXEERW LIFRATHRZZSAEE , MEZRRERENAMECEER (REEIN) i
%E‘]%aﬁﬂ%E«T’E%ﬁ@ﬂ‘]ﬁﬂ%%ﬁ%ﬁ?iﬂ?ﬁ%ﬁﬁ , MEEEERMFETEE. (ER—EITEN bug YHITEEER
SHRE.)

RTIKETERE | RIEZASIRAE B A AR RERE SR A B HRNE) GUI 72X, RA]REBRPIREERAABERN A MEZ &K
EHRECER. (A EPMEKIRT.)

2.6.4 AFHEEERMNAFREER

XHHREERGE AEIE AL , PEANER aptitude(8) 3k apt-get(l), fEMREEEAMKM , BHIRMRRERE , AGERAX
TEREKIEA. BRE 2.1.7).

YRS RAREERSER | ERREIEEFAL T A BERERGIR , (BRE 2.7.6) , HEHIRA RIS K
B, ARELBREMESRAOERT , R8I aptitude(8) 5t apt-get(l) REHKELA , dpky(1) EHEKLBME
B, HEE ST EEHR | WA SEFCAFENESR.
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EE
@ ERBE=AHROGERERNAGKE S , AAHIEBER root FF A HBITAE 15 SIBRESEHRN AL
TS, dpkg(1) FESRAPILMBERNEZTA.

TSR IBMIR SRS AT BRNERE R |, old-package , FKAFRIE FASERIRIERTE,
$ sudo dpkg -P old-package

2.6.5 BEIEERNIHEAIESHE

EUHEAIESET N —EESERELRREEHR , FHOBIARRERMEY , it AR 2R EMNT
7, WEBMARENHIEA. E—ARESET MRS ST HHEERE | 2RI RAT T aEMRr e
B, IEELME , HEREHERT.

Kt package_name”RIERISBIESIERHIE , RIEZIGIR T 5 IRNEISBIESS.
» "/var/lib/dpkg/info/package_name.preinst”

» "/var/lib/dpkg/info/package_name.postinst”

e "/var/lib/dpkg/info/package_name.prerm”

» "/var/lib/dpkg/info/package_name.postrm’

FRATIIMATE , PA root AwEEEIRAIEAEMTES S,
o FEATEAIE # ] AR ERTT
o FEHSEATHITREIE | | true’ AT RAsashkIE{ERTh

&, IRIRE 2.6,

2.6.6 {FM dpkg f54EITRUR

H# dpkg BIFF KENGKEA LA , I FERMERER TEITLE , SINBENB ARG R IR AHERER. #K
HRE foo RIBMIRIRT , YHFE T,

KA AFEER RS BLIRER B 8% :*/var/cache/apt/archives/"hIKEIER) foo LASEAE bug lRAS. (ANRIKAZ
RAT DA FESRE https://snapshot.debian.org/ FTFHE , Bt ARG AIRINBENKESTHERE.)

MRIFBEFIRSENRAR , RATUBIB T IFESRTEE.
# dpkg -i /path/to/foo_old _version_arch.deb

N
MRIFERIRRB | RWATAMERESEN APT AR BERS , MEEH 2.7.10 PEAOAE.

WRFHARIERERRE) , REZSEHEARREIE.

1. {#13 Debian THERR BRI MBI R L.
2. SRR L EUEREIARGHEE / target’,



https://snapshot.debian.org/
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3. BB TIHESRRERAK foo KISE,

# dpkg --root /target -i /path/to/foo_old version_arch.deb

B RERR LR dpkg TR EIRR | -AIEKETUBIT.

N
fEATERRERE . live GNU/Linux CD, 7] (B USB BRENTRANIK R BN LA B —RGRENHK GNU/Linux R&Z T AXAIA
W AR ARIR I R

REAFMREFEE , MERERARRRERIEE , YW EREMMARBM , 7R U6EA dpkg - -ignore-depends” - -1
AMHERIARBAURE, WRFEBMT , QBIRWVERES B EKERR. ELMEHS R dpkg(8).

)
WRIFKARBEERIRT , REZE AR TEEHRD AR (BRE 10.2) IET-RLFNREK. &
RIS B RBIFHIIE.

2.6.7 MEHIRBEFEEN

wR“/var/1lib/dpkg/status’FAaX@RELIRSER , Debian AR S ERTIEAEFERNUZINEELE. S
{ijd“/var/1lib/dpkg/status-old”sk“/var/backups/dpkg.status. *"FEMK“/var/1ib/dpkg/status’+g

E

#"/var/backups/"HE—EEBRAENEE —EFEE , RAEEBHEE THSLERNRGER.
HNBENIRE , RERBDRREENRE. MERX/var/"PRFEER , RIKETUE /usr/share/doc/”
Bk — Lo ERR S B REI TR R b

BEFRERN (£H) R

# mkdir -p /path/to/old/system

1B R E) /path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1s -1 >>~/1sl.txt

cd

sort lsi.txt | uniq | less

HHH K H K

REFARATUMRBHISBEABIETRET . (TReeF—LIrRIeaamE , flin texmf”,)

2.7 HiEAEERIS

LR, £ bookworm Bh{R , FEIEEZEMIRYIRAIT | EAEITRRFE/etc/apt/sources. list” #3&
R

2.7.1 _EHEHRIEBNEH?

#ZE“/var/lib/dpkg/available’f1“/usr/share/doc/package_name/changelog” ¥t KsEE HE M L7
YRR SIS AEENEEZE R E—MEN—LER , BHEANER LEEKEAR. devscripts &igaH
# who -uploads(1) ] IMXz#5! Debian JREfs B ERR L{EE.
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2.7.2 [R&| APT N TEHIEE

NRAFAEBRE) APT T ERIATZE 800Kib/sec (=100KiB/sec) , RIEZE TEAKLE APT HIFIBECS L.
APT::Acquire::http::D1l-Limit "800";

2.7.3 BEFEAAATER

apt i AABET K cronFELSHE /etc/cron.daily/apt”, EXEBAE FEEkEEA, 7T %% unattended-upgrades
LA KGR IE (ETE RS |, [FE RSB ENTHRE L E,. ATRUBIB /etc/apt/apt . conf . d/02backup’fl“/etc/apt/apt.
B BRETEES , MHEIRAAAIA“/usr/share/doc/unattended-upgrades/README 1,

unattended-upgrades ®ESBERMH stable RGN TLEH. WREENFLIRE stable REHIER N
AREFRERZLETBENRLIRR , REZEEEREEEN , FAlsI 8T,

APT: :Periodic: :Update-Package-Lists "1";

APT: :Periodic: :Download-Upgradeable-Packages "1";

APT: :Periodic: :Unattended-Upgrade "1";

MRIFHATHIE testing Bk unstable R4 , (REZASEEEABTEN , AACEEEEEXBRAR. BE
fIIERRG testing Bk unstable 1HI T , {RATREREARE AT T EB IS BB B LB FHRARR] , HECESI#
nr,

APT: :Periodic: :Update-Package-Lists "1";

APT: :Periodic: :Download-Upgradeable-Packages "1";

APT: :Periodic: :Unattended-Upgrade "0";

2.7.4 FHHFMM@ELIE

stable-updates ("bookworm-updates” , £ bookworm-f££-stable ¥ @) 1 backports.debian.org #% 3 EIZ it
T stable hREBEEEH.

AT RERELERE , {REEM"/etc/apt/sources. list” FEREB A T HIRKERES X,

deb http://deb.debian.org/debian/ bookworm main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security bookworm-security main non-free-firmware <«
contrib non-free

deb http://deb.debian.org/debian/ bookworm-updates main non-free-firmware contrib non-free

deb http://deb.debian.org/debian/ bookworm-backports main non-free-firmware contrib non- «
free

W ARFEL"/etc/apt/preferences” ERFAAERE Pin-Priority . EFHNE RN , TARFABCRME T FE5EN

B GEREN 2.5.3).

o T RIS EHRILAERRTUEB bookworm-updates HEEEFHR | FEiLa,

« A bookworm-backports tERESTFEIREREHILEA €EIB bookworm-backports 1 EFHREIH
it a,

ERIBER bookworm-backports HEREFFERLE—EL I "package-name” FIEHE R KA EHRFER |, 1R

FEZAE BAZHE R EZ BIN—E“t" 281,

$ sudo apt-get install -t bookworm-backports package-name

4

AREA backports.debian.org IERER KA ST E, CREMERKEAKBER. BRABRATEER
2.1.11,

=



https://wiki.debian.org/StableUpdates
https://backports.debian.org
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2.7.5 SNERBEBIERE

O

Reefa{E k4 APT K {ff Debian AN EAERE , HEMAR RIIR , YILEHRERESKRK
N'/etc/apt/trusted.gpg.d/” B$%., 2R sources.list(5), apt-secure(8) #1 apt-key(8).

(3 T? i

=l
REEE/ VD, SN S BAERRIRA root FF AT HE, (RIEE REMTEHNMNIEREAERE, BARE
Z28H 2.1.11,

2.7.6 MEF apt-pinning HIRE ISR EEGEE

HE
@ RS REREST R ERIEQEALY Debian BARITIRFIXIEN , BT BAXIERERERSIRAEES A
46, 30 stable f security updates 1 stable-updates,

EHA—EST  EREERN testing KIRER | RIEBETE unstable BRI RIS BIRA.

ERRFEH/etc/apt/sources. list” B , {FzeME—H unstable” #TRRIELL,
#H4T aptitude update” ¥4

HiTaptitude install package-name” ¥§4,

IR R1R"/etc/apt/sources. list” #ER , £ 215 testing BT,
#{T'aptitude update” ¥4 .

Sﬂ:b.‘*’!\’!‘

FREBEFIAZE , IRNEEREIN"/etc/apt/preferences” X , ARFEIE( apt-pinning, {BEETIETA
EIEFE BRARM.

=

EERRSHERIRNER , A& Debian T\‘%EE{HK%EZFHWE@*H&E FTARIAZE B C KRR AR S MR
IR AR RRY , FATACSIE, (RIS MR B ER. EREERAN
BERRETLIRNIRME , RUASEREERE.

RARRIERET B BM—AERAIN T,

+ FTERBIKIE (Architecture: all) (IR EIRIGH.
- SO SRR ER
- WRERNIALE | BRI AR T
+ ZH#AHIEEE (non"Architecture: all’) B GTIMESIEN , CHRETERN.
- BRI (BIF Libc")
- B2 AERAE AR AR
- Wb ABI BORIZRHE
- C++ ABI HIABAYE



https://www.debian.org/security/
https://wiki.debian.org/StableUpdates
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/應用二進位接口
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)
AT FEREANTESEERR , —EHENEEEN TRt a TSI T RNFRELE,. RIBEEZ
RE ABI RS HREESE,

)z
RIEZ T AR S BUREAE A , #63F Debian FERERE _EMHKEALEE B—ERNEIE. REEEANER
FERAIYRE BT Debian RFEMBNLTERHERAR. (BRE 2.1.11).

2.7.7 {EFH apt-pinning FHEEE LR A

Ak

=K

Use of apt-pinning technique by a novice user is sure call for major troubles. You must avoid using this
technique except when you absolutely need it.

184" /etc/apt/preferences” 1£3X , APT RE(ERRATF B R EFRHN T BIRAMER RERE, EZBEF K
RE , 2 APT RERERBKERTIE. IAEASENERESS , I AEK /etc/apt/preferences” x|
Rt , —EREEREABTEMRNSEEEE , WIR5CA NotAutomatic , A HEE R,

EFZIN
hR A< =7 2 f bl ik 3R AU AT A4k E63% , 6 F2nF , "dpkg --compare-versions verl.1 gt verl.1~1; echo
$?" (&R dpkg(2)).

MREERRSIBERET TREAEE (B R 2.7.6), RATNEBFE"/etc/apt/preferences” ERIBEHT
BB AREERAWB R BEDRANEERE (0 apt_preferences(5) FHI/R) KB EILIE LR HRIRIE.
IE#0#8 4 apt-pinning.

&1/ apt-pinning ©4 K , A4 Debian NSRS Z MR | FTMRAAB CHERHAES M. apt-pinning
ETETIRARE , RETEREEAE.

TERE BRI Release 153 (2 A&7 2.5.3){#f apt_preferences(5) i1 BIJ. 74 Debian i& fI#%%E M Debian &
£EEE | apt-pinning R7E"suite” & T LE. (E2Z6F Ubuntu F4EERR].) 440 , #R1E"/etc/apt/preferences”
FEEREM , TRMERAPin: release a=unstable” , {BRAEFA"Pin: release a=sid".

& {# F33E Debian KFEREE4 apt-pinning l—F 08 |, IRIEZEEEMNARFET{EE. #4120 , Ubuntu 1 Debian
ENEERE—RZAN.

)
BM{EAREEIL"/etc/apt/preferences” 1R , A apt-pinning s5SHIER T , AR AEITHEREN RS
Tt (B2RE 2.6.6/F 2.7.6).

T 2RBHH apt-pinning AT HAREA.

] e EEEIRTE"/etc/apt/sources. list” f#EREMEES , APT AL/ v] BEkiE A RAEEE:E Pin-Priority {&
AW , (EATHRE LA AEERRA. 1R —EEELaH Pin-Priority A7 1000, S{EARAIR &2 R 6L F4& |, BB T 8%
AR ThEE (B REN 2.7.10).

H{EEIEMMK Pin-Priority {E27E"/etc/apt/preferences” #$E S Pin-Priority” {& B P E & E 2 F A E MR
f&.

EHEIRAERATE | SRR SFHRIASRE | HI40: "apt-get install -t testing some-package’



https://zh.wikipedia.org/wiki/應用二進位接口
http://deb.debian.org/debian/dists/
http://security.debian.org/debian-security/dists/
http://security.debian.org/debian-security/dists/
https://www.ubuntu.com/
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Pin-Priority apt-pinning HE AT ZE

1001 ZRZEER , {EE—ERRHIEERNTES

990 REBEETRIERENTARE

500 RERRERERNTRRRE

100 FA7A NotAutomatic # ButAutomaticUpgrades &= & RTERRE
100 ARE=EHEE

1 AL NotAutomatic fEXERTEERE

-1 RIEHIER , LA EEHRTE

Table 2.18: Fij4 apt-pinning HHTH{ETFEER Pin-Priority {E%13k.

NotAutomatic 1 ButAutomaticUpgrades 1% %2 FtE R (A 25 _LAE R B M Release IERKFEE , (B RE
2.5.3), A A NotAutomatic: yes” fI’ButAutomaticUpgrades: yes”. M NotAutomatic &3t 2HtER
EE{AI AR 25 L AOA% 2 /B4R 14 Release R HERE , (ER A A "NotAutomatic: yes”.

RERSIERIFARERILEH apt-pinning 1R ] AUBE apt -cache policy package” $§4HAR.

"Package pin:” BAZAMIT , FIE TEBEBIRAK pin , 20K package MEAR pin E4EXE &, Hl40, "Package
pin: 0.190".

« /RF"Package pin:” RI{TFETE , ARIRE package MEIKT .
£ package #EAR) Pin-Priority B3 EFTB AT ERAE | bkan , "0.181 700"
0" BIVEMBMATERNAE , NFRIRE package MHEKIER. HI20, "0.181 0"

FE3RE (f£7/etc/apt/preferences” tEX/EA Package: *” xE#s) i Pin-Priority {8 , FITETBERERISHNA
&, 520 , "100 http://deb.debian.org/debian/ bookworm-backports/main Packages”.

2.7.8 [RIL#HEEREHE BN

< : > A
= H
Use of apt-pinning technique by a novice user is sure call for major troubles. You must avoid using this
technique except when you absolutely need it.

MRAEZ S| MRS RIS | fRUJARI"/etc/apt/preferences” E S AERE SN ivN:SE s Zee e =)
ERAAMES L 15 LR RS .

Package: package-1

Pin: version *

Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.9 {FHA%H unstable BiZ MK testing hRA

< : ) g A
= H
Use of apt-pinning technique by a novice user is sure call for major troubles. You must avoid using this
technique except when you absolutely need it.
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TR —ERAT apt-pinning BATHIGIT , EEM testing KEFHR , BN unstable S ERBHH_LIFHRAER
BAENEEFR. RIEZIRINTFI/RIKTE"/etc/apt/sources. list” IERFIH A FEMERE.
deb http://deb.debian.org/debian/ testing main contrib non-free

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/debian-security testing-security main contrib

RAN T FT/RERE/etc/apt/preferences” X,

Package: *
Pin: release a=unstable
Pin-Priority: 100

ERELMFAR TR unstable R EH L package-name” SR EHEKBAE , (RAITHFR" -t EIA
(unstable B Pin-Priority B4 4 990) R B Z1TIRANTES .

$ sudo apt-get install -t unstable package-name

EMWFABCT , B\fT apt-get update”F1"apt-get dist-upgrade’(@i& aptitude safe-upgrade’fl"aptitude
full-upgrade”) 4, &1t testing IEREFE LR testing EREREMFHIEEI B unstable tERE
FHRABLAE unstable HEREFREREHIER.

( ) EE
INDARERFER"/etc/apt/sources. list” fEXF K testing” #ERE, MRERFIRA testing” ,
APT A& {F AE MMM unstable HEREFREEE

I

KEE e bRIRER , EL:HEis /etc/apt/sources. list” #§E P unstable” 15 ECs%. ERATH
ABEIE"/etc/apt/sources. list” FERFP IR L ECERM & A FHR AR HESR RIBFHLA L T AFLEtE unstable 1%
RESDRENEILMER unstable FHR.

G N

i R/etc/apt/preferences” #% £ H"Pin-Priority: 17 # {X T’Pin-Priority:100”, BJ
{#"/etc/apt/sources. list” f£ X F ) testing” 5C5% ¥ M%7 , Pin-Priority {4 100 B2 &g a
HWAEEIE unstable FEREFHR.

WRIRFHE B BNIRAE unstable EELAFIKNEREE , MARRKSAFERYIAWEIA -t unstable” , fRAERE
3"/etc/apt/preferences” R , WAEZFERTABNE FHEMAZIEHIKSIH FrA ALK E A,

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

N B A IS ERNEIEALE Pin-Priority (B, 140 , AT {FARHK unstable BIZESChR"Debian Reference” , /R
fEZ1E"/etc/apt/preferences” #2RFBAUTIEER.

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700
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N
BME{R{ERINE stable tER/E , apt-pinning BHMNAREBRHN. RIFELARTHIALES , # unstable FERERE
MXHE—ERRLN.

2.7.10 {FH%H experimental #FEAK unstable A&

< : > A A
= A
Use of apt-pinning technique by a novice user is sure call for major troubles. You must avoid using this
technique except when you absolutely need it.

E2F A apt-pinning 5 —ERE) , FZRFIFEFEA unstable Ji , BEAET experimental IR, FZIRAIAR%E
R LFEMMEISE. FERBETE /etc/apt/sources. list” ERPHFIFRNT:
deb http://deb.debian.org/debian/ unstable main contrib non-free

deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

At experimental B2 JEEE) (NotAutomatic) (IR (2 RE 2.5.3) , HFARA Pin-Priority {E#ELE % 1 (<<100)

. WAREELE"/etc/apt/preferences” #EEFELE Pin-Priority {H , REEIEFE experimental IR , [RIEREE
E T REHFEENFR R E T EERiE .

2.7.11 ZE[ER

=K
Use of apt-pinning technique by a novice user is sure call for major troubles. You must avoid using this
technique except when you absolutely need it.

HE

® (%4 1 Debian %5t EAWE AR . (ZEREZSREBRETFTEMN—HoLIE, BEISREREE
gﬁ%g&&?ﬁ;&iﬁi"ltlfﬁgﬂxﬁﬁo HREZAS , REEERERMEBENDTAEEEZER  WETHIAE
/ﬁ? —ﬂill ﬁE‘]/ \%ﬁ.o

R UB B ISR IZ R AR TSR ERRZERERE (2R 2.7.7) , #MERBNAZKE. THE —=EWHS
HATE , AU Z TR dpkg -1 broken-package_old-version.deb’$54 (2REl 2.6.6).

#]"/etc/apt/sources. List"HEEF G N HEABREM unstable 1T,

deb http://deb.debian.org/debian/ sid main contrib non-free

FERATERATERE , #MBAER testing,

deb http://deb.debian.org/debian/ trixie main contrib non-free

RN T FT/RERAE/etc/apt/preferences” X,

Package: *
Pin: release a=testing
Pin-Priority: 1010
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HfTapt-get update; apt-get dist-upgrade’{EE{EARLNERILMIAHIIELR.
EREERIE , Ba“/etc/apt/preferences” E{EEANIESR,

N

BER—EFAIE, B (REERK ) EURESHMKIEE , KBMKBEE, RUEREF RN E— L
EK@?&%&EK’#&Q BEEFRIEE Linux #0, BAFEI, udev, PAM, APT AR ARBIRERBS B LK EFIARRER

Ko

2.7.12 equivs #iE4

ARIRGE R 3arEARE T —EFEAR A Debian RISE , RIFHEHA—EERIERZAM Debian #ISE (*.deb) YfE

FRFLATERE.

A RARIESRAE Rn R — R RIS ERRE] /usr/local”, RAJRERR(EM equivs 1ERRELEREIME K

HIE RS BIAKH,

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn't, you can work around bugs in other packages' dependencies.
(Please do still file such bugs, though.)

2.7.13 #ZHE—{EEILEE stable A4t

REETS
T

HRARER , FEARTEEMRIBEEEATIE , MARTERISIMFLEHE,

HIERN THRK) stable R4 , (EAIFKIEAADITIRIETENEE — AT ARNHNEE. B IR RE AR

RS KETHIEATE.
1£ stable &#if{“/etc/apt/sources. list &R I TIEE.

deb-src http://deb.debian.org/debian unstable main contrib non-free

R R ek E AT RS B T HIRERE .

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

# e HHHEH
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MR TEMERIE , TR backport fRIER§Em A+ B —L T B idskig 4 , 420 dpkg #1 debhelper,
ﬁ T—FEUTEVQ
$ dch -i

EHEESBIRA | $lan7E debian/change log i in—1{E&"+bp1”
BT HBPKEEZTRE AT EMRERRRT.

$ debuild
$cd ..
# debi foo*.changes

2.7.14 FT4 APT ORI ARER

[ A0 5 %48 Debian t5RENFEEIREFEMBKIER , EFEETZ LAN LRARGR , & APT SE— B4
RIBFARSEEFEE. APT FTRUEBFRECHKERER web ( http ) IR ARRS 1§'Jilﬂ squid (2R& 6.5) , A&
2R apt.conf(5) fMl“/usr/share/doc/apt/examples/configure-index.gz", RIFEEH ‘Shttp_proxy &
B /etc/apt/apt . confiERPEE EHAIRME RS,

EHEA—L Debian FERXEMNZBNRIETR, REZEFERACMZEHEE BTS,

7% TE XN | FRER

approx V:0, 1.0 7124 | TREX Debian fERERENRIZMAME (CAm=m) OCaml 725\)
apt-cacher V0, I:0 266 7 Debian EXFEEEMFIAISIER ETRIVAIE (Perl F2xX)
apt-cacher-ng V4, 1.4 1816 | HERESRRENIE (C++ iRi=pFEzN)

Table 2.19: Debian f5RERZEHARIETA

/EE
& Debian B CHIEREAER  ELERANAETAGERERROMALEEERENS |, WAstE—R
H%F'HEJWE/H%FH S—AHE , B web (http) RIFARZFFREN B FA B EE ISR,

2.7.15 FZEIREAEBEIERIA

RATAGE TSR R BE B EIENE 2 &l

s RIS EEIENERS -
- aptitude(8), dpkg(l), tasksel(8), apt(8), apt-get(8),apt-config(8), apt-secure(8), sources.list(),
apt.conf(5), and apt_preferences(b);
- g apt-doc #iZEM“/usr/share/doc/apt-doc/guide. html/index.htm1"#1“/usr/share/doc/apt-doc
- kB8 aptitude-doc-en Ei&aK“/usr/share/doc/aptitude/html/en/index.html”,
« Debian t%3EME 7 EAH3C 4
— "Debian Policy Manual Chapter 2 - The Debian Archive” ,
— "Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive” ,
— "The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,
« # Debian {£ &8 —1{E Debian BESARIHE

- “Debian AEHTER".,



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
https://tracker.debian.org/pkg/approx
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
https://tracker.debian.org/pkg/apt-cacher
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
https://tracker.debian.org/pkg/apt-cacher-ng
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

A

ERZREIE , HMEEIMEE Debian RGN ZXBMAR A NZHEN, BEERIMEIER RGO ENX
fE  EELMHEE MRS BARRER LAEER.

TR Debian ZAVIANMNEEMIA, HiA Debian RAENEIRE , BREZ2EF N4,
« Debian Linux #% U3t 2#Fi4 Debian #Z%OMEEEAKIR.

* bootup(7) M4BT £ systemd HALRENRFZ. (IR Debian)

 boot(7) M4BT £ UNIX System V Release 4 (IRZEENRFE. (BhRMA Debian)

3.1 ZENAFEMLA

TIRGH - EEHERREMERUTRNELRS (0S) DB , BEAFREMREISEIBE,
BRBRE, , PEG R REREEAGTRIRSMAT PC FEL,
PRIETBTHR R — BRI, SRS RIS T — AR

e B 3.1.1
o B 3.1.2
« &1 3.1.3
« & 3.14

B, BURETIEREWMREC, than , frim:E 7 8Ozt , BIRTBE BkIBK /R Debian ZAEMLSER. HIL , 7
AEE R BT , FRE BT ARNIER EmL.

3.1.1 SE—f&EY - UEFI

Unified Extensible Firmware Interface (UEFI) 4 — AR EH#IIEN T T T BMENIEHZSE4A UEFI REBH—E5.
E—EFTEMEIRER , MEN BN ERENIRIENE —PEEL , EMEREBECEY ENBEECERRTE , PITHENE
¥ ARG EHNERTEERATI D (BE 251 EHBAER). MEECEBEIRSHHTE NVRAM |, E8EIEFERMEXE
AU NS EE AT DHIRE R AR RIS,

EFI system partition (ESP) EFI RN EE 2 —EEBHERENEWE , 5T EHMERKEMR UEFI RE. E5TEH

BRUEIRRS , B UEFI #IBEKaNM , BT UEF ERRXMELERARROITIIREMNIER , BFEXRGMNS
BENTEX, (B2 PC R4 , HF1E MBR 2 BIOS aJARRAE.)



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 SETFEER : S|HUMEARFF

SPEB TR RRENBFEMEE FRER , B UEFI j@). IS8R ARG ORRGA initrd BRGER TGRS
EHEATARE. inird BURZRERAGRG | HSUEREARBIRATERK S EHATEN.

Debian RZ&EIEE A Linux 2 OMEATERK ARG A% 0. ERIH 5. Linux #Z%/08) initrd BYERAT_ER initramfs (4]
1A RAM FER R4 UK.

BHAL S EHNEAMGCERIAFE,

i wrE ok e | AT g
grub-efi-amd64 1:339 184 i SE;B M;ﬁiﬁ'ﬁ%ﬁfﬁ%ﬁﬁﬁw
grub-pc V21, 1:634 | 557 | %4 HGERUB #2 m:;ﬁff”gﬁ%?ﬁw
grub-rescue-pc V.0, I:0 6625 | i H(}RUB #2 g%gg;ﬂ%\%ﬁ? H(ﬁpﬂgﬁ/yg: (?r%g?ﬁfzg
syslinux V:3, 1:36 344 | XIE Isolinux E%Eglgcog%o fERA%. 31E CD
syslinux Vi3, 1:36 | 344 | XiE Syslinux g{gg%&%ﬁlﬁ EZH (FAT)
loadlin V:0, 1:0 20 YiE Loadlin g%@%ﬁé FreeDOS &% MSDOS F7X
mbr V:0, I:4 47 A& Equi'\I/I'IE;lgton g?%%ﬁﬁgias_gz\oéMBR GEES NN
Table 3.1: 5| 2 MEFFLFF%K
o

1%1ilﬂ/x7ﬁié grub-rescue-pc #IEAFHIGRMEL KK A5 EBER (ESMK. CD ) |, Fbsr

SIEHATER, BMERRE LIRBIER TSI SHBARER , 5 SRR ERNAR.

¥4 UEFI 2%t , GRUB2 B 4B ESP A2 | (" /boot/efi/EFI/debian/grub.cfg’ 8@ search.fs_uuid
FERER) UUID XRAEE GRUB2 EERLEFEZR"/boot/grub/grub. cfg” FiERINEIE.,

GRUB2 EHEICERRNBIRNNBLIS

menuentry 'Debian GNU/Linux' ... {
load_video
insmod gzio
insmod part_gpt
insmod ext2
search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebhedbl
echo 'Loading Linux 5.10.0-6-amd64 ...'
linux /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al4c-071208ebed4bl «+
ro quiet
echo 'Loading initial ramdisk ...
initrd /boot/initrd.img-5.10.0-6-amd64

}

HIREF 0 /boot/grub/grub.cfg , EEEEKBENERNT.

R
BEIBMIfR"/boot/grub/grub.cfg” #EEMK quiet , RAEFAMRAAZORENEHEEM. AEKEBEHR , FHiw
#g"/etc/default/grub” %EEF]”GRUB_CMDLINE_LINUX_DEFAULT—"qu1et"” 1T,



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
https://tracker.debian.org/pkg/grub-efi-amd64
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
https://tracker.debian.org/pkg/grub-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
https://tracker.debian.org/pkg/grub-rescue-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
https://tracker.debian.org/pkg/loadlin
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
https://tracker.debian.org/pkg/mbr
https://www.chiark.greenend.org.uk/~neilt/
https://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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ARAE =l
GRUB2 fEZHE N\ gzio, part_gpt, ext2
sz N 3 UUID=fe3el1db5-6454-46d6-al4c-071208ebe4bl F55E
DR ERERAERIER AP RERE /boot/vmlinuz-5.10.0-6-amd64
N "root=UUID=fe3eldb5-6454-46d6-al4c-071208ebedbl
1% AEIZ O RAENS | 81 ro quiet’
initrd B ERERER AL FHERE /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg {5E _ FEHMEBKRE S

N
BBERE L /etc/default/grub’f] GRUB_BACKGROUND E#IEM B BRIER , RBIEEBRERZEAFHRA
“/boot/grub/”, {REEFAE R GRUB HIERENRS

2R “info grub”f grub-install(8).

3.1.3 FE=[F%EL : 4K Debian &4

MR Debian RGREZENRFEN B =IEEL , RSIEMEREFEE)., ©RECERTETRARLOMRERAR. 52
BN — {8 AT R AERPREL.

pad
“B{R Debian A& B EEBAINMHRE , AREAEPHAZERENE=EIER., EEALETE B initrd 3¢
initramfs &%, sCIEREF AN RLTE Debian REFEFFFEA.

/init BRAZCERTHRER ARG LBITRE—ERN. EERNEERE TR OAN , WICITHERLET
—P&ER . XK{R Debian RGRLSIEE 5| FIRAE 2 BIFTHEAZ OARAR SR AU B LA EARIER RS | (S EREEMERE.

o AR initramfs £ initramfs-tools 3L , AI"/init” 22 —1@ shell 541552,

- BB ORI break=1init” FEENB R, K] APRNSEE EENRFZLUELS root shell, BZHEIMGEAFS R
/init*fiA, JE{E shell IIZE RIAF , (RATER CRIPHAGERAERE.
- 4R Debian A&+ ] BHTESEFEIBHK , BEEXEZEH—ERR busybox(1) #) GNU TEfZ{H.

« PNR initramfs £ dracut B3 , J7/init” BXE—E ZE& A% systemd F2xX,
- A Debian A&+ A] HRI64 2 —EFEEIAK systemd(1) IRIE,

D,

EBE—EREMRER RS LR, @8 mount $8SFERM -n EIA,

3.1.4 SEPUFRE: : 38 Debian &%

% M Debian RME ZBNMAZMEEPURSEL , IR Debian RGZKE, H AR Debian R ML OIEIIRIE FAEAELT,
RFER AR LRI B MR RER AL L.

init R B AZLBITHE —EFRF (PID=1) , EXBHEKERFUTEESIERFE, nit EFHTFERKEE
/usr/sbin/init*, {BAIEB % VEENSEEN |, IR0 init=/path/to/init_program”,

7£ Debian 8 jessie (2015 FEfH) IR4AsE , "/usr/sbin/init” 2—{@Z%)"/1ib/systemd/systemd” K&RFaEELL,



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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N

RABT BERE RN init 35S MER ps --pid 1 -FasdHER.

EIGE] AT XN | ERER
systemd V:860, 1966 | 11168 | R EHH = &M init(8) B A1Ti: (A] &1k sysvinit)
cloud-init V:3, 1:5 2870 | EEBIEERVBTES
systemd-sysv V:832, 1:964 | 80 systemd EABIBLARE sysvinit KFEFMNFERELS
init-system-helpe(ssag 1974 | 130 | #£ sysvinit F1 systemd > RIE/TERAE T A
initscripts V:33,1:133 | 198 AR AR A G R4
sysvinit-core V4, 1.5 361 %8 System Vi init(8) TH
sysv-rc V66, :145 | 88 %8 System V FIEITAR G ST
sysvinit-utils | V:897,1:999 | 102 %5 System VRAIER L H (startpar(8), bootlogd(8), - )
Usb-base V:634,1:675 | 12 Linux fZZE5T &8 3.2 hRAQ init BIZATNEE
insserv V88, 1144 | 132 FIFH LSB init.d A KFEE RAR B ZEN SR TR
kexec-tools V1,16 316 FAt kexec(8) TR (EAEXEN) B kexec TH
systemd-bootcharft,, |., 131 | BAENRARSAE AT 25
mingetty V0, 1:2 36 ERESTHIER getty(d)
mgetty V:0, I:0 315 n] EEHRMEFN getty(8) B

Table 3.3: Debian A& ZEN T A3k
N

BRARENRAR MR MRFTEN , 762 R Debian 42 : BENRFEMEDER.

3.2 Systemd

3.2.1 Systemd #1414k,

& Debian ZR4ERNE) , /usr/sbin/init fF55E4EZIM /usr/lib/systemd fEA ¥R %FER (PID=1) fk&) , %
F2FFHE root (UID=0) i, &K systemd(l),

The systemd init process spawns processes in parallel based on the unit configuration files (see systemd. unit(5))
which are written in declarative style instead of SysV-like procedural style.

TRAEAOFE PR 45 A — B B2/ Linux control groups , ZEE TR 4 , EMBR—ERLEMK systemd BRLEHE (2R
cgroups FEF 4.7.5),

REAEE TR systemd. unit(5) # R "System Unit Search Path” E A, FEHTEIRE TIUBLHEIE -
« "/etc/systemd/system/*" EIR BRI MAKETTIESR

« "/run/systemd/system/*": SITREE TGS

* "/1ib/systemd/system/*": B{TIREIE A EIRRRRM AR ETTIER

PR E K HERHMZIE B Want s=", "Requires=", "Before=", "After=", - S35~ KA H , (B R systemd.unit(5)
#2"MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), BRIz #1124 €% (B R systemd. resource-contrc

RIBE TR EERNTERESEMMER



http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
https://tracker.debian.org/pkg/systemd
http://packages.debian.org/sid/cloud-init
http://qa.debian.org/popcon-graph.php?packages=cloud-init
https://tracker.debian.org/pkg/cloud-init
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
https://tracker.debian.org/pkg/systemd-sysv
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
https://tracker.debian.org/pkg/init-system-helpers
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
https://tracker.debian.org/pkg/initscripts
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
https://tracker.debian.org/pkg/sysvinit-core
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
https://tracker.debian.org/pkg/sysv-rc
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
https://tracker.debian.org/pkg/sysvinit-utils
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
https://tracker.debian.org/pkg/lsb-base
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
https://tracker.debian.org/pkg/insserv
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
https://tracker.debian.org/pkg/kexec-tools
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
https://tracker.debian.org/pkg/systemd-bootchart
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
https://tracker.debian.org/pkg/mingetty
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
https://tracker.debian.org/pkg/mgetty
https://wiki.debian.org/BootProcessSpeedup
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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* service #IAH systemd BT EHFEF. 2R systemd. service(5).

*.device A TE sysfs(5) #HEEA udev(7) HRERRIEE. 2R systemd.device(s).
*mount IR systemd FHIFME BRAER R GHIEZE. 27 systemd.mount(5).

*.automount IR systemd IFHIMEEXER R AEIHEZE. 27 systemd.automount(5).

* swap AR systemd ITHIFIENEM swap FERERE. 25K systemd. swap(5).

*.path #1A 4 systemd BITMIEEIE , ARERIKICHMIEEN. 2R systemd.path(5).

*.socket {#iA % systemd FHMEENEXT , BREREXRTFNIEE). 2R systemd. socket(5).
*timer #A % systemd #FHFEFRGHRES | ARERRAER. 2R systemd. timer(5).
 *slice BI% cgroups(7) WEIR, 2R systemd.slice(5).

« *.scope {F/ systemd MERHINERENWRIEYL , BUERE—RIRGFREF. 2R systemd.scope(5).
o *target ILHEE TR ERERE D40 , FEREINHZ | FEILRIZBEE, 257 systemd.target(5).

AETERENRF (D |, init) , systemd FEFF & EREN/ 1ib/systemd/system/default. target (&% £%|"graphical. te
HIFFSRELE ) B 5, — L5k target B2 I (2 R, systemd . special(7)), tkan"local-fs.target”.”swap.target”

A cryptsetup.target” @# 5| A\LUHEIERAS. 2% , HTE target Birh @iRIBE STKMEEIEMBLSIN . FEA0

185 , sABERE bootup(7),

systemd I2{EMEBHEBRITIBE. #£°/etc/init.d/rc[0123456S].d/[KS]name” ¥ MK SysV B HIEREFESHE
RGN ; telinit(8) SHERIRA systemd KIETTIEENEK.

=z
e

BROBITRR 2 ) 4 LEHFFRELEE TR multi-user. target’,

3.2.2 Systemd E )\

B—E{ERAEBEIR gdm3(8). sshd(8) %% A% Debian Z&#k,/1ib/systemd/system --user {EA{FAEREE
HRFEFRE) , WHRERERERE. 2R systemd(l).

systemd ¥IIAKFEFFRRETRERESR (B R systemd. unit(5)) KYATIREFREFF , BEBETREERERAESEHEA
KER , REZA1H0%E SysV BN ELE TR EERN THRN—RIFEEKEA (B R systemd-system. conf(5))
FRABEEE TR systemd. unit(5) #RF ) User Unit Search Path” E A\, FEZFBS BIRBTINBLMEIESF

« "~/.config/systemd/user/*": {FAEALEETTIEER

« "/etc/systemd/user/*" &R BB EREETIER

« "/run/systemd/user/*" {FREDITIRETTIER

« "/lib/systemd/user/*": {ThREXBS A BIR R RBEME AEE TR
BHRME 3.2.1 AEBNARNERE.

3.3 IR

EEHIE_ ERURRAZ OSERR AR , BESEIBERGE P RHE KPR ECE .

# dmesg -n3
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shaxAk nIME SEERAR R 2 78 A

0 KERN_EMERG R A H

1 KERN_ALERT 1T AW AHAIRIEREX
2 KERN_CRIT fEla i

3 KERN_ERR R

4 KERN_WARNING TEHHE

5 KERN_NOTICE T EEHEENEA

6 KERN_INFO Hilderr

7 KERN_DEBUG debug R AR EN

Table 3.4: % E:R4G RIZR
3.4 AHLHAE

1£ systemd T, O ALK ENEIE IR HFEMRT systemd-journald.service (X & journald) 3Kicé% , i
1£"/var/log/journal” FEANER —EMAHIER , SIRFE"/run/log/journal/” TR B AIHIER. 5L
F:iﬁﬁ%lJElE%ﬁ*%L , ATAEI® journalct (1) dn4AKahfE. Flan , /RO ABERIEERE —IREENARKBEE | IRT
7N

$ journalctl -b

e wmdRE

A THIRE7Z Y N

Eﬁ}iﬂ;ﬁﬂié RS ENFIAR AR RIS A% "journalctl -b --system’
?&ﬁ?@—ﬁﬂﬁﬁﬂﬁﬂﬁ%ﬁﬁﬁﬁﬁ%mﬂﬁ "journalctl -b --user”
_if?i?ﬁ{ﬁﬂﬂé—ﬁﬁﬁﬁf'aﬁﬂéﬂﬁ"%nit" T#H "journalctl -b -u $unit’

R — BB Sunit BT
st (tail -f =)

"journalctl -b -u $unit -f~

Table 3.5: #1EYH journalctl & HERSIER

1£ systemd T, R#HHKE TR rsyslogd(8) FfA#iEFRE. MRTETE , EEREFEHNITARERS X
MM H HEER (RETE systemd Z HITHRR A" /dev/log”) Y3 G RK KX M ASCH R4 BEE K.
"/etc/default/rsyslog” #1"/etc/rsyslog.conf” eI EH HEERMERERI R, 2R rsyslogd(8) #
rsyslog.conf(5) , LA AZ REF 9.3.2,

3.5 ARHpEH

systemd NME(EZHALAIAWL , B systemct (1) d54I2 (B AR AR G EIRIRIE.

B, LEAFFEASunit”, ATAE—EETSE (FE.service M .target 2#EK) , 3F , ERZERT , 1
ATRLRILACRI Z B EE T (shell KR 2B MEAF T ", "2", "[ 17, BBEA fomatch(3) , KILACH ATfECIERET
ETA ETTEE L TE).

LEIFRAZRENESHS | BEEBE B sudo” KEIE , AERSENRG SR,

"systemctl status $unit|$PID|$device” K {ERBERRMEL (o") KR ETTRE , EABF—RMME.
« BRK e FRR—E" NIFE) B EARNIFET HIKRE.

 ALB"e” FRIN"KAUERE “SHERTRRE,

© KRR e FURTEEN . "EMEAT BT IR,
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BRIE AR
FE A FERE LA R "systemctl list-units --type=help”
SEECIRIEF AT A target Bt "systemctl list-units --type=target”
S ECIEREF FTE service BT "systemctl list-units --type=service”
S ECTERS R FTE device BT "systemctl list-units --type=device”
SEECIEZF ATA mount EJg "systemctl list-units --type=mount”
FEECIERSF T A socket EiT "systemctl list-sockets”
FIEECIREEF TR timer BT "systemctl list-timers”
TR@E$unit’ "systemctl start $unit”
{Z1E"$unit” "systemctl stop $unit”

e SN Y N "systemctl reload $unit”
{FIEAEREI A Sunit” "systemctl restart $unit”
TEESunit Y ELEFAEREEN "systemctl isolate $unit”
HRE] B (BE/ mAR) "systemctl isolate graphical’
BN Z{ERAEZ (mLIRR) "systemctl isolate multi-user”
EIRT] X EFRAE®SIFEL) | "systemctl isolate rescue’
msunit” FERILANE "systemctl kill $unit”
#®BESunit” R ESEEEFN "systemctl is-active S$unit”
®WESunit” REBESERKN "systemctl is-failed $unit”
®E"$unit |$PID[device” KIARE "systemctl status $unit|$PID|$device”
TEEIRSunit [$job” IEME "systemctl show $unit[$job”
CERREKRASunit” "systemctl reset-failed $unit”
FE BT B o R AARGRTE "systemctl list-dependencies --all”
FERRAERG ERETTRER "systemctl list-unit-files”
B Sunit” GBI R EAE) "systemctl enable $unit”
FASuNit” (MRET R EAS) "systemctl disable $unit”
%égigg)%nlt (WIFRE1"/dev/null” &) "systemctl unmask $unit”

” CaraTRy A W ” o

Eg)%nlt CHINE"/dev/null” BT "systemctl mask $unit”
- EENFARRA target ZRAE "systemctl get-default”
X ETEER target ZA"graphical” (BJE&#%L) | "systemctl set-default graphical”
EAN==k43 " g n (AL
%%%Z%ﬁm target &'multi-user” (< "systemctl set-default multi-user”
HE L {EIRIE &8N "systemctl show-environment”
RERIEES variable” i{EA"value” | "systemctl set-environment variable=value”
BUBIRIES E variable” BERE "systemctl unset-environment variable”
EREIP) BRI =TT
(dazmon?;ﬁimm*ﬂéi_r“&ﬁ "systemctl daemon-reload”
B "systemctl poweroff”
BAPANER AR "systemctl reboot”
BhER% "systemctl suspend”
RIKARAR "systemctl hibernate”

Table 3.6: BV systemct 1 454 FERFIR
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3.6 HEA#RE®E

EHEE systemd THEFERNRZEGSIIR. HEEEAIE cgroups(7) ENMAREIK man FFE.

BRIE me R

R —EVIA TR T BRE R "systemd-analyze time”

S AT B E TV LR "systemd-analyze blame”

%!Z)\ 'Sunit” #qujﬁﬁ/ﬁljiﬁgi "systemd-analyze verify $unit”
Y THFARRE

"loginctl user-status”

FE% TRREL R & R B T IAEE B "loginctl session-status”

IREE cgroups HIERENBFE "systemd-cgls”

IREE cgroups HIERENIRFE "ps xawf -eo pid,user,cgroup,args”
IREE cgroups FIERENBFE ZEEL"/sys/fs/cgroup/” FNH] sysfs

Table 3.7: systemd THEZERITHLIIR

3.7 AHEE

3.71 FH4%

OMEER G . FERENRE R , BB systemd-hostnamed.service B ARGEMRE ARG RS |
%4 #177E"/etc/hostname”, J_ﬂEI#EEFJEZR’ﬂA%i}EE#% MARLFBIHL.

RESEPAT hostname(1) FESTTRFTENE ERTH TS .

3.7.2 1ERARL

FREFABMAER A HERIARTAE /ete/ Fstab” EEE , 28 fstab(s) F& 9.6.7.
MR AGWECEREE/etc/crypttab™, &R crypttab(5)
# RAID WEACE mdadm(8) X EFE"/etc/mdadm/mdadm.conf”. 28 mdadm.conf(5).

Ak
=R

%RE&@]E‘]H%TI% FEHET BIAERARBRIAE |, "/tmp”, "/var/lock”, #"/var /run” FHEREER @45

HY &

3.7.3 Mg HEAAWL

HiER systemd (IR Debian £HEAL , AN BT HMNERGETVEN : Lo AHEHEF E networking. servic
RIR  MEE/AEBIR‘NetworkManager . service iz,

2HE 5 RERERKRLECMNER.



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
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3.7.4 EALZBNK

ERGHIE AR "Debian Official Cloud Images” SAFMIES BB, HINERMARHIE , T4 IMRRS. 4

P SESIENI. SSH &, (BREFMZMEMMAAEN , TLMER cloud-init F netplan. io Sk EIEAtATIAE

ggﬁ@fg 2 ERIR . Al R SRR RIS T, BB YAML F0H
e FIE

B Z &M E "Cloud Computing with Debian and its descendants”, "Cloud-init documentation” f1& 5.4,

3.7.5 A% sshd fRIEHEMEAIF

FRTER RS , BB systemd BRENRIBFES |, 7€ network. target fiBhE , RSB (BRE 6) FARET
EF2fF (daemon) RAEh, "sshd” AZISh, FEBFBHAIRFE sshd” ER—EERUHBIT
B, FRARTRMNRBET.

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

B4 Unix IREBIREEEFRA (on-demand socket activation) Z#EH inetd (2k xinetd) B4R RIS HKIZME, 7£
systemd T, HHRITNEERESDIE B IGAN *.socket ] *.service BETRLERER KA.

sshd.socket AR EZ—EERENEET

[Unit]

Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes

[Install]
WantedBy=sockets.target

sshd@. service ¥#4 sshd.socket DLEZHIARIGIESE
[Unit]
Description=SSH Per-Connection Server

[Service]
ExecStart=-/usr/sbin/sshd -i
StandardInput=socket

RIBEFHA.

$ sudo systemctl daemon-reload

3.8 udev A%t

& Linux /(> 2.6 IRBALA , udev R R4t T BEMEREIIRMAVAUMES]. (2R udev(7)). ERROERSERENE
L, udev RN sysfs IRAGL (BRE 1.2.12) MERMEI—EEAZERFF , £/ modprobe(8) 72X (2R
1 3.9) MASHEE ISR UARAR, AR BB ERE.

N

WNRAAFLIER |, "/1ib/modules/kernel-version/modules.dep” /2B # depmod(8) IEH A A% , 4R 7]
BEA & udev RGIRAEMAXEN. BidT'depmod -a” KIBEE.

"/etc/fstab” FEEAHEIR A, R E MR NTEEFEM., 1REESEM UUID KMk E  RAE"/dev/sda” 2
&SR 258 9.6.3.



https://cloud.debian.org/images/cloud/
https://zh.wikipedia.org/wiki/YAML
https://wiki.debian.org/Cloud/
https://cloudinit.readthedocs.io/en/latest/index.html
https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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4 udev R —EIEEZUNEY) , IERHEIHEIT T Mt | EEERRATRIWER.

@ T %éﬁtﬁﬁ udev FHRAFEE) RUN (££ udev(7) 123) RIABITEER | LLAGRIBHTESME. BRI —EEE
i) systemd.service(5) #”’fjﬁ/%&/i&?ﬂ(%ﬁo 2 RE 10.2.3.2,

3.9 IMEARWIAW,

1818 modprobe(8) F2AIMEAMIIAZ MEAR |, EIKFIRES fE MEBFEFFIGRBCIEAEDITH) Linux 0. udev R4 (2
REN 3.8) BEMLEMIFIMRE B DA RIAL.

TERHEE ISR AR AR AR REERENMEAR , FEWTASEA , IBEMTE"/etc/modules” HEE{ESH (2 R modules(s)).

« TUN/TAP 4R3Z A EE#E Point-to-Point 48f& 4 & (TUN) FEE#EH Ethernet Z XABIRABHIE S E (TAP),
« netfilter 4% 48t netfilter [k f&BES (iptables(8), & 5.7),
« watchdog timer ERENtE4H .,

modprobe(8) F2T\KI4HREHE X 2% modprobe.conf(5) MERBAKAE"/etc/modprobes.d/” B3 F , (AR {RAB &
GEBHAF L OEAR , ZEIEEMEARL BRI /etc/modprobes.d/blacklist” #£XR#.)

"/1ib/modules/version/modules.dep” %X H depmod(8) F2R4AER, , BIEIR T modprobe(8) FER{F FARAEAR
AFEME.

)z
40 R AR TE BB IR AR B\ PSR , Bk modprobe(8) B HHIRAEAR IR A RIH, "depmod -a” ATABBE
H#'modules.dep” FARRISLEMIE.

modinfo(8) FEREE/R Linux #% (MEAH & .
Lsmod(8) X LUFERIMERR"/proc/modules” RINEG, BIZRERIAZ OB T HPLEAEAR

N

PREESIABHES IR AR _LIORERE, 2 RET 9.5.3.

(R IAE BB R B A FR TR TE A, 2R 9.5.4.
RA] A HianE iz D ASB MRS R R B N SR . %E”‘ 9.10.



https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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Chapter 4

e AH I TR

BERE (31E) FRERARGE , FRETLE  BASHEREE.

A
=0

PAM IFARCSER T REG SHIEIRINARSR. 1RIVAE —EEMIFIRUE CD , SERIL— BN boot Sy EIHE,
HTKERSR  FERERCTIBRENRRIL L SR,

4.1 _ﬂﬁm Uan n,ul;,_a_

—f&E4 Unix :825H PAM  (Pluggable Authentication Modules , Bl a[ 3 \ (RESEE4H) T pam_unix(8) #E4R421t,
TR 3 EEERRNT , HANGEBFER 2.

EES ki Bk 4H Bl

/etc/passwd -rW-r--r-- root root (B ) AR E
/etc/shadow “rW-r----- root shadow | ZE£INEMERAZIREEN
/etc/group -rW-r--r-- root root ZHEN

Table 4.1: pam_unix(8) {#FK 3 EEELAREIER
“/etc/passwdBE TIINA.

userl:x:1000:1000:Userl Name, ,, :/home/userl:/bin/bash
user2:x:1001:1001:User2 Name, ,, :/home/user2:/bin/bash

20 passwd(5) FATIR | EEERTH HIRKESIAEHRNT.

« BA%

- BRERARE

« BFERRERE ID
« B4R 1D

« {FRERTESGIRERAL



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- (EAERB
* ALERREAETE S HaES

“/etc/passwd 5 _IAG W AR RAFINEZNZNS, f£5| T /etc/shadow'?® ,

FALL G L SRR ALY

AR HER
(%) EERISRIRE
X IR RS TFE /etc/shadow”

Table 4.2: “/etc/passwd”sE _THKNA

“/etc/shadow B & FIIAEA.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$SELyErNf/aguDsm1iDehJIMS/:13261:0:99999:7: ::

20 shadow(5) FATIA , EEMERTH " HIRKESIAERNT.

« BNE

« BT (BAZAMK $1$"RARMEA MD5 I, " RNEEEN. )
RE—IREBUERSHESHE , oK) 1970 F 1 A 1 BiERMXH

* FOAFE BB IS SRR R BRbR

« EREWABYREBNREMR

o« HRRKWATMREL , EHIIRE RS S wEE

o BWREKRIEBMRRE , EMTSKE S WES

* BRATKWAFRH , R 1970 F 1 B 1 BiRMXE

“/etc/group”BE TIINE.

groupl:x:20:userl, user2

20 group(5) FATA |, BEMEETE "HIRMESIASRNT.
« AHATE

« MEENES (REWRIEFER)

- B4 ID
- FRHRRERERTESR

)i

“/etc/gshadow’&“/etc/group™2{it 7 Bl“/etc/shadow fBANKTHEE |, (B)8 BB FHh{E .
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7
#n 2R"auth optional pam_group.so” & 17 #1 3 %] T"/etc/pam.d/common-auth”, ¥ H
1£"/etc/security/group.conf” BT TERE , —EFERABNBEMLAR T AL ENRENIE, 2 R pam_ gl’OUp(S)-

7
base-passwd #EAME T —¥MEHZMLAKE 773X “/usr/share/doc/base-passwd/users-and-groups. ht

4.2 BIBWRIEAMEREE

THEHE—LEHIRFEMNERTES

ks IhEE

getent passwd user_name BIE ‘user_name”BMRIR Bl

getent shadow user_name BIEE & user_name” [EmBITRGR &l
getent group group_name B group_name HIZH E

passwd BIEMRSR 2

passwd -e AR ARITRSRRRE — I MER RS

chage B S H SEA B

Table 4.3: EIFIRSE ENHKTES

HA ) —LEThaE RBEM root (£ /. BISFERKMEZ R crypt(3).

x
EFRET PAM M NSS 1A% £ (#5120 Debian salsa #25) , AN “/etc/passwd”, “/etc/group”#l
“/etc/shadow ATAER R RHC A, LiRie SEME RN SIS FIKE R B R,

4.3 IFERE

ARG RERE—EIRIFGEM passwd(l) 1590 , RIEZEE—EFENS , ©R%H 6 2 8 A7 TR , HF
AETINRIE passwd(1) SEMEHEL ST KR —EHZEF T,

N
« BFO0E9
.« FERRISR

ESH:

EE%EPT REMTIERING, 1RSA. SOENS, EEWS, st £H. KEREREYNET. F
R, BERNTITFS (H121°12345 8 qwerty”) FEDEMERSAIRSE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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N

4.4

=R INERE

T

TEZE LR RN RS B T A,

G TATE D s IhRE
whois V:25, 1:251 387 mkpasswd Ef& crypt) EFTAERN AT
openssl V:841, 1:995 2111 ;222331 sHERIER% (OpenSSL). passwd(1ssl)

4.5 PAM F1 NSS

Table 4.4: &£ RFFEMK T A

IRRH0%E Unix &% (45120 Debian Z&4%k) 324 PAM (Pluggable Authentication Modules , 3 A\ZEREAE4H) #1 NSS
(Name Service Switch , BRERIEYIR) WHIGEAMAREIEE |, FhMIBEFARBEC KRR, EMRNRER IBHE

AT 2EEE.

« PAM 45 EFERERIR M T —(ERIENAEHMS) , RS RE) T BASERATHR.
« NSS 4t T —ERENLTBRBMS] , LR H C REEFER , 45120 1s(1) 1 1d(1) Btk VEREREN

AHATE.

PAM F1 NSS A& ARFFARL—2X.

PAM #1 NSS A&+ EERKEIEAMT.

/] mATE XN | EEA
Tibpam-modules | V:889,1:999 | 984 FARESE1540 (EIERT)
Libpam-Tdap V:0, I:6 249 755 LDAP /AN T EaE 240
Uibpam-cracklib |, . 117 | B cracklib SHE MG\ ZEAEAEAR
libpam-systemd | V:571,1:936 | 627 1t Togind ;I HERE EERIAAERERAL (PAM)
Libpam-doc 1.0 152 | FARERETRAE (html FISLFIXH)
1ibc6 V:917,1:.999 | 12988 | GNU C & : R 2B REYIR RGHREZE
glibc-doc I8 3503 | GNUC & : S8Em
glibc-doc-referengg 13841 | GNU C & : 2%£Ff , 4 info. pdf 1 html 4% (non-free)
Tibnss-mdns [:510 141 FATAREATAHTE DNS Z B NSS #5240
Tibnss- ldap I'5 265 NSS 1540 , FiiA#F LDAP EA—E& B RGN
73 y— ;
Libnss- ldapd 15 129 NSS &40 , FI{EF LDAP EA—E&BREN

(libnss-1ldap Bu#T fork)

Table 4.5: PAM #1 NSS R4 EEHE LA

+ libpam-doc #“The Linux-PAM System Administrators’ Guide” 2 #&fi# PAM FAECH NE 14,
» glibc-doc-reference Ff]“System Databases and Name Service Switch”2B8fi# NSS BRI EE 4.

)
/e

RAfPA{EF“aptitude search 'libpam-|libnss-'"$54 &R E L NHMEEEIEA,. NSS sEEM A pEZkE

“Network Security Service , 8L £ R#", BRI “Name Service Switch , ZFBRFETIL”,



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
https://tracker.debian.org/pkg/whois
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
https://tracker.debian.org/pkg/libpam-modules
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon-graph.php?packages=libpam-ldap
https://tracker.debian.org/pkg/libpam-ldap
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon-graph.php?packages=libpam-cracklib
https://tracker.debian.org/pkg/libpam-cracklib
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
https://tracker.debian.org/pkg/libpam-systemd
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
https://tracker.debian.org/pkg/libpam-doc
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
https://tracker.debian.org/pkg/libc6
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
https://tracker.debian.org/pkg/glibc-doc
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
https://tracker.debian.org/pkg/glibc-doc-reference
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
https://tracker.debian.org/pkg/libnss-mdns
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon-graph.php?packages=libnss-ldap
https://tracker.debian.org/pkg/libnss-ldap
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
https://tracker.debian.org/pkg/libnss-ldapd
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)d
PAM 2 A SERRI I IR S A RR TR BN RER 777X,

1£ systemd T, libpam-systemd &#EBHETELAREEEMEREN , BIBA logind 7£ systemd EHIAH R FE
HERE@EREIR., 28 systemd-1logind(8). logind.conf(5) #1 pam_systemd(8),

4.5.1 PAM Fl1 NSS 7ZEf4A8EFE S

THEE—L PAM 1 NSS R EELAAEIESR .

AHRERRR

Thie

/etc/pam.d/program_name

& program_name T2RaR £ PAM FHBC ; 20 pam(7) Al
pam.d(5)

/etc/nsswitch.conf

AEERBHEERE NSS HFHfic. 2R nsswitch.conf(5)

/etc/nologin

B8 pam_nologin(8) FBAHRHIEHEZA

/etc/securetty

BB pam_securetty(8) FHRE] root £2HY tty

/etc/security/access.conf

BB pam_access(8) FRAHEXE /7 BXPR 5

/etc/security/group.conf

B8 pam_group(8) AR E AR IFR 1

/etc/security/pam_env.conf

1838 pam_env(8) AR EIRIZ EE

/etc/environment

BRETHE readenv=1"Z2 K pam_env(8) IEARR T ZAIMAIRIR

/etc/default/locale

BEFEF “readenv=1 envfile=/etc/default/locale’Z
FK) pam_env(8) 1RAHRR ERE S IRIR{E (7£ Debian &%)

/etc/security/1limits.conf

BB pam_linits(8) fE4HERE EIRPRS] (ulimit, core ZFZF)

/etc/security/time.conf

818 pam_time(8) fRAHR K HSTRIR I

/etc/systemd/logind.conf

RE systemd BENEHEAALE (2R logind.conf(5)
systemd-logind.service(8))

PAM F1 NSS 77ERfKIAHRERE R

PRI IZAPR S 2 IEIB PAM 4840 pam_unix(8) 1 pam_cracklib(8) KEIRH. EFIILUEIB & B M S BHEITHRC.

N
PAM #R4REFE L EATE". s0”,

452 HANEFARGEE

BARNSEF ARG EHE ] UEAETAREEE B 57 0URaR (LDAP) FAIRZFETEE , (LMEBAHKEHEF LM
Unix F13FXR Unix 248, $$8 B S FEURRMIBIREIRZ OpenLDAP ¥,

LDAP {a]fR 255 Fi%A PAM #1 NSS ] libpam- ldap #1 libnss- ldap #8%40% Debian ZAGIRAIRE SR, TE
—SEWERRA LDAP (KRB FEABEMENRTE , Y B THNERAHEEZFHENR. mIEEEFE TRIE TN

=)o

« REBBIT—EFEI , FIANFESLH LDAP

23\ slapd(8) , F3EILEF M LDAP fAfR2S.

o RTE“/etc/pam.d/”BEEF K PAM ABREFERAE | {F A pam_ldap.so" & FE:%{E pam_unix. so’,
- Debian {§f“/etc/pam_ldap.conf’fE% libpam-ldap BI4HREFEXR ,“/etc/pam_ldap.secret’fEA&#1F

root THEHIFESR,

s {R{E“/etc/nsswitch.conf fEXH K% NSS FAEC , FH1dap” B TER{E (‘compat’zi‘file”’),



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://www.openldap.org/
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- Debian {#f3“/etc/libnss-ldap.conf’#E#% libnss- ldap fI4RREREZE,
« AT EBNTS , ROAHE Libpan-ldap £/ SLL (3K TLS) #4R.
« A7 HE(R LDAP ABIEBASH AR T REME | YRR Libpam- ldap f# /8 SLL (3 TLS) 4R,
« AT/ LDAP 48K E , RIERZTEAHIBAT nscd(8) FRIREV{EAT LDAP S 455,
2B/ libpam-doc #RigMIZ{HH pam_ldap.conf(5) FHHEHFI“/usr/share/doc/ libpam-doc/html/”, A
K glibc-doc #pgaigdtiK“info libc 'Name Service Switch'”,
Mt , MR UMEREEAARRTE A—EET RN AL,

« [A Windows Z## A& RAE AL,
- 1838 winbind 1 libpam_winbind #k#&azAR] Windows domain fRF.
- 25 winbindd(8) # Integrating MS Windows Networks with Samba,

« R ZMEE Unix RGEEERENL.

- JEI8 nis EEEEFE NIS (ZHIM YP) 5k NIS+,
- 28 The Linux NIS(YP)/NYS/NIS+ HOWTO,

45.3 “ZA{+F GNU su 1~371Z wheel 48"

EEAEEM“Iinfo su”JELP Richard M. Stallman iR —a&S. RIIEL : Debian ZEFEFHIHN su 5L FBT
PAM , EHEFE“/etc/pam.d/suF A T HF ‘pam_wheel.so"H{T1% , HEEFARHIIE wheel ARAI(ERE su I
root 4HMIBE

4.5.4 EigrERSRE Al

Tt libpam-cracklib #3Ea#RAEFAEHE B ARSI A1,

E—EHATH GNOME &%k , 1§ & %4 libpam-gnome-keyring , "/etc/pam.d/common-password” &2 3K
% -

# here are the per-package modules (the "Primary" block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass <«
yescrypt

# here's the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional" block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

— =1
4.6 LEPE

)
EEMNENA R ATLBRFRNRETR , BEHE—EIFHBLES.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
https://tldp.org/HOWTO/NIS-HOWTO/
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4.6.1 BEABIREELTS

ﬁymuﬁﬂ*]‘f%iﬁ@ﬂﬁi% , EEVEME R FRERERE. EREFEZNAN , BB ALK ERSHmANTE
B, WISReEED, RAEHBYTIELLARTS |, {$ A Transport Layer Security” (TLS) Z'E (IFTE, "Secure Sockets
Layer” (SSL) , BB MNEREBIEEMBERNNBEBRAEMNR S,

A RERRB % 1R ReHNRBE 1B

www (http) 80 https 443
smtp (EH) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: &2 MALELHKRIEIES R

MEIHFE CPU ], fEAY CPU BRMBRAER , FIUMNRFERAXFER , EEFERTLREBRME
W8 | LbanER - POP {# f”Authenticated Post Office Protocol” (APOP) , SMTP 1 IMAP {§ Fi"Challenge-Response
Authentication Mechanism MD5" (CRAM-MD5)., ({REQEN R i LJ_ZEB“%EE%J:{ I EREER) BR S ERE ER RS |, BT
ATIE FAFTHIRATIE 587 KABELHH SMTP 3B 25 EATTRUB S AE(F F CRAM-MDS5 BB EC I , A8rEie (ERia
FE 2538,

4.6.2 %% Shell

%4 Shell (SSH) B {F AL 2AE KR PR L 2MHE _ EMER T EEFEHZFRTLMNEEN. ER OpenSSH &
P, ssh(1), #1 OpenSSH B =5 RF2X (daemon) , sshd(8) AHAY.SSH {3 FIRERIEAFM: , ATA4E POP M1 X 2 %8
RARREHIRRIBIENEE | (FE AR ARR LR85,

&P UME RN T ARKRFZED - EREMOAE. RNRAE. EREERE. B5RE. EANMREE , T
BRI GEEEN. BRE 6.3

4.6.3 ABEAEKEESMNT 2

RP{E4R¥E0{T Secure Shell (SSH) # Point-to-point tunneling protocol (PPTP) ERMT LRI , EAEEAENR L , MRE
e ERBRRNIERNEEIREN. ERXERE (BRE 57), UM TANR2T A& , \TRARLES

LS mTE XN | FRER

. r ety S
knockd V0, 12 110 LJ;E;]CT(C()T) knock B=T:&42/r (daemon) knockd(1) F1%& Figp
fail2ban V:98, 1:1111 2126 | ZEFHEMRZEREEERM IP
libpam-shield V0, 1.0 115 EEFB NSRRI X ZEIESNA

Table 4.8: 1£{#t5E4M 2 AW LT AR

4.6.4 root FELSL

BBALEAPHER root SFTHEAEELIREOMES | (RBEA FEAIRIE.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
https://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
https://tracker.debian.org/pkg/knockd
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
https://tracker.debian.org/pkg/fail2ban
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
https://tracker.debian.org/pkg/libpam-shield
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o FHAESHERR AR FER

* $H{E UEFI/ BIOS KR L4 RIS BN B RLEN
* # GRUB HEhX &35 &%

* $H{E GRUB # ¥ | 25 I 4548

WRATREFRUEE | RIRTRAER THEMDSER | M B KES 8.

1. g EE|—ETAGRE UEFI/BIOS £ CD RIEN B,

2. FRZENEMEIRS (Debian BENHE, Knoppix CD, GRUB CD, ).
3. FERTIUHEARNEIE.

4. HREEAR BB/ etc/passwd” #E5 |, 1F root IRSHIGEREZRAT,

#38 grub-rescue-pc , BMEMBEINHRENWEN , 2R B4 GRUB REKE (BRE 3.1.2) WFAI# , £
RS |, (R N ERSEREMGEE,

1. FAZOSEEEN ARG RMBR—LEEN | bansk , "root=/dev/hdaé rw init=/bin/sh".
2. 4wiE"/etc/passwd” #ER , {F root IRSFIEBHNE_RAS.

FHH root shell IRFE AT ARBREAFELT .

yas

—B X AR root shell FEGFAI# |, e FEETANE , WAl IAER A A LT MRS, o, o] UEA

gﬁr% %ﬁ%}t:ﬁrailéfikﬁ%@m%ﬁﬁ&ﬁ@lﬂﬂibﬁiﬁﬁﬁ FRENZNE (B RE 9.5.11), WAKMRHKERLES , aT AR
B RGIEITHE,

755 LRI |, (EHRER_EREKIEMIRT REM-M dm-crypt M initramfs (B R 9.9) M root 53 FIil
(B/etc” HEWE) . BEHRARE  FEEFEEERMEBIAL.

47 HEMEDUS)

EEBERDEERFF IR S , R NAHE WhRHES).

E
Z2RE 9.4.16 KIRFIMONTLLEEEM (SAK) TEE.

4.7.1 FhfEIEHI%)5k (ACLS)

AFEHESIFIR ACL B7E6D 1.2.3 EEMFE L BT K —ERE,

ERREERES |, FREIBE|ACLITA ML , E—ERAMEAM USB #FRE BEMIEE]"/media/penguin/USBSTI
—{EZ @ {E A& penguin BEABIT :



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Secure_attention_key
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$ cd /media/penguin

$ 1ls -la

total 16

drwxr-x---+ 1 root root 16 Jan 17 22:55 .
drwxr-xr-x 1 root root 28 Sep 17 19:03 ..

drwxr-xr-x 1 penguin penguin 18 Jan 6 07:05 USBSTICK

12565 11 30"+ /IR ACL 7EfE . INRIZHE ACL , —EXEIB{EAE penguin FEZABESRIEARS L B NE |
# penguin AN7E root 41, RBESIRAN R TR AR ACL -

$ getfacl .
# file: .
# owner: root
# group: root
user::rwx
user:penguin:r-x
group::---
mask::r-x
other::---

B
e "user::rwx’, "group::---"F"other::---" MERALEFREE. AMEE AR,

* ACL "user:penguin:r-x" $YTEIBEM#E penguin H'r-x"FFaltE. SR 1s -la" JIHBHERNA.
« ACL "mask: :r-x" % L ERAE T #E.

B L &N E"POSIX Access Control Lists on Linux”, acl(5). getfacl(l) l setfacl,

4.7.2 sudo

sudo(8) FExUE & T —{E ARG EIE B 7] Ui {3 & SEBRAY root A AT HENERCS% root R BATRRETE. sudo J AFE—EY
TA{E FE M, i sudo BB IEIBERE /etc/sudoer s"HHIRIERKFE AT .2 R“/usr/share/doc/sudo/examp’
FE 1.1.12 FHFRAECTRBY.

K& sudo AIREFREARS (2RH 1.1.12) EATHIEEC TREMENEETA. TﬂﬂaﬂEAﬁﬁm AR
sudo & tk{# A root lFEﬁJﬁ#E%?%EBK F4F. 15111111 TFELS % some_file A B XA "my_name”,

$ sudo chown my_name some_file

Eﬁiﬁ@ﬂ%;gﬁﬁﬂﬁ root 4% (PbanB1T% 4 Debian MYEREFTIE) , (ET{ERBRFETAER su - c R T T4
A root # 4T,

4.7.3 PolicyKit

PolicyKit 2 7EXA Unix {EEE R IZHIRE RGBT T R —EER AR T

%g?ﬁ /C;UI BENEFER , FESETHRHE | REEASHEREFKHIT. Ef@EIA PolicyKit RAUFEFREF AN , PITE
HRIRME,

1 Debian Z#ieh , PolicyKit BR%] 7 R sudo ARO{E A HIREAIETERAE,
£ 8 polkit(8),



https://www.usenix.org/legacy/events/usenix03/tech/freenix03/full_papers/gruenbacher/gruenbacher.pdf
https://zh.wikipedia.org/wiki/PolicyKit
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4.7.4 [REI7EEF L AR5 um it R 75

HEAZZLME , BUENZEARBERER , E—EFNEE. ARREELHN. ENMEANRS , NEEEERE
EY R (daemon) B , B EBBsuper-server BT |, BEAARTL AR,

e, PhanER sshd(8), fE AE R PAM MFEUSH], 1B HFL AWK R HIFE —LE RIS IR FE.

« 4HREFEZR: "/etc/default/program_name”

« BRETERF (daemon) K Systemd fRIEETACE

* PAM (Pluggable Authentication Modules)

» super-server {§f"/etc/inetd.conf”

» TCP wrapper {§"/etc/hosts.deny” #1”/etc/hosts.allow”, tcpd(8)
e Sun RPC" {f§f] /etc/rpc.conf”

atd(8) " /etc/at.allow” #1"/etc/at .deny”
» crontab(l) " /etc/cron.allow” #1"/etc/cron.deny”

Network firewall E¢netfilter FEZ2

£ HE 3.5, & 4.51F& 5.7.

R
NFS FIEEER RPC FEx , FE/H Sun RPC %%,

ET YN
RIS HT Debian R4 BRIE , H 4" /etc/hosts.deny” ¥ 2 BF/E"ALL: PARANOID” T
JBRAOARIELD |, FBIEERT . (BRARINVAFEERITANMERNTERAR. )

4.7.5 Linux L445M

Linux %0243 RANSTIR B4 UNIX BIREIIR BT 2.
Linux 374& AL EMEN | MAEEMT B4HK UNIX Bt (2R xattr(7)).

Linux IS4 R AR AEMARBERISR O BIZIRNBMNETT , A capabilities(7) , BAEFAE MR AAEMA. 7%
2.2 A% 514 | Capabilities 2 — BB TAEEIL KB,

Linux Security Module (LSM) ReAEAAESR 2t T —EZ AHMRSAGEMS) , FFR RTEARN. a0

* AppArmor
 Security-Enhanced Linux (SELinux)
» Smack (Simplified Mandatory Access Control Kernel)

» Tomoyo Linux



https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
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BEBEAEGZMANENER LT B AL Unix ZEERRIE B NEAS , EZ root FENMBIRS]. BRIRERE
kernel.org £/ Linux &840 (LSM) HEZESC 4,

Linux B namespaces % 7 —{@ 2 # M R4 EIRE —E#MK NS | 28 R4EEIRIE namespace W¥ 725
AR, ¥ H namespace AEMBCHLBMERmHGIE. SHERF2BMHERNT RMHNRER  F—E
namespace R ER R , B2 ¥3EE—{E namespace WHERFAA K. #4%(> 5.6 AL , B 8 7 namespaces

(R namespaces(7), unshare(l), nsenter(1)),

7£ Debian 11 Bullseye (2021) 5, Debian {§ F unified cgroup hierarchy (%— cgroup JE4k 2248 ) (JrF84 cgroups-v2),
namespaces [&) cgroups —i2 K [REEE PIKARF , AT EIRIEHIMERRGIE

» Systemd, 28&7 3.2.1,

- BERE, BRE 7.7,

o Linux %% , bkan Docker. LXC, 28 & 9.11,

ELTRERRESERE 4.1 BN, ELSEEERIBY T ANMAHNEE.

il



https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://zh.wikipedia.org/wiki/List_of_Linux_containers
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC
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Chapter 5

AR e

E1 TN
B84 Debian ZBHAEAETFM , ;5= B Debian E1F B F 4944480,

EF N
systemdIRIZ F , A]RAAnetworkd RFHECAE4% . 7582 % systemd-networkd(8),

5.1 EAMPEEIEE

IR B EE— T IR Debian E3E RGP B A B LEHE,

5.1.1 FHL&MRIT

FH 2T, BRIt 2R NSS (&FARFEER Name Service Switch) #HI2RZIE. EEMBATHRIRIZAT.

1. "/etc/nsswitch.conf iR #E M " hosts: files dns”EERIRTE THELMRATIER.((£%"/etc/host .conf”
EEEN order” EERRBIHTNAEE

2. files AXNEALHITIY IR IMLZTE"/etc/hosts" IEREMEIR |, RIEHEHABRECILIRE ("/etc/host . con
R4 "multi on”)

3. dns AXHIFNY, NRIFHLZBBE"/etc/resolv.conf” IERE MBI ABIEAEILIR4 Z % Domain Name
System (DNS) #kZE! , RIESAAER SRS .

—ERTN T ERERFMEIRE TS |, FlaN"host_name” FERE AT FHRIA[EIRL. Bk , "/etc/hosts”
FRFGAT

127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
il localhost ip6-localhost ip6-loopback

ffe2::1 ip6-allnodes

ff02::2 ip6-allrouters



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
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;e E TE A | kAR anHA
network-manager |V43;%2 15542 | FAHC :: NM | NetworkManager (SFEI{THE) : BENISIRAMLE
”etwork'ma”ager'g:‘_’g‘fs'ﬁge' 5583 | FAC :: NM | NetworkManager (GNOME #iji)
- a0 ACE :: Netplan (EAZ=%): #i— B , E 5%/ HE]
netplan.io VLIS 319 NM+networkd NetworkManager #1 systemd- l;letworkd 1Bim
. V:608, FIEC o o & .
ifupdown 979 199 ifupdown RRZEENRARAME AT ET A (Debian 456)
isc-dhcp-client | V:217, AR K s
o8l 2875 | g DHCP & Fi
pppoeconf V:0, I5 186 gﬁ@ﬂ S| mmmE  DERME PPPOE i
wpasupplicant | /oo 3862 E’Em | WP R WPA2 B RUETIE (IEEE 802.11i)
wpagui Vo, I:11 774 Eﬁﬁﬂ H wpa_supplicant Qt BERE%E Fin
wireless-tools |V214749 292 ?ﬁﬁﬂ W BI% Linux EARERM IR
iw Vi34, 11475 | 302 @7@6 G| R Linux EREENTA
. V7 i i SR ABARTARS - ip(8),
iproute2 I:97326, 3606 :Jpﬂf)%tez g%ﬂe& IPv6 FIELABE AR A4 FEC : 1p(8),tc(8)
. V:31 .
iptables I:73189, 2414 ilﬂegicglter HABEMAELHEREIET A (Netfilter)
V:106, TR  HEBRAEEIESREETH (Neffilter)
nftables 1:701 182 Netfilter ({ip,ip6,arp,eb}tables K#E4EERE)
. : V:194, . MR ERRETR , BIBTHEAEIP ML
iputils-ping 1:997 122 R (iproute2)
iputils-arping | V:3,1:36 50 TR HEREEREERFE IR , HIBARPHIIE
iputils-tracepath,; 130 |47 | R EEW@HX&%;I}I%E‘]E%&
ethtool V95, 1:267 | 739 | AR Eﬁﬁ%ﬂi&#ﬁ%ﬁﬁﬂﬂ%&%
mtr-tiny V5, 1:46 156 g“ﬁ R EIEER NS COERME)
mtr Vi, 141 | 209 @H SR e CORRER GTK )
gnome-nettool | \V:0, 1:17 2492 gfu R | e nampsomnTA (GNOME)
nmap V:i25,1:199 | 4498 gf‘ G| RO (Nmap , )
tcpdump Vi17,1:175 | 1340 gf‘ CR | @A (Tepdump | R
wireshark 1:45 10417 g”ﬁ CE | e mar (Wireshark GTK)
tshark V:2, :25 400 g;ﬁ R BEIRENIT (E5E)
tcptrace V0, 1:2 401 g”ﬂ SR | RgE tepdump A BAE SRS S T
snort V:0, I:0 2203 gﬁ R FENAENREARL (Snort)
ntopng V0, I:11 15904 g;ﬁ R EEERE ST BRI E
- . WER - K | BINDEFEERENBR X Finie 7
dnsutils V:16, 1:280 276 & ns1lookup(8).nsupdate(8), dlg(8)
dlint V:0, I3 53 g"ﬁ SR | g R R A EDNSH A
dnstracer V:0, I:1 59 g;ﬁ tR IRMEDNSERE ZEIRIA

Table 5.1: A4&FC LA —&
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https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
https://tracker.debian.org/pkg/network-manager-gnome
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/netplan.io
http://qa.debian.org/popcon-graph.php?packages=netplan.io
https://tracker.debian.org/pkg/netplan.io
https://netplan.io
http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
https://tracker.debian.org/pkg/ifupdown
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
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http://qa.debian.org/popcon-graph.php?packages=pppoeconf
https://tracker.debian.org/pkg/pppoeconf
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http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
https://tracker.debian.org/pkg/wpasupplicant
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
https://tracker.debian.org/pkg/wpagui
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
https://tracker.debian.org/pkg/wireless-tools
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
https://tracker.debian.org/pkg/iw
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
https://tracker.debian.org/pkg/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
https://tracker.debian.org/pkg/iputils-ping
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
https://tracker.debian.org/pkg/iputils-arping
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
https://tracker.debian.org/pkg/iputils-tracepath
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
https://tracker.debian.org/pkg/ethtool
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
https://tracker.debian.org/pkg/mtr-tiny
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
https://tracker.debian.org/pkg/mtr
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
https://tracker.debian.org/pkg/gnome-nettool
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
https://tracker.debian.org/pkg/nmap
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
https://tracker.debian.org/pkg/tcpdump
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
https://tracker.debian.org/pkg/wireshark
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
https://tracker.debian.org/pkg/tshark
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
https://tracker.debian.org/pkg/tcptrace
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon-graph.php?packages=snort
https://tracker.debian.org/pkg/snort
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
https://tracker.debian.org/pkg/ntopng
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
https://tracker.debian.org/pkg/dnsutils
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
https://tracker.debian.org/pkg/dlint
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
https://tracker.debian.org/pkg/dnstracer
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F—1TH IP #uhk BAA , TR MEIRR M.

EEEFIFINE 1T 127.0.1.1 IP ittt F R @ EHE LA Unix 4 %35, Debian Installer 278 87K X IP HititiF&
BIEEEIRE |, fEAKLERIE (40 GNOME) W—EEAEAE , R0 bug #719621.

host_name ULECfE"/etc/hostname” B EHRM T L., (BRE 3.7.1),
HIAEKA 1P HIHF AL | EEKA 1P il EEREEEK 127.0.1.1,

WA B kX P it F14F 154 &4 Domain Name System (DNS)E{iTE 4 & #4154 fully qualified domain name
(FQDN) (I E% , $1454 host_name.domain_name JEE# FA X% host_name.

3R resolvconf BEEMIRBLE |, "/etc/resolv.conf” 2—EFFREAER. MRKET , B2 —EFTREL. It
s, EBESBMITRIANYIAWEN. 20 DNS Z IP="192.168.11.1", AIB&40TF.,

nameserver 192.168.11.1

resolvconf BEEE(FIE(E"/etc/resolv. conf” FERMA—EFREL , WEBHTIESIBEHEEARNE.

A adhoc [EIHABIRIE T PC T/ESG |, [T EAK files # dns ARz , EHLIREEFREIR Multicast
DNS (MDNS) &1 Tfi##f.

Avahi #1244 Debian T4R#% DNS 3IRAELS,
'©40 Apple Bonjour / Apple Rendezvous #E.

libnss-mdns $MIMEIZ#E mMDNS FE#E L H%HT , GNU C [E (glibc) ) GNU £ 7 iR %854 Name Service Switch
(NSS) ThAEZ{E mDNS,

"/etc/nsswitch.conf’ FERXEEHH hosts: files mdns4_minimal [NOTFOUND=return] dns”E##H
—E (HEEEZ R /usr/share/doc/libnss-mdns/README . Debian),

—{E{£ A ".local” pseudo-top-level domain FFE I EME R fEAT , 2 IPv4 i#b3IE"224.0.0. 251" 5% IPv6 #i3it"FFO2: : FB”
B —{E4H3% UDP B mDNS &A1&,

pad
13,4 2%t Domain Name System SR8 18 FITEAR 13,4 expansion of generic Top-Level Domains (gTLD) & f£ 1
1. EEFEN , BE—ERE R, B2 FER name collision,

as

F A e A, Ltk 0 libnss-resolve Ff & systemd-resolved, {3 libnss-myhostname, = #
libnss-mymachine, I 7E"/etc/nsswitch.conf” #EREEM hosts” {THEAEESE mymachines 2 myhost-
name BB , SN 2N _LEFT A EHAERAICE. FLEMEB R nss-resolve(8), systemd-resolved(8),
nss-myhostname(8) 1 nss-mymachines(8),

512 EHENHEHLZTE

systemd {§fi”’enp0s25” Z XA/ v FERIAERE N T B 78,

5.1.3 [ES4FEHEEE

FRIRMIEFTIREE T 4E rfc1918 #E5R E A= IFAR local area networks (LANS)IPv4 32 (it E K XA KR BB &8 15
LR HRE A B RGS A _E E A R E R,
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https://zh.wikipedia.org/wiki/Multicast_DNS
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https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/Domain_Name_System
https://newgtlds.icann.org/en/program-status/delegated-strings
https://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://datatracker.ietf.org/doc/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
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xR ERsHE T 4EHERE R ET
RS

A 10.x.x.X 255.0.0.0 /8 1

B 172.16.x.x —172.31.X.X 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 124 256

Table 5.2: 48L& E S 3R

E
IP it EFZHE FHRANE IPv6 ik , 5120, ": 11" & localhost ZAhF#4,

7E
MREBELI A BCE)— B T4 |, FFERE AT — RS B IR AR |, W AERIR —E/EARE S HRIERE
BB ABi&HbHEER Network Address Translation (NAT). JHERIZIBAHIRIE , BSEKESEE FH NAT,

5.1.4 MHEHREEXE
&% Debian AFETIBE RS HBIEIERE | BKEF —LHEKEE T E DFSG non-free #FIERFIEEM. 2RE 9.10.5,

5.2 IR EHEAEIEFIAC

HIEA systemd (IR Debian RE AL , AN BT BHRERGEETVEWL - Lo AMEIEE £ networking. servic
I8 MEENmEIBR‘NetworkManager . service’ g8,

Debian A UBIBE=TEFEF (daemon) BIRE LK EIRAMIK E4R , 5120 NetworkManager (NM) (network-manager
AAARAERASE) .

- BEfEBECHK GUI MFELIIRRXRIERAFERENHE.

- EfEECHESERER (daemon) EAEMINAS %G

o BPMEYRAT AR B G RARIEARE AR

o EPHERAT AR B it B IR AR MARARE FORAC

« EFAFRARARRE M AMKHEEFM ifupdown EEEM.

)i
AEEMARS LEAELEEEREEMRIC TR, BMERHERKR ERER LB EmERE.

ELRARNERALR TAFTREETEENRAL , B RAEE ifupdown BEEBEEEFHR , ©RABERGR

“/etc/network/interfaces”,



https://zh.wikipedia.org/wiki/IPv6
https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
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52.1 EENHERAEEAEC LA

Debian Z#%t NM BIE A AR /usr /share/doc/network-manager /README . Debian’,
AHE L, G RSERN AT T AL R EAARRG SRIRL.

1. BB TIFESEREEMRE foo B netdev’sl (541, 20 GNOME # KDE Bk IR AR HIRIE 1@ 1B
D-bus EENTTAZIRIE) .

$ sudo usermod -a -G foo netdev

2. {§“/etc/network/interfaces’ AR IE T EAMKEE,

auto lo
iface lo inet loopback

3. BB TS EHREN NM,

$ sudo systemctl restart network-manager

4. 1BIBEEA EFAECAEE .

7E
RAEAXRFIfE /etc/network/interfaces” PRI EE M NM EI8 |, U4 ifupdown &S,

N
MRBAEERT NM KB K AREINE FSHEBEMNSSHEANS X &K
|, 11 gl network-manager -openconnect, network-manager-openvpn-gnome,

network-manager-pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth % %,

1ERIEIE AR Wicd,

5.3 BRAXGMTEAIRAHERACE

{#F systemd &%+ , ATATE /etc/systemd/network/ fEFAECAEK .2 R systemd-resolved(8).resolved. confy(
F systemd-networkd(8),

EEAFERBEENANER FTEERAAEHE.

DHCP & FipiEl & o] BB "/etc/systemd/network/dhcp. network” FE R R EITERE. BFIA0 :
[Match]

Name=en*

[Network]
DHCP=yes

— (A AEAB IR B BRI BN/ etc/systemd/network/static. network” :&5E. LN :

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1



https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/Systemd
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5.4 HAEMEKEE

ERIRAABRECE T MEA cloud-init M netplan.io #sa (R RE 3.7.4).

netplan.io ##8EXIEIE systemd-networkd 1 NetworkManager fEAE RSB ACE %% , BESAMEFA YAML
BERESTMERLE. ER%E YAML:

* PdTnetplan generate” @4 , it YAML A RAHTH LARNERIRACE.
* BT netplan apply” 4 REAEMRMNACEEIEN.

£ B "Netplan documentation”, netplan(5), netplan-generate(8) ¥l netplan-apply(8).

8] PAZ R, "Cloud-init documentation” (#3712 [El4% "Configuration sources” Fl "Netplan Passthrough”) Bi# c loud-init
EERRENE S ERNERIIRE] netplan.io FLE,

5.4.1 {£F DHCP IR A EMEECE

DHCP % Pl E o UE B2 —E#UR st /etc/netplan/50-dhep . yam U JRETAE :

network:
version: 2
ethernets:
all-en:
match:
name: "en*"

dhcp4: true
dhcp6: true

5.4.2 {EFIFFRE IP IR EAKECE

—(BEFREARIR AL B RSB B B M —EEUE R IAtE" /etc/netplan/50-static. yaml” K& :

network:
version: 2
ethernets:
etho:
addresses:
- 192.168.0.15/24
routes:
- to: default
via: 192.168.0.1

5.4.3 {f/H Network Manager IR E44RACE

{# F Network Manager ZE#ERARIR & PR BcE |, P] LUB BN —(EEUB R IAFE"/etc/netplan/00-network-manager .\
FEITELE -
network:

version: 2
renderer: NetworkManager



https://zh.wikipedia.org/wiki/YAML
https://zh.wikipedia.org/wiki/YAML
https://netplan.io/reference
https://cloudinit.readthedocs.io/en/latest/index.html
https://cloudinit.readthedocs.io/en/latest/explanation/configuration.html
https://cloudinit.readthedocs.io/en/latest/reference/network-config-format-v2.html#netplan-passthrough
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5.5 JERERIZAED

1£ Linux ERKEWMACE | £/ iproute2 725X (1p(8), -+-) .

5.5.1 Iproute2 54

Iproute2 154 SR iR TR AR BARIZFAACAEN . BERER net-tools 5L EEIFTH] iproute? T5 L ERINESIREK.

¥ net-tools FTE iproute2 B

ifconfig(8) ip addr —ERE ERNHa& (1P 3k IPv6) HiiE
route(8) ip route REXREE

arp(8) ip neigh ARP @k NDISC TRE&H

ipmaddr ip maddr ZREMIIE

iptunnel ip tunnel IP & &

nameif(8) ifrename(8) FA MAC HBHEROABIE A/ 4
mii-tool(8) ethtool(8) L RABHE R E R AE

Table 5.3: B net-tools F5LSEZEFH iproute2 FESEERR

£ R ip(8) 1 Linux S &AM EIZH] (Linux Advanced Routing & Traffic Control) .

5.5.2 TEHIKEBMEIKIREE
FAT IR FTER A RRL H1E B REENKES | BUIE4 R e Brd48k R,

54 atEA

ip addr show RN EE AR T E AR AR AE
route -n REFHIR IR ETIIR AR

ip route show s R Bk AR

arp & Bl ARP RERRAAR

ip neigh HRNEH1 ARP REGRHMAR

plog BA7R ppp égﬁm%ﬁt (daemon) H&&

ping yahoo.com

%E&EZ"yahoo . com” RIRFATEAR

whois yahoo.com

eI BRI ERERERIM 1 "yahoo. com”

traceroute yahoo.com

IRHEZ]"yahoo . com” FRIARFAREAR

tracepath yahoo.com

IRHEE]"yahoo . com” RIRFAREAR

mtr yahoo.com

IR ZE"yahoo . com” RFEAEELZR (EHEMN)

dig [@dns-server.com]
example.com [{a|mx]|any}]

EAA"dns-server.com” It R "examp le. com” JF & K]
DNS &Cé% : "a”, "mx” 8k"any” 5ié%

iptables -L -n R ABIE
netstat -a TR T B R RREIR
netstat -1 --inet FREEEEIR

netstat -1n --tcp

i TCP S EEIR (BT /M)

dlint example.com

E:f"example.com” i DNS zone &&fl

Table 5.4: KA TEL SR

N

By KBRS FARC LA e /usr/sbin/” B$%. 1RATRME"/usr/sbin/ifconfig” E#k{E AR ESSMIE |, 2k
32" /usr/sbin” iNZI"~/ .bashrc” {£E%H E‘]”$PATH BB,



https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/net-tools
https://wiki.linuxfoundation.org/networking/iproute2
https://lartc.org/
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.6 AHHEmIEN

BB R LB T AR, RIREHESFRERMARENEE.

I TIE XN | ERER

iftop V:7, 1:100 93 R~ —{EARE A _ERPEE(E &R
iperf V:3, 1:43 360 AR e R B L

ifstat V0, I:7 60 N AT TR

bmon V1,118 144 {T@]_ﬁ‘fﬁﬁ ?ﬁ%%%ﬂﬁlﬁ]_ﬁi;flﬂ
ethstatus V:0, I:3 40 REAERERETEFTRTESTE
bing V:0, I:0 80 BRI IERE A B A 2r

bwm-ng Vi1, 113 95 NG E e S
ethstats V0, 1:0 23 ERIEHIRRN S XA RaT B i g
ipfm V0, 1.0 82 ARSI LR

5.6.1 FLHiEm{E MTU

Table 5.5: A REWTAIFE

MR ETEARIEE @ PRRERIE RAEWMET (MTU) .
FE—LIERT , £/ ping(8) M L"-M do” EIAMIXRFE K/ ICMP HICENBETERE | 1 J\*ﬁ’%TU\?FEJ]EEiE

MTU, MTU & KA[ERIRE IP 5 &R K/IMN_E 28 f7Jt4H (

IR IPv4 EARH MTU 2 1460 , IPV6 B4R MTU £ 1500,

$ ping -4 -c 1 -s $((1500-28)) -M do www.debian.org
PING (149.20.4.15) 1472(1500) bytes of data.
ping: local error: message too long, mtu=1460

--- ping statistics ---

1 packets transmitted, 0 received,

+1 errors, 100% packet loss,

$ ping -4 -c 1 -s $((1460-28)) -M do www.debian.org
PING (130.89.148.77) 1432(1460) bytes of data.

1440 bytes from klecker-misc.debian.org (130.89.148.77):

--- ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 325.318/325.318/325.318/0.000 ms

$ ping -6 -c 1 -s $((1500-48)) -M do www.debian.org

PING www.debian.org(mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e)) 1452 data bytes

1460 bytes from mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e):

time=191 ms

--- www.debian.org ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 191.332/191.332/191.332/0.000 ms

EEBFEE %% MTU (PMTU) %15 (RFC1191) ,

tracepath(8) 164-BEFI B ENTAUEME.

BT E%Eﬂ%‘]?e%liﬁi&l\ PRI FEE5E T EAMER.

- EAEARERE A (VPN %) MRE MTU FEE—SBEXEM_EEMKEEEE.

« MTU EAEERBIBIBERREEK PMTU {E,

- BBFHCRKEMR , KK MTU EIEF PLRLF.

IPv4) 3k 48 {2 JG4H (

time Oms

icmp_seqg=1 tt1l=50 time=325 ms

. FERZF, 3

icmp_seq=1 ttl=47 <«



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
https://tracker.debian.org/pkg/iftop
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
https://tracker.debian.org/pkg/iperf
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
https://tracker.debian.org/pkg/ifstat
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
https://tracker.debian.org/pkg/bmon
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
https://tracker.debian.org/pkg/ethstatus
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
https://tracker.debian.org/pkg/bing
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
https://tracker.debian.org/pkg/bwm-ng
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
https://tracker.debian.org/pkg/ethstats
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
https://tracker.debian.org/pkg/ipfm
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
https://datatracker.ietf.org/doc/rfc1191/
https://zh.wikipedia.org/wiki/Virtual_private_network
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RIEIE MTU HEARIH
PESEELy (IP: PPP) 576 TEAER]
XA EAR (IP: DHCP Z[& 1500 FEsSAE A
ﬁg) Pyt P

Table 5.6: Fx{£ MTU {ERIEARTES| 7%

RAS RN (MSS) B B —BEERAK/NOTTIE. MSS F1 MTU HIBEZRANT.

o 57 IPv4 , MSS = MTU - 40

o {HL IPV6 , MSS = MTU - 60

)

Hjt iptables(8) (R RE 5.7) B , fE#EIB MSS RKEBEA K/ , MR HAZ| MMS . 2K iptables(8)

F )" TCPMSS” .

5.6.2 WAN TCP &£,

IR ASEEM S AKX WAN , TCP FIHEREME B TCP 2E A/NRIS| 8 , 72/TCP 3% 8 |, KExAth. T

BTALE , B80T Debian TERR AR EBEFIRIFA RIS IF IR 1G bps YAHZIF LAN E4R ,

5.7 Netfilter 487%1BIEIE

;JE

Netfilter f /8 Linux 20> 1848 (B RE0 3.9) 424 ARREFTIGHE A0 AR (NAT) 1242,

LN AT AN | ERER
. . HAIBEA REIE TR (Neftfilter)
nftables V:106, 1:701 | 182 ({ip.ip6,arp,eb}tables HIELEE )
M abthanl i L :
iptables V:319, 1:718 | 2414 gftlfgt\%)gﬁl,ﬂc (iptables(8) Fi% IPv4, ip6tables(8) A
arptables V0, 11 100 netfilter ¥ T H (arptables(8) At ARP)
ebtables V:14,1:29 276 netfilter 238 L E (ebtables(8) A S XA8I&13)
iptstate V0, I:2 119 FHEMEESTE neffilter ARRE (A1 top(1) FHLEY)
H H H __/hS T =) Jax =]
Ufw V55, 1:77 859 :L_EJtncompllcated Firewall (UFW) E—E&IE netfilter [5 kK IEHFE
gufw V:5, I:110 3660 | Uncomplicated Firewall (UFW) & {ERENE
firewalld V:11, 116 2613 | firewalld E—{EENPEZIEH A TBHFER , X IEAIRI=TE
firewall-config |y, .3 1163 | firewalld E45/8 BE/A
shorewall-init [ V:0, I:0 88 Shoreline [ k& #1351
shorewall V:3, 1:8 3090 | Shoreline [k, netfilter 2HFEFE =4 oy
shorewall-1lite V:0, I:0 71 Shoreline [’k &, netfilter 2HREFE A 2y (FEFHARR)
shorewall6 V0, I'1 1334 | Shoreline [k J&, netfilter HPEREZR 2 g (IPV6 JRAN)
shorewall6-lite V:0, I:0 71 Shoreline Bk &, netfilter 4BREFE I A 28 (IPV6, }5FIRR)

Table 5.7: fiki& LA



https://zh.wikipedia.org/wiki/Maximum_segment_size
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
https://tracker.debian.org/pkg/arptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
https://tracker.debian.org/pkg/ebtables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
https://tracker.debian.org/pkg/iptstate
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ufw
http://qa.debian.org/popcon-graph.php?packages=ufw
https://tracker.debian.org/pkg/ufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/gufw
http://qa.debian.org/popcon-graph.php?packages=gufw
https://tracker.debian.org/pkg/gufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/firewalld
http://qa.debian.org/popcon-graph.php?packages=firewalld
https://tracker.debian.org/pkg/firewalld
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/firewall-config
http://qa.debian.org/popcon-graph.php?packages=firewall-config
https://tracker.debian.org/pkg/firewall-config
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
https://tracker.debian.org/pkg/shorewall-init
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
https://tracker.debian.org/pkg/shorewall
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
https://tracker.debian.org/pkg/shorewall-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
https://tracker.debian.org/pkg/shorewall6
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
https://tracker.debian.org/pkg/shorewall6-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
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netfilter TEHYF FAE BFENE iptables(8). fRAEHR shell FILATRMFIAL netfilter , {F8 iptables-save(8) f#
FEANAARE, EARGEREY , BB init 154 M50F0Y iptables-restore(8) Kikik.

% shorewall JEHLFABCE BhTs S ISRESF S BB RS EHE.
£ ] Netfilter x4 L3048 (8(4E"/usr/share/doc/iptables/html/” ¥EEISTHE).

* Linux Networking-concepts HOWTO
* Linux 2.4 Packet Filtering HOWTO
* Linux 2.4 NAT HOWTO

E1 TN
HESRIBLEE A Linux 2.4 B, iptables(8) F54-F1 netfilter Az (>ThBEEPRESATE Linux2.6 1 3.x %/ 2R3 EIR.



https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
https://www.netfilter.org/documentation/
https://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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Chapter 6

AR R

B AEIREARE (BME 5) , (RATIBIT R EERER.

2N
IR Debian AR AR MR RIS | BE Debian S B Fl— 48K AR,

N
XL ISP T, WRIREUR MR, (R REF R —E MBS RFAEREIH POP 1 SMTP fR%s. 1R
ATRER R E AR TR 1P EITHIM.

6.1 HEZE

B MAAERERTIRE  EREXT SR (HTTP) FRiRizRE.

b AT R A% EIE 255 B

chromium V:35,1:108 | 234084 X Chromium , (3B Google KIFTIRZE
- 10 I — Firefox , (BKQ Mozilla KIFTIREE S |

firefox V:10, I:15 239492 [F)L Debian Unstable &) fA)

firefox-esr |V413958 228981 [F. L Firefox ESR (Firefox 3ERZIZMRAS)

epiphany-browser .5 |.5 2154 | At GNOME , #1% HIG , Epiphany

konqueror V:24,1:106 25905 | [/]_E KDE , Konqueror

dillo V.0, I:5 1565 E= Dillo , (FE? FLTK REXE4R ZEZT)

w3m V:15, 1:187 | 2837 | X&F w3m

Tynx V:25,1:344 | 1948 | [FE Lynx

elinks V:3,1:20 1654 | [F_E ELinks

links V:3, 1:28 2314 | FEE Links (#iXXF)

Tinks2 Vi1, 112 5492 | ¥ Links (8B X RiEFEES)

Table 6.1: s8EBIERTIR



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
https://tracker.debian.org/pkg/chromium
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
https://tracker.debian.org/pkg/firefox
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
https://tracker.debian.org/pkg/firefox-esr
https://zh.wikipedia.org/wiki/Firefox#.E5.BB.B6.E9.95.B7.E6.94.AF.E6.8F.B4.E7.89.88.E6.9C.AC
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
https://tracker.debian.org/pkg/epiphany-browser
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
https://tracker.debian.org/pkg/konqueror
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
https://tracker.debian.org/pkg/dillo
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
https://tracker.debian.org/pkg/lynx
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
https://tracker.debian.org/pkg/elinks
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
https://tracker.debian.org/pkg/links
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
https://tracker.debian.org/pkg/links2
https://zh.wikipedia.org/wiki/Links_(web_browser)
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6.1.1 {AkfEAHENETS
AT LB EIRBIAE | RATAE R R ARAEAERERRER User-Agent 728, 2R

 MDN Web Docs: userAgent

» Chrome Developers: Override the user agent string

» How to change your user agent

» How to Change User-Agent in Chrome, Firefox, Safari, and more

« How to Change Your Browser’s User Agent Without Installing Any Extensions

« How to change the User Agent in Ghome Web (epiphany)

e
BERNERERET S TGS KB Java KA REIER.

6.1.2 BERETEM

FIBIRAK GUI (BREFERENME) B2 IEER browser extension HRIAHS , 'BEFEIR web extensions &2 AZ%E
1.

6.2 HEHARL

AEERHER T HEE R AR B AR N AL RS BN T 1k,

D s

ARARIEAR S BO A R 5 A LB B AR STRE Y | IR IEX BT B — TS BRAH

6.2.1 EEpHFEMR
FEFERE = EEBAAEAR , SREMSE | BAEAESE R B ESL,

. ST;FI\;FP FEFEHEE LA To” FI"From” BalRBORER . (155 LAY From” Bl 045 M R B34, 640 From_
s )O

B EPAEARY To” F"From” Eill , BIRE BT ERHR Fin L. (EXEMERT , ELENZEREFEIHEE 3K,
(ERZNSSE 8

« BEEMFEAMIENE ﬂﬂﬁ@%ﬁﬁ%ﬂ S % AR EMHETTE S (MIME) IREEM , 43T K ASCI
BHETF RS , BIEEAMNER. . ZeNERREN.

TRELENER BT EHR Fini GUI BRXERER GUI WEBNECE , 1—RHIFT3IFETRE
« 27 REIESCERILRIR AR , CEIANERS AEERAEREHETE S (MIME)RARREEMHRIAMERFIESC.



https://zh.wikipedia.org/wiki/使用者代理
https://developer.mozilla.org/en-US/docs/Glossary/User_agent
https://developer.chrome.com/docs/devtools/device-mode/override-user-agent/
https://www.whatismybrowser.com/guides/how-to-change-your-user-agent/
https://geekflare.com/change-user-agent-in-browser/
https://www.howtogeek.com/113439/how-to-change-your-browsers-user-agent-without-installing-any-extensions/
https://askubuntu.com/questions/472861/how-to-change-the-user-agent-in-gnome-web-epiphany
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Browser_extension
https://github.com/w3c/webextensions/blob/main/charter.md#webextensions
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
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- B AERN AR SIRAH OAuth 2.0/ ISP (ABIEAEEE IRISIZMEE) B SMTP # IMAP {ffRz5:2FE B
o. (M OAuth 2.0, BB £ HIRIFRERLEE , #1401 , "Settings” -> "Online Accounts”.)

« EEERER ISP MEZTMM SMTP RBERISHKASIEIIE (587).
* & TLS/IMAP4 38 (993) #EWU#TFAE ISP IfAMR=F LAIRRE.
« EREFIEIR P BRI ER .

CRESIRLERSMATHRE - B A BB, E5. HTsE.

AT H MTE XN | xaE

evolution V:30, 1:239 | 486 X GUI 2z (GNOMERS3, groupware E%)
thunderbird V:48, 1:119 224760 X GUI #£%, (GTK , Mozilla Thunderbird)
kmail V:38, 1:97 23871 | X GUI #£3( (KDE)

mutt Vi16, 11149 | 7104 | {RABAEE vim —{f I Tt imizsa
mew V:0, I:0 2319 | (x)emacs FHIFEITARURIEIN

Table 6.2: E{HEAEAIESIZR (MUA)

6.2.2 IRAERHARFSERH

IRAEPHRE RS A — LRI R MR BB (AHFEMKRFERMEFE) M.

« IEHEERMME AT SMTP A fR28 K B3 SENE X EH R TR ENIREN.

o —{EEPAFRESHTMEMEPIHIHAOTESR | RMERAREIT B0 , BRIFEERIRER R R ELIBAE
- MEEESE M ENEEAERNEE IR RE TR | EEAREN.

ERREA :

- WIHEERMERRM® E‘]I#EL@?'J*W’X@E%E‘] SMTP 1R (25) EAEEAT .

o [EAEIRARIREG SMTP 3R ( L%&ﬁ']/ﬁ%%‘?&%ﬁﬁ%hdﬁﬁ‘]f’f%E%‘ﬁﬁiﬁﬁ? .

. ?ﬁ?ﬁg%ﬁ%ﬁ%ﬁcﬁﬂqiﬁﬁﬂji'J,%ﬂﬁ%%ﬂE%E‘]EﬂE , ABESEIBMEIRATIR (587) {FiX,

o BIBESIHAERE (DKIM), BISERMKAELR (SPF) A ERMBEMNERE. MEMKE (DMARC) EHHK
BR BB B2 I EFEMFIRIE.

o A SIREHEMT RIS T RE @ AR RANIER smarthost i BT ERHEIX,
FETHMAT AR AE RIRE FEM AL A ROERRRE | AFELE EF BB,

6.2.3 FLEMH ARG InAAE

—ULb7F Debian _HFER , BPTFASRHAELNRT /usr/sbin/sendmail €54 R EE B |, BE R —EEMUIREN
UNIX RAGEPH{A] IR 2SR 3 Bp¢ |, BIRFFE ITIRE

o B R A TFAER AL,

o EHEE /usr/sbin/sendmail 454 EIE,

o HNEKHbHEAR—FH , /usr/sbin/sendmail 45 ETEMERI A3 | HSEREERIAE /var/mail/$username
R,

- HIEBE (A4S 4  apt-listchanges, cron, at,

 WNERMUFE R XM |, /usr/sbin/sendmail & vﬁﬁﬁ‘ﬁﬁfiﬁﬁﬂiﬂﬁ KK | {8 SMTP %38 DNS MX 3¢
%,

- HEBEE4HH454 : popcon, reportbug, bts, .



https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
https://tracker.debian.org/pkg/evolution
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
https://tracker.debian.org/pkg/thunderbird
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
https://tracker.debian.org/pkg/kmail
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
https://tracker.debian.org/pkg/mutt
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
https://tracker.debian.org/pkg/mew
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.4 B EHmAIE (MTA)

1t Debian 12 Bookworm & , £/ & mail transfer agent (MTA) F2=XHI1EIR T , Debian #Z2 8 T /Euha] AR GA &EFEp
HE g, REASTEEM GUI (REREAEN

PAfEH) Debian &R FHAME MTA fii@ﬁi?ﬁﬁﬁ‘:fé /usr/sbin/sendmail §y4FE., BENTEuh_LIEAER MTA 4
JAFNED 6.2.2 87 6.2.3 BRI {E.

WA EN T el |, HLAIH MTA BFZE eximd - daemon light 8% postfix , WEBLEPUE RN EETR “Mail sent
by smarthost; received via SMTP or fetchmail’, EL¢2#&8E MTA fI”/etc/aliases” ILEL,

i)
ACE exim4 REXFEARIZEM , ZEREFEHWLEASERRRNEEIH , EEFSFN. mR—&ENK
FBRIELRHMREN , £/ msmtp FELEMP , EHEBRPRRE L EIREFE P, KERAE MTA EEREER

B BRI,

whe _ WTE NRIEL

exima-daemon-110ng,. 517 997 | 1575 | Exima S¢S I8 (MTA : Debian FEEH)

exim4-daemon-heavy,¢ |.q 1743 | Exim4 BRESHATE (MTA : BIEHERE)

exim4-base V:224,1:234 | 1699 | Exim4 X OIF) MEPRER

exim4-doc-htmlU | I'1 3746 | Exim4 3CfF (html)

exim4-doc-info 1:0 637 Exim4 {5 (info)

postfix V:124,1:133 | 4039 | Postfix EpAFEHIIE (MTA : T2HERM)

postfix-doc 1:6 4646 | Postfix 3T (html+text)

sasl2-bin V5, 1113 371 Cyrus SASL API B3R (&IR postfix SMTP :5a5

cyrus-sasiz-doc |, 2154 | Cyrus SASL - #

msmtp V6, 1111 667 e MTA

msmtp-mta V4,16 124 & MTA (sendmail ¥ msmtp BB TE L)

esmtp V:0, I:0 129 &g MTA

esmtp-run V:0, I:0 32 & MTA (sendmail i esmtp IHATE )

nullmailer V8, 1.9 474 EBINBE MTA |, R B AHBERE

ssmtp V5, 18 2 BN ThEE MTA |, 8 B A ERE

sendmail-bin V13,113 1901 | £INEE MTAGNRAREEHE )

courier-mta V0, 1.0 2407 | £INEE MTA(web /MHEZE.)

git-email V:0, I:10 1087 | git-send-email(l) BEZRF 5 ] EFEFFELN
Table 6.3: £ EMH S IEERINEIE B R

6.2.4.1 exim4 AL

HHBRLE B smarthost IABFREREE , VRIERZIRANT FT/RG (EEHT) FAEC exim4 - * s

$ sudo systemctl stop exim4
$ sudo dpkg-reconfigure exim4-config

Al General type of mail configuration” B , 2" mail sent by smarthost; received via SMTP or fetchmail”,
25 E"System mail name:” & FEZ% FQDN (2 R& 5.1.1).

% E"IP-addresses to listen on for incoming SMTP connections:” &¥E5%1#"127.0.0.1; 11",

"Other destinations for which mail is accepted:” FEIEE %,



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
https://tracker.debian.org/pkg/exim4-daemon-light
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
https://tracker.debian.org/pkg/exim4-daemon-heavy
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
https://tracker.debian.org/pkg/exim4-base
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
https://tracker.debian.org/pkg/exim4-doc-html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
https://tracker.debian.org/pkg/exim4-doc-info
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
https://tracker.debian.org/pkg/postfix
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
https://tracker.debian.org/pkg/postfix-doc
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
https://tracker.debian.org/pkg/sasl2-bin
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
https://tracker.debian.org/pkg/cyrus-sasl2-doc
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
https://tracker.debian.org/pkg/msmtp
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
https://tracker.debian.org/pkg/msmtp-mta
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
https://tracker.debian.org/pkg/esmtp
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
https://tracker.debian.org/pkg/esmtp-run
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
https://tracker.debian.org/pkg/nullmailer
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
https://tracker.debian.org/pkg/ssmtp
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
https://tracker.debian.org/pkg/sendmail-bin
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
https://tracker.debian.org/pkg/courier-mta
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
https://tracker.debian.org/pkg/git-email
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"Machines to relay mail for:” JEIFEE s,
Z%E”IP address or host name of the outgoing smarthost:.” Z”smtp.hostname.dom:587”,

2% "Hide local mail name in outgoing mail?” J2IEA"NO”, (BkE % & 6.2.4. 3R MK EH /etc/email-addresses”
)
B2 T AR E A —1E %K [2]Z"Keep number of DNS-queries minimal (Dial-on-Demand)?”,

* "No” JNRERENNIF R , RAMIE LT AIERAREE
* "Yes” ANREXENHIFR , RGIREE_LARRARIE .

%€ " Delivery method for local mail:” IE A "mbox format in /var/mail/”,
"Split configuration into small files?:” JEIBZ% % Yes”,
BiBEY/etc/exima/passwd.client” ¥R , FKEI AR smarthost [ERGEE .

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp. *\.hostname\.dom:username@hostname.dom:password

BCE exim4(8) , f£"/etc/default/eximd” 3+ 5 N\"QUEUERUNNER="queueonly'” , "QUEUERUNNER="'nodaemon'
5% Km/MUARGERER. (FTER)

BB T HT7RHIRRE) exim4,

$ sudo systemctl start exim4

"/etc/exim4/passwd.client” FERFPHEMERNEZRERE , REZIRN T I RIBERIENERA.

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

K1 /etc/exima/passwd. client” #ERFPFRHIER R EXKEBRLME. BME ISP BT B4 Ffsmm 4
% , SMTP AUTH B 28T ).
{REEFNIAIB LN T FT/RAITFENE T eximd FRAAC:

o« EH"/etc/exima/" BiE TR exim4d 4HREARESE .

- J&3["/etc/exim4/exim4 . conf. localmacros” KX EEEIESHEHY " /etc/exim4/eximd. . conf. template”
TR, (RBENEIMFAED)
- f£"/etc/exim4/exim4 . conf.d” FEEFFEULFERSAmE D FENER. (HEIRFIRC)

» H{T’systemctl reload exim4”.

HE
@ R debconf 38fH]"Keep number of DNS-queries minimal (Dial-on-Demand)?” iE{E B |, B4E T "No” (FA
5{H) , ABEERREN eximd SRR H R ERENN RN AR EIARIE A8

BRIEE"/usr/share/doc/exim4-base/README . Debian.gz” B AT5EH update-exim4.conf(8),

( ) &L
WITENERERE , (F% STARTTLS ¥ SMTP 38 587 , 53 SMTPS (SSL 2z i SMTP ) 1% 465, {t%
4 SMTP 18 25,



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
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6.2.4.2 54 SASL f{] postfix FAHC

41818 smarthost RIABIREE | YRIERZE SCRIRE postfix MBI TFMHE.

154 ThRE

postfix(l) Postfix 7= HFER
postconf(1) Postfix Fafc LE
postconf(b) Postfix AR 8
postmap(1) Postfix BRFRAEZE
postalias(l) Postfix 5% BXIEEE

Table 6.4: EEK postfix FEFIE

TRIERZIRAN T BRI (BE3T) WAIBC postfix # sas12-bin KA.

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

E+=E"Internet with smarthost”,
FXE"SMTP relay host (blank for none):” Z&”[smtp.hostname.dom] : 587" 44NN FT7RFAEC.

sudo postconf -e 'smtp_sender_dependent_authentication = yes'

sudo postconf -e 'smtp_sasl_auth_enable = yes'

sudo postconf -e 'smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd'
sudo postconf -e 'smtp_sasl_type = cyrus'

sudo vim /etc/postfix/sasl_passwd

BB BH B PR

# smarthost 23 RS H .

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom]:587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BB ATRAIELEN postfix,

$ sudo systemctl start postfix

dpkg-reconfigure &R {EAM"[" #1"]” FN"/etc/postfix/sasl_passwd” HERAEXIRE MX Lk 2 H Ik
{FRIEE AT #4 . 2 R"/usr/share/doc/postfix/html/SASL_README.htm1” #Ef¥”"Enabling SASL
authentication in the Postfix SMTP client” &8 .

6.2.4.3 ER{FHIETIACD

EEE L AREMEN . REFEREAIRER AR RERE SR

"/etc/mailname” #535RF K) mailname B H E2FEI%A (FQDN) , EELFEIH AN GHEAENT REMK 1P Hitik, H
TR AT HRAT AR 1P Mk L S BN T 4ESY |, 3%2E mailname A hostname -f” f{E, (EHH exima-* 0
postfix #ZREBHWHIERE. )

SN

"/etc/mailname” FRIRN B WL IE MTA BXABETC FIMFERITA. B mutt, £ ~/muttrc R
RE’hostname” FI"from” K EZ mailname H, ¥ devscripts BE2AKFER , Ha0 bts(1) F dch(1) ,
P IR IR 48" SDEBFULLNAME” F1"$DEBEMAIL” K{EKREZTE.



https://www.postfix.org/documentation.html
https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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EES IhaE &R
/etc/mailname it (51 BFRTERR 4% Debian 2K , mailname(5)

/etc/email-addresses FETASNSSERLE O MG & (B exim(8) HFH ,

exim4-config_files(5)

/etc/postfix/generic FIASMS BRI M 2 1 ?%;;EHX“) MR, postmap(l) FELH

/etc/aliases FIRE B HONR S 31 % BIRD ., newaliases(1) TR TR

Table 6.5: ERERA- I ARRAMAARERE SRS R

N

popularity-contest #k #% 4 — ft LA FQDN J& = # root IR 3% & X # 4., K T =
%  /usr/share/popularity-contest/default.conf #§ R F # & M & X &K &
/etc/popularity-contest.conf fE3 ) MAILFROM (B, &R, fREPH & K smarthost SMTP 1a] fR
#1E4R. MEELBRERZK , EREAALANEER MTA X HZM root FAESENEGHERRMIIFERS,
B AT IS RAEAEE 2 cron 505 E M.

Ei%E mailname A"hostname - f{EEF | BIB MTA RIRERHBIEAA R TTRABIB AN T ORI TR,
» FA1% exim4(8) H"/etc/email-addresses” % , exim4-config_files(5) FME+FHRINRE KR
« 1A postfix(l) K)"/etc/postfix/generic” #% , generic(5) FME+FHRINRE KGR

L postfix , T RMESMERFTROIT.

# postmap hash:/etc/postfix/generic
# postconf -e 'smtp_generic_maps = hash:/etc/postfix/generic'
# postfix reload

TRAESIE BN T FTRASAEAER 1R AT

« exim(8) A -brw, -bf, -bF, -bv, ... EIE
» postmap(l) A -q EIHE,

EF N
Exim #H5—Lem AR , Fla0 exiqgrep(8) Fl exipick(8). £ R dpkg -L exim4-base|grep man8/” 3
EAFTTRRTES.

6.2.4.4 EIf MTA &4k

EEA AR MTA 8/E, F—XA/aE2 B8 sendmail(l) KWMABHENERER.

N
1¥"/etc/ppp/ip-up.d/*" ER—EAEHFENAEHHIE LG ZENENEE.
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exim g4 postfix f§4 2R EH

sendmail sendmail TErZ TRy N\ GEECEDF I H ZHHRE (-bm)
mailq mailq SEFHIAREFTS] ID AEREHTS (-ba)
newaliases newaliases VI R2 ERE (-1)

eximd -q postqueue -f BRI EFE (-q)

exin4 -qf etorred: postqueue f | EIEIEATAEN

exim4 -qff 2821;:323; :; ALL; BRI EE O AR AL K ER

exim4 -Mg queue_id postsuper -h queue_id TEBEFRITS ID FORAEE

exim4 -Mrm queue_id postsuper -d queue_id TRIREHFHITS ID RFBHRE

N/A postsuper -d ALL EE s

Table 6.6: Zi% MTA $&1E313k
6.3 {ARzFRImFEFITE (SSH)

Secure SHell (SSH) 2 A4F48 LK 2 B4 7. 7€ Debian ¥ , F—1{EM OpenSSH % & SSH A , 1£
openssh-client #1 openssh-server A%,

HIMERAERE, ssh(1) ThEELL telnet(l) EMEENL L. % telnet 54, ssh 5 AR E7EBE| telnet KR
HFIT WATARR & CTRL-]) BHELE.

RS H AT XN | TR At B

openssh-client |V989%6 4959 | ssh(1) SSH & Fig

openssh-server |V8713;fo 1804 | sshd(8) SSH A5 im

ssh-askpass 1:23 102 ssh-askpassigk{F & N\ ZHEH ssh-add (plain X)
ssh-askpass-gnon S0, 1:3 200 ssh-askpasszgRdmE & \ ssh-add %45 (GNOME)
ssh-askpass-full SG6ef8 48 ssh-askpassggﬁﬁ%%g%ﬁﬁsnadd HE (GNOME) , BB 4T
shellinabox V0, I'1 507 shellinabo%@élﬁﬁﬁlﬁ VT100 ARimfaiktzy A8 21 Rax

Table 6.7: fAlfR&% EinFEA LRSI

4R shellinabox N2 —fE SSH 2 , E37EEEEARIBFIR/HIN —EE &RNER.
EARERNG X B FipfE , 2R 8 7.9,

S} =z
AN

WRARE) SSH W RFFABRAFE , 2R 4.6.3,

7N
A screen(1) AR IR NG shell ZERBIAELR FFE (BRE 9.1.2).

6.3.1 SSH Hp#

OpenSSH SSH £ &= TEF2/F (daemon) R3ZiE SSH 2 .



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
https://tracker.debian.org/pkg/ssh-askpass
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
https://tracker.debian.org/pkg/ssh-askpass-gnome
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
https://tracker.debian.org/pkg/ssh-askpass-fullscreen
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
https://tracker.debian.org/pkg/shellinabox
https://github.com/shellinabox/shellinabox
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Z5BEE”/usr/share/doc/openssh-client/README.Debian.gz” . ssh(1).sshd(8).ssh-agent(1).ssh-keygen(1).
ssh-add(1) #1 ssh-agent(1).

@ ﬁu% T OpenSSH fR% , "/etc/ssh/sshd_not_to_be_run” S ARTELE,
T%F‘aﬁﬁﬁgﬁ/\ rhost 858 (/etc/ssh/sshd_config #f HostbasedAuthentication),

S %ﬂﬁﬁﬁ‘f?wﬁ

/etc/ssh/ssh_config SSH & Fig 2 H ssh_config(b)
/etc/ssh/sshd_config SSH fRFx %E,& £ H sshd_config(b)
~/.ssh/authorized_keys %Zﬁ%ﬁﬁ%%']ﬁﬁlﬁHEL%%J:HQEJE@%{EFHH‘]?ﬁ%ﬁ SSH 2 $&
~/.ssh/id_rsa {F &) SSH-2 RSA F.38

~/.ssh/id_key-type-name {FFER SSH-2 £3%& , key-type-name % ecdsa, ed25519 %

Table 6.8: SSH 4RBE EZRFI&K

W& FinkiE—1E ssh(l) E4x.

ks BER
ssh N .
username@hostname.domain.ext S FRTRR AR AR
ssh -v N N

M EPA
username@hostname.domain.ext AR AR TS ARR

ssh -0
PreferredAuthentications=password SSH 2 jR7 , s&ki{F RS
username@hostname.domain.ext
ssh -t

username@hostname.domain.ext EiRvm R EHIT passwd 4 K E FHTHBE
passwd

Table 6.9: SSH %X Fim R ENEIF 313

6.3.2 RinEM FR{FHERTE

MRARAEAMAN R I TR L ERARRERE LT , (REESEME N username@’,

WMRAMF R , FRRKKERERTE , RTLEE \"username@”. B {g 7E 43t F1 1% ip E #E 5 B A
ERERERT , RATUER"~/ . ssh/config” KA N F HE L8 HiR Debian Salsa (A ka5 , /& AR
£"foo-guest”, {RA[LAZRE"~/ . ssh/config” A5 TENAE.

Host salsa.debian.org people.debian.org
User foo-guest

6.3.3 HEFIERIRELR

fEf"PubkeyAuthentication” (SSH-2 ##:s) , AFIRT LB SRR = in R S,
TEiRIG A A" /etc/ssh/sshd_config” # |, ;5 EHHERE R, "PubkeyAuthentication yes”,
TEARHIAE USSR Y | YRR BEIRIG RS,



https://salsa.debian.org/
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$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys"

{RAIRATE"~/ . ssh/authorized_keys” #2441k B SENNETA KRB EMABITI E K< . 2 R sshd(8)’AUTHORIZED_KE
FILE FORMAT” ,

6.3.4 KIPHE SSH & Fig

HeFE EH-L4EK SSH B ik,

RIR % & SSH 723\

Windows puTTY (PuTTY : —{EEMEMK SSH . Telnet & Fif) (GPL)
Windows (cygwin) %?thl)n #£/) SSH(Cygwin: Get that Linux feeling - on Windows)
Mac OS X OpenSSH; 4% in FEFIS{& A ssh (GPL)

Table 6.10: HEF= %% SSH & Fignd|&R

6.3.5 £ ssh 1H

FIEHSHRAREIRE) SSH BETSAE R LM, WRENERBRE , EM"ssh-keygen -p” FKE.

JOPREONEE (Bban - "~/ . ssh/id_rsa.pub”) EEipEMM "~/ . ssh/authorized_keys” , E{EEmEHEEH L
R OB BERE AR 2.

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:

Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

REEBITHTRNIES , MABERES.

$ scp foo username@remote.host:foo

& 7D K#&4E ssh RIEG®EE.

Bt X ¥sin , BH G Debian REFESMEEEANLFEFDIT ssh-agent, FIMRRFEHIT—IX ssh-add., E&E—
AN , 75REE ssh-agent(1) # ssh-add(1).

6.3.6 flimumEHEAS X ERY

ANRARAE—EIERERRE 7 DNS A IRES LA —1E SSH shell iR , (RAEFDIGAERAM T AESE_EA ARINEDF |, 1E 2R
v e R =5 _EAOER | HIEAE R IR A ARES _L1EiX.

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org" < mail_data <«
LExt



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.cygwin.com/
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6.3.7 SMTPIPOP3 [i% & (iR 2

BB ssh By —{EEHRREEEL , /1t localhost ) 4025 1BZI remote-server [ 253 |, WL localhost §
4110 3% remote-server i 110 1§ | ;5 EAEBITINTFES.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

& BSR4 ABIE L SMTP/POP3 RIS EAR IR L £ ERIGEME"/etc/ssh/sshd_config” #:%E"AllowTcpForwar
B A"yes”.

6.3.8 /EfXiEI® SSH BRI A%

RATAGER at(l) 64 (B REF 9.4.13) 2K{t SSH 4%t R shutdown -h now” (2R 1.1.8) #R/FIB7E.

# echo "shutdown -h now" | at now

£ screen(l) (B2 RE 9.1.2) @EFEH T shutdown -h now” , & BB ERMIEREHES.

6.3.9 SSH iEHE

IRFBRIFEE | REABRERESRANF AT HEL AR - v7 BIABAT ssh,
WRARR root 1RSR , WHELAGIAME , EH"-p” EIE; ERJRABERER 1 —1023 Z HKIRKEIE.

MR ssh WARE R TAS I T, B0FERATIEENALIRIEIOMER | THEERAME YR
T'host_key”. ZERERISEENIE , 1 BI3H ARE BB BEHASHBOEMER | (RATREAHE~/ . ssh/known_h
FEMIRR host_key” B REHESEAR.

6.4 FIENARBAMILA

TEZ /%R Unix 2%t , BSD Line printer daemon(lpd) 1TENRMEE = THE SACRITAE, S4B HERERIREESIED
s A2 PostScript (PS), 27 8E$A5IENZIJE PostScript ENZRME | EEAG—LIBIE S A4 H Ghostscript —iE{F .
SEH 11.4.1,

7EI8 XM Debian A%t , Common UNIX Printing System @ UNIX SIEN AR EE SR, IRA B BEKENE
AEFIENEHH A& IR Portable Document Format (PDF) R i44E+ERA& T,

CUPS {# F Internet Printing Protocol 48488 5EN R (IPP). IPP IR C/EX A4 , 20 Windows XP 1
Mac OS X 38, &AM AHER BN M FERIBSENHNEEIRLE.

S8 CUPS RMAIFESRAE A B B , MERNGSXETERE lpr 154 , B ELMBHSENmL. (£
CUPS 42, 1pr BESA@IB R % cups-bsd EEEEHERR )

Debian R#GH —LAENERE B MRS ENRBIUERSIENT A,

EF
YRET DAEERI web BIEE 22 77EX " http://localhost:631/” 3RFHEL CUPS Z%k.



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://localhost:631/

Debian 2% 118/ 242

BHa AT SR Bk
lpr Vi2, 1:3 367 ?&'zllrg()ar BSD Ipr/lpd (4%MEENFRIE =T =FEI\ daemon)
Tprng V0, I:0 3051 | [FE ., (F858)
cups V:97, 11441 | 1061 | IPP (631) ABIEABIEFIEN CUPS falfRzs

FATS CUPS | System V ENREETES: 1p(1),
cups-client V:119, ;1461 | 426 [k lpstat(l), lpoptions(1), cancel(l),

lpmove(8), Lpinfo(8), lpadmin(8), ---

7S E A

cups-bsd V:32,1:219 | 131 = FIIX CUPS i) BSD EDRAIES: Tpr(1), tpa(D),

Lprm(1), 1pc(8)
prlnter—drlver—gL\;igpl’:HAf 1219 | @& CUPS ENZRI4ERE)

Table 6.11: FIENARFFN T A %R

LS TE KN | ek SRR

telnetd V:0, I:2 54 TELNET TELNET BRF
telnetd-ssl V0, I:0 159 G TELNET BRF ( 3= SSL)
nfs-kernel-serven, o 163 | 769 | NFS Unix 1§ =

samba Yllsols 3995 | SMB Windows t&Z=FFENHEZE
netatalk Vi, i1 2003 | ATP Apple/Mac fEXFMFIENEZE (AppleTalk)
proftpd-basic | V8,116 452 | FTP BARETR

apache2 Y226134 561 HTTP @A web {AfRzS

squid Vi1, 1:112 9265 | [FE & web KRR
bind9 V:43, 1:49 1124 DNS HE TR P HAIE
isc-dhcp-server | .1q 136 | 6082 | DHCP = EYEE B P Hhk

Table 6.12: H'EARi& ER RS IR



http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
https://tracker.debian.org/pkg/lpr
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon-graph.php?packages=lprng
https://tracker.debian.org/pkg/lprng
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
https://tracker.debian.org/pkg/cups
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
https://tracker.debian.org/pkg/cups-client
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
https://tracker.debian.org/pkg/cups-bsd
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
https://tracker.debian.org/pkg/printer-driver-gutenprint
http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
https://tracker.debian.org/pkg/telnetd
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon-graph.php?packages=telnetd-ssl
https://tracker.debian.org/pkg/telnetd-ssl
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
https://tracker.debian.org/pkg/nfs-kernel-server
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://qa.debian.org/popcon-graph.php?packages=samba
https://tracker.debian.org/pkg/samba
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon